0

CE

Consequence-driven
Cyber-informed
Engineering

TIER 1 VS. TIER 2 ENGAGEMENTS AND TRAINING

UNDERSTANDING TIER 1 VS. TIER 2 CCE EFFORTS

Tier 1 CCE Effort

Tier 2 CCE Effort (ACCELERATE)

Who
Participates?

Tier1 Organizations — selected because they deliver

specific functions deemed highly critical to national securityé

Tier 2 Organizations — any critical infrastructure
organization

Level of Intensive, guided engagement conducted with the full . .

Effort: support of INL and DOE Self-led evaluation using CCE methodology
Enga_gement D wepted anq sansored ey e US (HOMMATEAS G Supported solely with organization resources
Funding: in-kind contribution by the organization

Resource Full support of the INL team, including targeting o

Provided: expertise and intelligence insights ACCELERATE training manual and phase templates

CCE Tool Belt tosupport execution

developed by INL for use by the organization

UNDERSTANDING WORKFORCE DEVELOPMENT VS. ACCELERATE TRAINING COURSES

Workforce Development Core Training

ACCELERATE Training

Target
Participants:

INL Execution and Operations & Analytic Teams who will
conduct full CCE engagements with a Tier 1 partner

Tier 2 critical infrastructure organizations who want to
conduct their own self-driven CCE evaluation

Purpose:

Train Execution and Operations & Analytic Teams on how
to function as a team and fulfill specified roles; how to
guide an engagement; and how to expertly apply the CCE
methodology and Tool Belt

Teach basic CCE concepts and methodology and provide
a templated process to conduct a self-evaluation

Class Size:

20 (3-4 Execution Teams or Operations & Analytic Teams)

15-20

Training Duration:§

5-day training

16-hour training

Training Medium:

In-person

Virtual and in-person

Participant Participants are pre-selected to assume a specified role Participants do not assume or exercise a particular role
Selection: on the CCE Execution Team
Combination of classroom training and 1- to 2-hour Combination of instructor-led training with 1-hour
facilitated exercises using extensive facility case exercises using a fictional case study that applies
studies; includes a full-day exercise to simulate a concepts and builds familiarity with the methodology
Structure complete CCE effort o ; i :
Training builds familiarity with the manual and
Participants are trained to function as a team, and templates, which organizations can reference to lead
exercises are designed to allow each participant to a CCE evaluation within their own organization
demonstrate their specified roles and responsibilities
Additional Specific role-based training for Targeters, Analysts, None
Trainings: and Facilitators/Notetakers

On-the-Job training and evaluation
CCE Tool Belt training
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