Okta Setup Guide
Overview

Okta and Okta Verify are Single Sign-On (SSO) and Multi-Factor Authentication (MFA)
applications that provide secure access to INL applications by confirming identity. This
guide offers a clear, simplified walkthrough for getting started.

Have the following ready:
e A mobile phone or tablet to install Okta Verify.

e Alaptop or desktop computer to complete Okta registration.
Step-by-Step Instructions:
1. Sign Up for Okta on a Computer

a. Onthe computer, go to|https://confluence.zba.inl.gov
b. Click Sign Up
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Sign in

Username

c. Complete the fields on the screen to sign up for Okta. Enter your Last
name, First name, the Email. and create a Password for Okta.


https://identity.inl.gov/app/inl_confluence_1/exkm4gn7coBTI7TIP4h7/sso/saml

First name
Last name
Email
Citizenship

Password

d. Click Sign Up at the bottom of the sign-in screen.

e. After clicking Sign Up, follow the on-screen prompts to set up a security
question.

f. Remember the email address and Okta Verify password you used in the
step pictured above. You will use them each time you log in to
Confluence.

2. Install and Set up Okta Verify

a. Download the Okta Verify App on your mobile device from the applicable app
store.

Android iOS

Okta Verify
Okta Inc

Okta Verify

3. Once you have created your Okta account, and have the Okta Verify Application



installed, you can request to be granted access to Confluence via email to AnnMarie
Marshall (ann.marshall@inl.gov).

a. Email should include:
i. Full Name
ii. Email used to set up Okta account.
iii. Project you need access to.

b. You will be notified via email once your confluence account is activated and can
proceed to step 4.

4. Sign in to Confluence via Okta

a. Navigate to confluence.zba.inl.gov on a computer to sign in to Confluence via
Okta.

b. Enter the email address associated with your Confluence and newly
created Okta account in the Username field and then click Next.

i. If you have not signed up for Okta yet, return to step 1 to sign up
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Forgot password?
Back to sign.in

Unlock account?

c. Enter the Password you created for Okta in step 1.

d. Click Verify.


mailto:ann.marshall@inl.gov
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5. Set Up Okta Verify
a. Ensure that the Okta Verify app is installed on your mobile device.
i. Ifitis not yetinstalled, return to Step 2 before continuing.

b. On your computer, after signing into Okta for the first time (see step 4), you
will see a prompt to set up your security methods. Click Set up under Okta
Verify.

Set up security methods
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Security methods help protect your INL

account by ensuring only you have access

Required now

e Okta Verify

Okta Verify is an authenticator app,

installed on your phone or computer,

used to prove your identity

Set up

c. Follow the directions on your computer screen to set up Okta Verify.

When the QR code is displayed on your computer screen, use the camera
on your mobile device to scan the QR code.

Set up Okta Verify

1. On your other device, download the Okta
he App Store® (iPt

ogle Play (Android® devices)

Verify app

Pad®) or

1 follow the instructions to

Can't scan?

Return to authenticator list

e. Click the link that appears. This will open the Okta Verify application on your
mobile device.

f. Click Get Started.
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Welcome to Okta Verify

You're about to set up an account for
identity.inl.gov to securely sign in to your
organization’s apps.

Get Started

g. Okta Verify will add the email address associated with your account.

h. Click Done.

Important: Keep the Okta Verify app installed on your mobile device. It is needed during
each sign-in.
6. Complete verification on each login after initial set up:
a. Return to your computer.
b. The app will ask you to verify your identity.

c. Click Select next to Get a push notification for the quickest experience.

Verify it's you with a security method

®

Select from the following options

g Enter a code Select
Okta Verify

g Get a push notification
Okta Verify

Back to sign in



d. When you see this screen on your computer, return to your mobile device.
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e. Approve the prompt on the mobile device by selecting: Yes, It’'s Me.
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f. Once this step is complete, you should be able to access confluence.

What to Expect During Future Sign-Ins

Once your account setup is complete, Okta Verify will prompt for either a push notification
or code from the app each time you need to access an INL application. Follow the steps
outlined above to confirm the prompt or enter the code to complete the sign-in process.

We recommend keeping Okta Verify installed on your mobile device to ensure access to
INL applications in the future.



Need Help?

If questions come up during setup or if something doesn’t work as expected, please
contact AnnMarie Marshall (Ann.Marshall@inl.gov). She can assist with next steps or help
coordinate additional support if needed.

Alternative Method for Authentication:

1. If you select Enter a code instead of a push notification:

a. A 6-digit code will appear in the Okta Verify app.

$& okta Verify
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Launch Dashboard 4

b. The code must be entered on the computer before it expires.

Enter a code

@

Enter code from Okta Verify app

Verify with something else

Back to sign in

This method works but takes longer and requires quicker action, so push notification is
generally recommended.


https://inl-my.sharepoint.com/personal/katlyn_mitchell2_inl_gov/Documents/Desktop/Ann.Marshall@inl.gov
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