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Errata

The following changes have been made since the original version of this document:
e Two new appendices have been added to capture additional content supporting the
implementation of the seamless retry mechanism:
o Appendix C: Fallback Guidance.
o Appendix D: Test Cases.
e Additional authors have been added.
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AC
CP
DC
EV
EVCC
EVSE
HLC
HV
PE
SECC
SUT
TCP
V2G

alternating current

control pilot

direct current

electric vehicle

electric vehicle communication controller
electric vehicle supply equipment
high-level communications

high voltage

protective earth

supply equipment communication controller
system under test

transmission control protocol

vehicle to grid
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1 Introduction

This work introduces the concept of seamless retry in the electric vehicle (EV) charging domain.
Its primary aim is to enhance the reliability and user experience of EV charging by reducing the
frequency of user-required interventions in EV charging. This is achieved through a retry
mechanism that can automatically activate upon encountering errors during the EV charging
process.

1.1 Motivation

The motivation for developing the concept of seamless retry arises from the growing need for
more reliable and user-friendly EV charging solutions. As the adoption of EVs continues to rise,
the efficiency and robustness of charging infrastructure becomes increasingly critical.
Particularly in the context of public direct-current (DC) fast charging, industry input indicates
that after a charge session fails to properly initiate, a simple unplug and re-plug by the user can
sometimes successfully start and complete a charging session. With the seamless retry
mechanism in place, the customer will not need to manually unplug and re-plug their vehicle
upon encountering an issue; instead, the process will be automated and invisible to the customer.

1.2 Scope

This work focuses exclusively on the application of the seamless retry mechanism within the
realm of DC EV charging as defined within the International Organization for Standardization’s
ISO 15118,! German Institute for Standardization’s DIN SPEC 70121,2 and other relevant DC
EV charging standards. Much of the mechanism described here can likely also be applied to
alternating-current (AC) EV charging with high-level communications. However, additional
work is needed to analyze and potentially modify what is presented here to ensure compatibility
for AC EV charging.

2 Implementation of Seamless Retry

2.1 Overview

When a charge is initiated, communication between the vehicle and charger flows through
several states, resulting in a successful charge or failure (see Appendix B for state definitions).
The seamless retry mechanism utilizes these states to automate restarting a charging session
without physical intervention. As shown in Figure 1, following the initial user plug-in, the
seamless retry process can be initialized after a failed charge attempt. A failed charge attempt is
defined here by the occurrence of an error or timeout after the control pilot signal has
transitioned into State B2 with a 5% duty cycle. Seamless retry presents an automated error
resolution process for all errors that can be resolved by a manual unplug and re-plug to increase

! International Organization for Standardization. 2019. Road vehicles — Vehicle to grid communication interface —
Part 1: General information and use-case definition. Geneva, Switzerland. ISO 15118.
www.iso.org/standard/69113.html.

2 European Standards. 2014. Electromobility - Digital communication between a d.c. EV charging station and an
electric vehicle for control of d.c. charging in the Combined Charging System. DIN SPEC 70121. www.en-
standard.eu/din-spec-7012 1 -electromobility-digital-communication-between-a-d-c-ev-charging-station-and-an-
electric-vehicle-for-control-of-d-c-charging-in-the-combined-charging-system-text-in-english/.
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the likelihood of successfully initiating a charge. This is done by an automated transition back to
State B1, where both the EV and electric vehicle supply equipment (EVSE) reset all state
variables and timers related to the execution of a single charge attempt. This reset emulates the
conditions present immediately after the transition from State A to B1, thus preparing the system
for a new charge attempt.
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Figure 1. Overview of the seamless retry mechanism

2

This report is available at no cost from NREL at www.nrel.gov/publications.



L ]
¥ CHARGE
y |

Continuing from the initialization of the charging procedure, Figure 1 illustrates the
comprehensive sequence of state transitions. Upon encountering a failed charge attempt
following State B2 with a 5% duty cycle, the system can avoid the typical manual unplug
requirement. Here, a decision point shall assess whether conditions are favorable for a retry.
Required and recommended criteria for this decision point are defined in subsequent sections. If
affirmative, and if both parties have implemented seamless retry, the EV and EVSE shall dwell
in State B1 until the TT SR B1 timer has elapsed, allowing for a reset of all state variables and
timers related to the execution of a single charge attempt between the EV and EVSE. After the
TT SR B1 dwell timer has elapsed, the EVSE shall transition to State B2, reinitiating the
vehicle-to-grid (V2G) communication setup procedures essential for DC charging the EV. If the
charging session is successfully established, the charging procedure shall advance as normal.
Conversely, if the charge attempt fails and the conditions for seamless retry are no longer met,
the system should transition to a shutdown state, indicated by a return to State B1, and eventually
to the disconnected State A, with the user being duly notified of the unsuccessful attempts.
Figure 1 and Figure 2 provide a clear overview of the retry logic, emphasizing the user-free
intervention aspect of the seamless retry mechanism.

V2G Setup Seamless Retry Seamless Retry Seamless Retry

Plug-in Started Error Attempt 1 Error Attempt 2 Error Attempt N Error Plug-out
A B1 B2 (5%) : B1 U B2 (5%) ] B1 U B2 (5%) U B1 U B2 (5%) U B1 U A
———>r0—>r 06— > ¢— P> O0——— >PO— > O—— > O—P>O—————PO——Po——>

Cx/EfF Cx/EfF CxJEfF Cx/EF ®

L J L J \ J L J \ J L J

Y Y Y Y Y Y Y

Attempt to Attempt to Attempt to Attempt to

Charge TT_SR_B1_dwell Charge TT_SR_B1_dwell Charge TT_SR_B1_dwell Charge

Y

TT_SR_session

Figure 2. Timeout handling under the seamless retry procedure

2.2 EVSE Requirements

This section details the technical requirements for implementing the seamless retry mechanism
on the EVSE side.

Seamless Retry Mechanism

[SR-02B-01] If the EVSE detects a failed charge attempt and the TT SR session timer is
active, the EVSE shall transition to State X1.

[SR-02B-02] If the EVSE has detected a failed charge attempt and detects State B1, the EVSE
will dwell in State B1 for the time specified by TT SR Bl dwell. After the time
specified by TT SR B1 dwell has elapsed, if the TT SR _session timer is active,
the EVSE shall then transition to State B2 (with a 5% duty cycle) and begin a new
charge attempt.

Note: When the state transitions to X1 after a failed charge attempt, the EVSE should reset all
state variables and timers related to the execution of a single charge attempt. However, any input
from the user (e.g., payment authorization) should be retained across attempts when possible.

[SR-02B-03] If during a seamless retry attempt the EVSE has completed the state transitions
required to trigger a new charge attempt and the EVSE does not detect the
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expected match request from the EV within the allotted time, the EVSE may then
add State E and/or State F in the transition on subsequent attempts. The EVSE
should dwell in State E/F for the time specified by TT SR B1 dwell, and these
transitions would be executed as follows: State Bl = State E/F - State Bl =
State B2 (with a 5% duty cycle).

Note: Some EVs, legacy vehicles in particular, will trigger a fault if State E or State F is
detected. In these vehicles, this fault will persist and will not allow any further charge attempts
until the charging connector is manually unplugged and re-plugged.

Seamless Retry Session Management

[SR-02B-04] Upon the first transition into State B2 (with 5% duty cycle) following plug-in (A
- Bx/E/F transition), the EVSE shall reset and start the TT_SR_session timer. If
the TT SR session timer is inactive, the TT SR session timer may be triggered
again (reset and restarted) by the first transition into State B2 (with a 5% duty

cycle) following an EV-initiated wake-up as defined in Section 7.6 of ISO 15118-
3.

[SR-02B-05] Ifthe TT SR session timer exceeds the chosen TT SR session value, the EVSE
shall consider the TT_SR_session timer inactive, and the EVSE shall stop
monitoring the TT SR_session timer.

[SR-02B-06] If the following triggers occur, the EVSE shall consider the TT SR _session timer
inactive, and the EVSE shall stop monitoring the TT SR session timer:

TT SR session timer exceeds the chosen TT SR session value.
Transition to State A (i.e., unplug as detected on proximity).
User-initiated shutdown (initiated on EVSE side).

Successful charge session completed with normal shutdown.

[SR-02B-07] Ifthe TT SR session timer transitions to an inactive state during a charge
attempt, this transition shall not trigger the EVSE to interrupt the charging
attempt.

2.3 EV Requirements

This section details the technical requirements for implementing the seamless retry mechanism
on the EV side.

Seamless Retry Mechanism

[SR-02C-01] Ifthe EV detects a failed charge attempt and the TT SR _session timer is active,
the EV shall transition to State Bx.

[SR-02C-02] If the EV has detected a failed charge attempt and detects State B1 and the
TT_SR_session timer is active, the EV shall be prepared to begin a new charge
attempt within the time specified by TT SR B1 dwell.

4
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[SR-02C-03] If the state transitions from State B1 to State B2 (with a 5% duty cycle) after a
charge attempt failure, and if the TT SR _session timer is active, the EV shall
begin a new charge attempt.

Note: When the state transitions to Bx after a failed charge attempt, the EV should reset all state
variables and timers related to the execution of a single charge attempt. However, any input from
the user (e.g., payment authorization) should be retained across attempts when possible.

[SR-02C-04] State transitions through State E and/or State F should not prevent the EV from
attempting to start a new charge session.

Seamless Retry Session Management

[SR-02C-05] Upon the first transition into State B2 (with a 5% duty cycle) following plug-in (A
- Bx/E/F transition), the EV shall reset and start the TT SR_session timer. If the
TT SR session timer is inactive, the TT SR_session timer may be triggered
again (reset and restarted) by the first transition into State B2 (with a 5% duty
cycle) following an EV-initiated wake-up as defined in Section 7.6 of ISO 15118-
3.

[SR-02C-06] Ifthe TT SR session timer exceeds the TT SR session value, the EV shall
consider the TT SR _session timer inactive, and the EV shall stop monitoring the
TT SR session timer.

[SR-02C-07] If the following triggers occur, the EV shall consider the TT SR _session timer
inactive, and the EV shall stop monitoring the TT SR session timer:

TT SR session timer exceeds the TT SR session value.

Transition to State A (i.e., unplug as detected on proximity).
User-initiated shutdown (initiated on EV side).

Successful charge session completed with normal shutdown.

AC basic charging is indicated by the EVSE (i.e., nominal duty cycle is
detected on the pilot control signal).

[SR-02C-08] Ifthe TT SR session timer transitions to an inactive state during a charge
attempt, this transition shall not trigger the EV to interrupt the charging attempt.

[SR-02C-09] Ifthe EV detects a transition from State B1 to State B2 (with a 5% duty cycle)
after a failed charge attempt and the TT SR _session timer is inactive, the EV may
ignore this state transition.

Note: Under certain conditions, the EV may not want to ignore this state change. For example,
the EV may want to respond to a wake-up from the EVSE after some extended period of time.

5
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2.4 Timing and Parameters
Table 1. Timing and Constant Values
Parameter Description Min. Typical Max. Unit
Minimum time for dwell in State B1 after a
TT_SR _B1_dwell failed charge attempt before proceeding 4 5 10 s
to State B2 (with a 5% duty cycle)
TT_SR_session Timeout 160 - 610 s

2.5 Recommendations

User Experience

In many cases, the seamless retry mechanism will improve the charging experience for the end
user. Specifically, if the user is not paying close attention to the status of the charge session (e.g.,
if a user completes all user input necessary to start the session and then walks away to use
colocated retail facilities while they wait), the alternative to a seamless retry could be an EV that
is not getting any charge and EVSE that is not available to charge other vehicles until the user
happens to return or gets an alert through a mobile application or SMS. The seamless retry
mechanism can also provide an improved experience for the end user if there is not an alternative
EVSE available for the user to move to upon the first charge attempt failure. In other cases where
the user is closely paying attention to the charging session and might have other EVSE to choose
from, the additional time taken by seamless retry might cause frustration, especially if it does not
ultimately result in a successful charge session. In this case, the potential detriment to the user
experience can be mitigated by communicating additional information to end users when
implementing seamless retry. Some examples of this information include:

e First attempt has failed, and the system is retrying.

e Number of attempts made.

e Time spent retrying or time since plug-in.

e Specific recommendations based on the type of failure preventing a successful charge
session (when possible).

e Specific state of progress on charge setup (e.g., Step 1 of 3).

Implementation-Specific Enhancements for Seamless Retry

Seamless retry can be further enhanced by either side (EV or EVSE) implementing the
mechanism with a more discriminating approach. Providing details on these additional
enhancements is outside the scope of this document, but doing so is not precluded by this
document, and some possibilities are included here for reference.

Additional exit criteria: These are examples of specific types of failures that will lead to a
failed charge attempt and after which a seamless retry might be undesirable. These can be used
to supplement the required exit criteria defined in [SR-02B-05] and [SR-02C-06]:

e Loss of proximity pilot
e Loss of control pilot
e Loss of protective earth

6
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Detection of welded contactors
Reaching a certain number of retries.

Fallback logic: These are examples of parameters that can be adjusted from one charge attempt
to the next to increase the chance of achieving a successful charge session.

Table 2. Fallback Examples

Fallback Parameter

Example Failure Trigger

Attempt: Transport Layer Security (TLS) Expired certificate

Next attempt: No TLS
Attempt: ISO 15118-20

Failure to set up TLS

Next attempt: ISO 15118-2 Protocol-specific sequence error or timeout
Next attempt: DIN SPEC 70121

Attempt: Plug and Charge (PnC)

Next attempt: EIM

Expired Contract Certificate

ResponseCode = ‘FAILED_*' in the
PaymentDetailsRes message

3 Standards and Interoperability

The seamless retry mechanism presented in this document is a recommended practice that
currently exists outside of any existing standards. There are, however, interactions with existing
standards. These interactions are studied below. In addition, specific recommendations are
provided on how to best incorporate this mechanism into existing standards.

3.1 Interactions

With Standards

Table 3. Interaction of Proposed Seamless Retry With Existing Standards

Standard Interaction
ISO 15118-2 Error handling always leads to tearing down of high-level communications (HLC)
Edition 1 and resetting state to be prepared for next charging attempt.
Allows reestablishing a new V2G communication session (Section 8.8.1) following
a “failed” V2G communication session.
This approach is compatible with the seamless retry mechanism.
ISO 15118-3 Presents multiple retry mechanisms scoped to specific parts of the signal level
Edition 1 attenuation characterization (SLAC) process (i.e., before “matched” state, during

matching, after matched state). These retry mechanisms occur within the seamless
retry loop and do not conflict.

Mentions X1/X2 to E/F and back to X1/X2 transition following data link layer/SLAC
errors to retry communication session for either AC or DC charging with HLC
(Sections 7.5.1.1 and 7.5.1.2).

There is no limiting factor on number of retries or time spent retrying.

Does not require power line communication to go to “unmatched” state when
triggered by B2 > B1.
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Standard Interaction

DIN SPEC 70121 Does not present a specific retry mechanism.

Revised 2014 Does present state machine logic and requirements that enable seamless retry as
specified in this document.

This approach is compatible with the seamless retry mechanism.

SAE J2847/2 Does not present a specific retry mechanism like DIN SPEC 70121, but the
Revision framework and state machine logic described here partially form the seamless retry
J2847/2_202309 recommendation in this document.

This approach is compatible with the seamless retry mechanism.

IEC 61851-23 Describes a pause and reinitiation mechanism where HLC is torn down before
Edition 2.0 being reestablished in a “restart” sequence, which can also be used to restart
digital communication after an error condition.

Section CC.5.2.3 presents a sequence diagram for EVSE to initiate the restarting
of the V2G communication session. This is aligned with the proposed seamless
retry recommendation to recover failed sessions and thus poses no incompatibility.

Because the “restart” mechanism is aimed toward restarting a “paused” V2G
communication session, this document does not limit the number of retry attempts,
nor does it set a time limit for retries for the sequence mentioned in this document.

SAE J1772 Presents a charging session “restart” mechanism where digital communications
Revision can be restarted after an error condition, similar to IEC 61851-23.

J1772_202401 Section 6.5.31.2 describes a sequence diagram for EVSE to initiate the restarting
of a failed V2G communication session, which aligns with the proposed seamless
retry recommendation and poses no incompatibility.

Similar to IEC 61851-23, this document does not impose any constraints on
number of retries allowed or an upper time limit after which retries are not allowed.

IEC 61851-1 Table A.6 stipulates a minimum time of 3 seconds in case the EVSE realizes a B1

Edition 3.0 - B2 5 B1 - X state transition. In this case, the proposed version of seamless
retry defines TT_SR B1_dwell to be a minimum of 4 seconds, and hence presents
no perceived conflict.

3.2 Recommendations to Standards

IEC 61851-23 and SAE J1772 have incorporated the pause and restart mechanism into their state
machine logic. Both of these documents mention that this “restart” mechanism can be used for
failed sessions in addition to paused sessions. To improve the user experience, a
recommendation should be added to notify users when the maximum number of restart attempts
has been reached. Secondly, adding a timeout for maximum time spent retrying before notifying
users and explicit timers similar to the “dwell” timers (as explained in earlier sections of this
document) to the currently defined state machine logic would make restarting from failed V2G
sessions more robust.

3.3 Interoperability

As detailed in the Table 3, the seamless retry mechanism proposed in this document poses no
interoperability issues with existing standards except for the mechanism presented in ISO 15118-
3, where the transition to State E/F and back to X1/X2 is the only way perceived to indicate
intent to retry. In contrast, the seamless retry mechanism proposed in this document uses the
state transition from X1 to X2 to indicate intent to retry before using States E and F. However, it
should be noted that the same incompatibility also exists for the proposed retry mechanism

8
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mentioned in IEC 61851-23 and SAE J1772 as given in Table 3. To avoid this conflict, users
may transition to State X - E - B1 - B2 or State X > F - B1 - B2 as mentioned in IEC
61851-23 and SAE J1772. However, in this document, we avoid transitions to State E or State F
to avoid problems with EV and/or EVSE becoming stuck in unrecoverable error states.

4 Conclusion and Future Work

This work explores the concept of seamless retry within the DC fast charging ecosystem that
aims to improve the overall EV charging experience by addressing the issue of charging
disruptions. The introduction of this innovative mechanism aims to significantly reduce the
inconvenience caused by the typical error resolution process, which often necessitates manual
reconnection efforts by the user, which can lead to frustration and a suboptimal user experience.
As EV usage continues to grow, the necessity for easy-to-use charging technology becomes
increasingly paramount. The seamless retry mechanism, under the constraints of the

TT SR session timeout, not only ensures operational efficiency, but also exemplifies the
potential for intelligent system design in mitigating technical issues without burdening the user.

Future work could improve the proposed seamless retry mechanism by providing case-by-case
guidance for detecting and handling specific failure types. Additionally, further investigation is
needed to explore new error recovery methods that do not require a complete reset of the
communication session. Finally, developing test cases to use with seamless retry
implementations would allow a common verification of functionality. Gathering field data to
characterize the efficacy of this method would also help to steer further improvements. In
summary, future work in this area should focus on developing tighter and targeted retry methods
and further maturing the mechanism with additional implementation details and verification test
cases.

9
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Appendix A. Application of Seamless Retry in a Real-
World Scenario
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Figure A-1. Application of seamless retry to overcome an authorization error

Figure A-1 considers the application of the seamless retry mechanism in a real-life scenario
where an authorization failure interrupts the EV charging procedure. In typical operation, the EV
transitions from a disconnected state (State A) as the user plugs in their EV, through initial
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connection (State B1), to communication of the EVSE’s readiness (State B2), where V2G setup
and HLC protocols, including authorization, take place. Upon encountering an authorization
failure in this scenario, the EVSE initiates a shutdown, returning both the EV and EVSE back to
State B1.

In this case, however, seamless retry is implemented on both the EV and EVSE. Therefore, upon
transition to State B1, instead of prompting the user to unplug, both the EV and EVSE enter a
dwell period in State B1 that allows them to reset all state variables and timers related to the
execution of a single charge attempt. After the TT SR _B1 dwell timer is expired, the EVSE
makes a transition back to State B2, reinitiating the V2G session. During this second charge
attempt, the user rectifies their authorization issue, and the system proceeds successfully with the
charging session (i.e., advances to State Cx for power transfer). Figure A-1 underscores the retry
mechanism’s capacity to streamline the user experience by automating the error recovery process
and avoiding the need for a manual unplug and re-plug.
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Appendix B. Control Pilot States

Table B-1. Control Pilot States

State

Description

B1
B2

X1
X2
Bx
Cx
Dx

EVSE connected to power source, EV is not connected

EVSE is connected to EV but not ready to supply power

EVSE is connected to the EV and ready to supply power

EVSE and EV connected and ready to charge (ventilation not required)
EVSE and EV connected and ready to charge (ventilation required)
EVSE shut off

EVSE unavailable

B1 or C1 or D1

B2 or C2 or D2

B1 or B2

C1orC2

D1 or D2

12
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Appendix C. Fallback Guidance
This appendix provides detailed guidance to help seamless retry implementers achieve a better user experience compared to a strictly
naive version of the seamless retry mechanism. In the simplest form, seamless retry makes repeated charge attempts without changing
any parameters or adjusting behavior. The guidance in this section layers additional nuance onto the mechanism to increase the
probability of achieving a successful charge session for the end user. Specific changes in parameters and behavior are recommended
for a large set of possible errors. This list of charge session ending errors was generated by a combination of reviewing ISO 15118-2

directly, the Minimum Required Error Codes document, and the DIN 99003 document.
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Detection Changes for
Error L . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
Reset PLC
connection No retry if at least 2
with longer consecutive sessions (1
DIN SPEC 99003 dwell period auto retry) fail due to
1 PLC Not Found | PLC modem not detected. (PLCNotFound) Both Y in B1 state the same reason.
No retry if at least 2
PLC consecutive sessions (1
Communication DIN SPEC 99003 auto retry) fail due to
2 Errors PLC modem fault/PLC link lost. (PLCFault/PLCLinkLost) Both Y the same reason.
No retry if at least 2
Pre-HLC Unexpected SLAC message (not consecutive sessions (1
Errors/ Faults | g; Ac according to the expected DIN SPEC 99003 auto retry) fail due to
3 Sequence Error | sequence). (SLACSequencekError) Both Y the same reason.
No retry if at least 2
consecutive sessions (1
auto retry) fail due to
the same reason.
DIN SPEC 99003 EV/EVSE can also
(SLACParameterinvalid/ choose to prompt user
Message field has an SLACParameterNotAllowed/ to try a different charger
Error in SLAC invalid/incorrect/unsupported/out-of- | SLACParameterNotSupported/ after the first failed
4 Parameter range value. SLACParameterOutOfRange) Both Y attempt.

This report is available at no cost from NREL at www.nrel.gov/publications.
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Index

Error
Categories

Error Name

Error Description

Applicable Standard

Detection
Stakeholder
(EVCC/
SECC/Both)

Retry
(Y/N)

Changes for
the Session
Following
Failure

Additional Retry-
Related Information

High
Attenuation

SLAC attenuation is too high.

DIN SPEC 99003
(SLACAttenuationHigh)

Electric
vehicle
communicati
on controller
(EVCC)

No retry if at least 2
consecutive sessions (1
auto retry) fail due to
the same reason.
EV/EVSE can also
choose to prompt user
to try a different charger
after the first failed
attempt.

Abrupt/
Unexpected
Closure of Data
Link/Transmissi
on Control
Protocol (TCP)
Connection

If EV or EVSE initiates or closes the
data link or TCP connection when it
is not expected.

DIN SPEC 99003
(TCPUnexpectedClose)

Both

No retry if at least 2
consecutive sessions (1
auto retry) fail due to
the same reason.

TLS Setup Error

TLS handshake failure or warning.

SR 1.0
DIN SPEC 99003
(TLSHandshakeError)

Both

Retry with no
TLS

If at least 2 consecutive
sessions (1 auto retry)
fail due to the same
reason, prompt user to
try a different charger.

TCP Error

Error in TCP/TLS socket send,
receive, listen etc.

DIN SPEC 99003 (TCPError)

Both

If at least 2 consecutive
sessions (1 auto retry)
fail due to the same
reason, prompt user to
try a different charger.

SDP Error

Invalid SDPReq/SDPRes payload
length or payload field value.

DIN SPEC 99003
(SDPPayloadLengthlnvalid/
SDPParameter Invalid)

Both

No retry if at least 2
consecutive sessions (1
auto retry) fail due to
the same reason. Auto
retry should be disabled
if EV/EVSE OEM
decides retrying is not
an appropriate
response compared to
asking user to try a
different charger.

This report is available at no cost from NREL at www.nrel.gov/publications.
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
Try a one-off
increased No retry if at least 2
DIN SPEC 99003 timeout for consecutive sessions (1
PLC Comms Timeout to detect PLC link or (PLCLinkDetectionTimeout/ the next auto retry) fail due to
10 Timeouts timeout to leave the logical network. | PLCLinkLeaveTimeout) Both Y session the same reason.
Increase
SLAC No retry if at least 2
matching consecutive sessions (1
DIN SPEC 99003 timeout if set | auto retry) fail due to
11 SLAC Timeouts | Timeout occurred during SLAC. (SLACTimeout) Both Y at minimum the same reason.
Try a one-off If at least 2 consecutive
increased sessions (1 auto retry)
Pre-HLC timeout for fail due to the same
Timeouts Timeout During | Timeout for establishing connection | DIN SPEC 99003 the next reason; prompt user to
12 TCP Setup from EV. (TCPConnectionTimeout) Both Y session try a different charger.
No retry if at least 2
consecutive sessions (1
auto retry) fail due to
the same reason. Auto
retry should be disabled
if EV/EVSE OEM
Try a one-off | decides retrying is not
increased an appropriate
EVCC was not able to discover timeout for response compared to
SDP Discovery | supply equipment communication DIN SPEC 99003 the next asking user to try a
13 Timeout controller (SECC). (SDPDiscoveryTimeout) Both Y session different charger.
Occurs when reliable data comms
between EV and EVSE cannot be No retry if at least 2
Loss of High- established. Triggers termination of consecutive sessions (1
Level energy transfer followed by error SAE J1772: Section F.1.4.3, auto retry) fail due to
14 V2G Comms/ Communication | shutdown sequence. Table F3, Table F4: t200 Both Y the same reason.
HLC Errors If at least 2 consecutive
sessions (1 auto retry)
DIN SPEC 99003 fail due to the same
EXI Encode/ (EXIEncodingError/ reason, prompt user to
15 Decode Error Error in encoding or decoding EXI. EXIDecodingError) Both Y try a different charger.
15
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
DIN SPEC 99003 If at least 2 consecutive
(V2GParameterlinvalid/V2GPara sessions (1 auto retry)
Unsupported parameter meter fail due to the same
Error in V2G options/V2G parameter is either NotAllowed/V2GParameterOutOf reason, prompt user to
16 Parameter invalid, not allowed, or out of range. Range) Both Y try a different charger.
No retry if at least 2
consecutive sessions (1
DIN SPEC 70121: 8.7.3.2 - auto retry) fail due to
[V2G-DC-169] the same reason. Auto
ISO 15118-2, Section 8.3.4 retry should be disabled
DIN SPEC 99003 if EV/EVSE OEM
(V2GTPProtocolVersionlnalid/\V2 decides retrying is not
If V2GTP entity detects an error in GTP an appropriate
any of the V2GTP header fields. InverseProtocolVersionlnalid/V2 response compared to
V2GTP entity closes TCP GTPPayloadLengthlnvalid/V2GT asking user to try a
17 V2GTP Error connection. PPayloadTypelnvalid) Both Y different charger.
If EVCC receives a response
message that does not correspond Strict
Wrong/ to request message sent by it. adherence to
Unexpected Triggers control pilot (CP) state DIN SPEC 70121: 9.7.4.1.3 - sequence No retry if at least 2
Response Msg change to State B, termination of [V2G-DC-402] with consecutive sessions (1
Detected by V2G comms session, and closing DIN SPEC 99003 increased auto retry) fail due to
18 EVCC TCP connection. (V2GSequenceError) EVCC Y timeouts the same reason.
If SECC receives a request
message that does not match the
expected message sequence. DIN SPEC 70121: 9.7.4.1.3 - Strict
Wrong/ Triggers turning off CP oscillator, [V2G-DC-666] adherence to
Unexpected responding with ResponseCode = ISO 15118-2, Table 112, sequence No retry if at least 2
Request Msg FAILED_SequenceError, termination | FAILED_SequenceError with consecutive sessions (1
Detected by of V2G comms session, and closing | DIN SPEC 99003 increased auto retry) fail due to
19 SECC TCP connection. (V2GSequenceError) SECC Y timeouts the same reason.
16
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4
Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
If EVCC receives a response
message that corresponds to the
request message sent by it, but that
response message contains
FAILED_Seque | Response Code =
nceError "FAILED_SequenceError". Triggers | DIN SPEC 70121: 9.7.4.1.3 - No retry if at least 2
Response Code | CP state change to State B, [V2G-DC-654] consecutive sessions (1
Received by termination of V2G comms session, DIN SPEC 99003 auto retry) fail due to
20 EVCC and closing TCP connection. (V2GSequenceError) EVCC Y the same reason.
If EVCC receives a response
Unprocessable message that it cannot process. DIN SPEC 70121: 9.7.4.1.3 - No retry if at least 2
Response Triggers CP state change to State B, | [V2G-DC-651] consecutive sessions (1
Message by termination of V2G comms session, DIN SPEC 99003 auto retry) fail due to
21 EVCC and closing TCP connection. (V2GParameterNotSupported) EVCC Y the same reason.
If SECC receives an expected
request message that it cannot
process. Triggers turning off CP
oscillator, responding with a
Unprocessable response message with DIN SPEC 70121: 9.7.4.1.3 - No retry if at least 2
Response ResponseCode = FAILED, [V2G-DC-665] consecutive sessions (1
Message by termination of V2G comms session, | DIN SPEC 99003 auto retry) fail due to
22 SECC and closing TCP connection. (V2GParameterNotSupported) SECC Y the same reason.
If both ISO
15118-2 and
DIN were
offered,
prioritize DIN
Errors During on retry. If
Handshake different
None of the application layer versions of
protocols included in list from EVCC 15118-2 are No retry if at least 2
are supported by SECC. SECC shall offered, move | consecutive sessions (1
SupportedAppP | respond with ResponseCode = to the lower auto retry) fail due to
23 rotocol Failure FAILED_ NoNegotiation. ISO 15118-2: [V2G2-172] SECC Y priority one the same reason.

This report is available at no cost from NREL at www.nrel.gov/publications.
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
If at least 2 consecutive
sessions (1 auto retry)
No Charge EVCC did not select charge service fail due to the same
Service - DIN SPEC 99003 reason, prompt user to
24 Selected FAILED_NoChargeServiceSelected | (V2GNoChargeServiceSelected) | SECC Y try a different charger.
EVCC selected a service that was If at least 2 consecutive
either not offered or not supported. DIN SPEC 99003 sessions (1 auto retry)
Results in (V2GServiceSelectionlnvalid/V2 fail due to the same
FAILED_NoChargeServiceSelected | GPaymentSelectionlnvalid/V2GS reason, prompt user to
25 Invalid Selection | or FAILED_ServiceSelection Invalid. | erviceldlnvalid) SECC Y try a different charger.
Failed Prompt user to try a
Authentication/ | Authorization rejected locally or by DIN SPEC 99003 different method or try a
26 Authorization the remote server. (AuthorizationRejected) SECC Y different charge station.
If at least 2 consecutive
SR 1.0 sessions (1 auto retry)
DIN SPEC 99003 fail due to the same
Expired certificate/public and private | (CertificatePrivateAndPublicMis Retry with no | reason, prompt user to
27 Certificate Error | key are not a pair. match) EVCC Y TLS try a different method.
SR 1.0 If at least 2 consecutive
DIN SPEC 99003 sessions (1 auto retry)
(V2GContractCertificateExpired/ fail due to the same
Contract Expired or not yet valid contract V2GContractCertificateNotYetVal Retry with reason, prompt user to
28 Certificate Error | certificate. id) SECC Y EIM try a different method.
Auto retry should be
When EVSE sends EV the results of disabled if EV/EVSE
compatibility check in CPDRes with OEM decides retrying is
ResponseCode = not an appropriate
Compatibility FAILED_WrongCharge Parameter. response compared to
Check Failed Triggers an EVSE-initiated error asking user to try a
29 During CPD shutdown. SAE J1772: Table F1: t3 SECC Y different charger.

This report is available at no cost from NREL at www.nrel.gov/publications.
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
If EVCC receives a response Auto retry should be
message with ResponseCode = disabled if EV/EVSE
FAILED before or after sending a OEM decides it is not
EVCC Detects CPDReq msg. Triggers CP state an appropriate
“FAILED” change to State B, termination of response compared to
ResponseCode | V2G comms session, and closing DIN SPEC 70121: 9.7.4.1.3 - asking user to try a
30 During CPD TCP connection. [V2G-DC-652 & 653] EVCC Y different charger.
No retry if at least 2
Occurs if EVCC sees that ISO 15118-2: [V2G2-DC-711 & consecutive sessions (1
V2G_EVCC_Ongoing_Timer (for 713] Try a one-off | auto retry) fail due to
authorization) is > MREC 09 (AuthorizationTimeout) increased the same reason. Show
V2G_EVCC_Ongoing_Timeout. DIN SPEC 99003 timeout for progress to user, as this
AuthorizationTi EVCC shall stop V2G (AuthorizationTimeoutServer/Aut the next can add significant time
31 meout communication. horizationTimeoutUser) Both Y session before energy transfer.
Try a one-off
increased If at least 2 consecutive
timeout for sessions (1 auto retry)
DIN SPEC 99003 the next fail due to the same
Certificate (CertificatelnstallationServerTime session or reason, prompt user to
Install/Update Server timeout during certificate out/CertificateUpdateServerTime retry with no try a different
32 Miscellaneous | Timeout installation/update out) Both Y TLS authentication method.
Timeouts No retry if at least 2
consecutive sessions (1
If EVCC sees that this phase has Try a one-off | auto retry) fail due to
timed out. Triggers CP state change increased the same reason. Show
to State B, termination of V2G DIN SPEC 70121: 9.6.5 - [V2G- timeout for progress to user, as this
Communication | comms session, and closing TCP DC-371] the next can add significant time
33 Setup Timeout connection. DIN SPEC 99003 (V2GTimeout) | EVCC Y session before energy transfer.
No retry if at least 2
consecutive sessions (1
If EVCC sees that this phase has Try a one-off | auto retry) fail due to
timed out. Triggers CP state change increased the same reason. Show
to State B, termination of V2G DIN SPEC 70121: 9.6.5 - [V2G- timeout for progress to user, as this
ReadyToCharg | comms session, and closing TCP DC-375] the next can add significant time
34 e Timeout connection. DIN SPEC 99003 (V2GTimeout) | EVCC Y session before energy transfer.

This report is available at no cost from NREL at www.nrel.gov/publications.
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
If EVCC sees that
V2G_EVCC_Msg_Timer is > DIN SPEC 70121: 9.6.3 - [V2G- Try a one-off
V2G_EVCC_Msg_Timeout. Triggers | DC-361] increased No retry if at least 2
CP state change to State B, ISO 15118-2: Sections 8.7.2 & timeout for consecutive sessions (1
Message termination of V2G comms session, 8.8.4.2 - Multiple requirements the next auto retry) fail due to
35 Timeout and closing TCP connection. DIN SPEC 99003 (V2GTimeout) | EVCC Y session the same reason.
No retry if at least 2
consecutive sessions (1
Occurs if SECC sees that Increase auto retry) fail due to
V2G_SECC_Sequence_Timer is > timeouts as the same reason. Show
V2G_SECC_Sequence_Timeout. DIN SPEC 70121: 9.6.4 - [V2G- an exception progress to user, as this
Sequence SECC shall stop V2G DC-366] for 1 retry can add significant time
36 Timeout communication. DIN SPEC 99003 (V2GTimeout) | SECC Y session before energy transfer.
No retry if at least 2
consecutive sessions (1
Occurs if EVCC sees that Increase auto retry) fail due to
V2G_EVCC_Ongoing_Timer is > timeouts as the same reason. Show
V2G_EVCC_Ongoing_Timeout. an exception progress to user, as this
Ongoing EVCC shall stop V2G ISO 15118-2: [V2G2-DC-711] for 1 retry can add significant time
37 Timeout communication. DIN SPEC 99003 (V2GTimeout) | EVCC Y session before energy transfer.
Occurs if SECC sees that Increase
V2G_SECC_Ongoing_Timer is > timeouts as No retry if at least 2
Ongoing V2G_SECC_ 1ISO 15118-2: [V2G2-DC-713] an exception consecutive sessions (1
Performance Ongoing_Performance_Time. SECC | DIN SPEC 99003 for 1 retry auto retry) fail due to
38 Timeout shall stop V2G communication. (V2GPerformanceTime) SECC Y session the same reason.
No retry if at least 2
consecutive sessions (1
If EVCC sees that this phase has Try a one-off | auto retry) fail due to
timed out. Triggers CP state change increased the same reason. Show
to State B, termination of V2G timeout for progress to user, as this
CableCheck comms session, and closing TCP DIN SPEC 70121: 9.6.5 - [V2G- the next can add significant time
39 Timeout connection. DC-380] EVCC Y session before energy transfer.

This report is available at no cost from NREL at www.nrel.gov/publications.
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
If EVCC sees that this phase has Try a one-off
timed out. Triggers CP state change increased No retry if at least 2
to State B, termination of V2G DIN SPEC 70121: 9.6.5 - [V2G- timeout for consecutive sessions (1
PreChargeFailu | comms session, and closing TCP DC-385] the next auto retry) fail due to
40 re connection. MREC 12 (PreChargeFailure) EVCC Y session the same reason.
If at least 2 consecutive
sessions fail due to the
Seamless Retry | One of the timeouts mentioned in same reason, prompt
Session the seamless retry document is user to try a different
41 Timeout violated. Both N charger.
SAE J1772: Section 6.2.2.5
MREC 23 (ProximityFault)
DIN SPEC 99003
Proximity Pilot- | Loss of Loss of electrical continuity of the (ProximityPilotFault)
Related Faults | Continuity on Proximity detection circuit or when DIN SPEC 99003 Due to safety concerns,
Prox/Invalid measured prox circuit voltage <0.8 (ProximityPilotNotDetected) retry only if EV OEM is
Prox Circuit VDC or >3.6 VDC. EVSE triggers DIN SPEC 99003 okay with retrying after
42 Voltage emergency shutdown. (ProximityPilotValueChanged) EVCC N this failure.
Loss of In case of loss of electrical continuity
Continuity on of PE during energy transfer as Due to safety concerns,
Protective Earth | inferred via checking proximity pilot retry only if both EV and
Protective (PE) During circuit, EV and EVSE trigger SAE J1772: Section 6.4.10 & EVSE OEM are okay
43 Earth-Related Energy Transfer | emergency shutdown. 6.5.32 Both N with it.
Faults Due to safety concerns,
Loss of PE Occurs when continuity of safety retry only if both EV and
During Other ground is lost. Triggers an EVSE OEM are okay
44 Stages emergency shutdown. SAE J1772: Section F.1.4.1 Both N with it.
If SECC detects CP State A at any Seamless retry is not
point during the V2G comms applicable since
Control Pilot- Unexpected CP | session. Triggers SECC turning off transition to CP State A
Related Faults | State A CP oscillator, a fast reduction of without unplugging
Detected by output current, followed by closing DIN SPEC 70121: 9.7.4.1.3 - connector is
45 SECC TCP connection. [V2G-DC-667] SECC N incompatible with SR.

This report is available at no cost from NREL at www.nrel.gov/publications.
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
Seamless retry is not
If EVCC detects CP State E/F at any applicable since
point during the V2G comms transition to CP State A
CP State E/F session. EVCC triggers closing of DIN SPEC 70121: 9.7.4.1.3 - without unplugging
Detected by TCP connection (emergency [V2G-DC-655] connector is
46 EVCC shutdown). MREC 08 (EmergencyStop) EVCC N incompatible with SR.
If SECC detects CP State E/F at any No retry if at least 2
CP State E/F point during V2G comms session. DIN SPEC 70121: 9.7.4.1.3 - consecutive sessions (1
Detected by Triggers SECC closing TCP [V2G-DC-669 & 670] auto retry) fail due to
47 SECC connection. MREC 08 (EmergencyStop) SECC Y the same reason.
After SECC has sent CPDRes msg
with ResponseCode = OK,
EVSEStatusCode = EVSE_Ready,
and EVSEProcessing = Finished, if
SECC fails to detect CP State C
within V2G_SECC_CPState_
Detection_Timeout after receiving
CableCheckReq msg. Triggers
SECC turning off CP oscillator, Try a one-off
SECC Times responding with ResponseCode = increased No retry if at least 2
Out While FAILED, termination of V2G comms timeout for consecutive sessions (1
Waiting for CP session, and closing TCP DIN SPEC 70121: 9.7.4.1.3 - the next auto retry) fail due to
48 State C connection. [V2G-DC-547] SECC Y session the same reason.
After SECC has sent
PowerDeliveryRes msg with
ReadyToCharge State = FALSE, if
SECC fails to detect CP State B
within V2G_SEC
C_CPState_Detection_Timeout after
receiving next req msg. Triggers
SECC turning off CP oscillator, Try a one-off
SECC Times responding with Response Code = increased No retry if at least 2
Out While FAILED, termination of V2G comms timeout for consecutive sessions (1
Waiting for CP session, and closing TCP DIN SPEC 70121: 9.7.4.1.3 - the next auto retry) fail due to
49 State B connection. [V2G-DC-556] SECC Y session the same reason.

This report is available at no cost from NREL at www.nrel.gov/publications.
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
Possible safety
concerns. Retry would
SAE J1772: Section 6.2.1.1 & not be possible anyway.
6.2.1.2 EVCC/SECC should
Loss of Loss of electrical continuity of the MREC 14 (PilotFault) only enable auto retry
Continuity on control pilot circuit. Triggers DIN SPEC 99003 after verifying that fault
50 CP emergency shutdown. (ControlPilotFault) Both N has been addressed.
If EVCC detects that CP duty cycle
Incorrect CP is not 5%. Triggers CP state change | DIN SPEC 70121: 9.7.4.1.3 - No retry if at least 2
Duty Cycle to State B, termination of V2G [V2G-DC-656] consecutive sessions (1
Detected by comms session, and closing TCP DIN SPEC 99003 auto retry) fail due to
51 EVCC connection. (ControlPilotFault) EVCC Y the same reason.
No retry if at least 2
SAE J1772: Section 6.2.1.1 & consecutive sessions (1
Occurs when there is an unintended | 6.2.1.2 auto retry) fail due to
transition from CP State C/D to DIN SPEC 70121: 8.3.1.1.1: the same reason.
Unintended CP | State B/A or an unknown state. NOTE 2 & Multiple other Unless EV/EVSE OEM
Transition From | EVSE and EV trigger emergency references is not comfortable with
CP State C to shutdown within 10 ms and 50 ms, DIN SPEC 99003 auto retrying after this
52 B/A respectively. (ControlPilotStateUnexpected) Both Y failure.
DIN SPEC 70121: NOTES under
Unexpected CP | If SECC detects an unexpected CP [V2G-DC-361, 371, 375, 380, & No retry if at least 2
State B State B. Triggers SECC turning off 385, 653, 402, 654, 667, 668] consecutive sessions (1
Detected by CP oscillator and a fast reduction of | DIN SPEC 99003 auto retry) fail due to
53 SECC output current. (ControlPilotStateUnexpected) SECC Y the same reason.
Unsupported CP state is not supported either by
CP State EV or EVSE (e.g., State D not DIN SPEC 99003 Prompt user to try a
54 Detected supported by EVSE). (ControlPilotStateNotSupported) | Both Y different charge station.
Due to safety concerns,
Electri SECC should disable
ectrical .
Safety auto re_try unt]I the
Current cause is confirmed and
55 Leakage GFCI has been activated. MREC 02 SECC N issue is resolved.
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
SAE J1772: Section 6.5.20 Due to safety concerns,
MREC 18 SECC should disable
Higher-than-acceptable temperature | (CableOverTempDerate) auto retry until
(>90°C for >8 sec or >95°C for >1 MREC 19 (CableOverTempStop) temperature comes
Connector sec) at the connector. Triggers error | DIN SPEC 99003 down to acceptable
56 Overtemp shutdown. (HighTemperature) SECC N levels.
Due to safety concerns,
SECC should disable
auto retry until
LowTemperatur | Temperature is below a min. value DIN SPEC 99003 temperature comes up
57 e or an acceptable level. (LowTemperature) Both N to acceptable levels.
Due to safety concerns,
EVCC should disable
auto retry unless EV
SAE J1772: Table F1: t0 --> t4. OEM is comfortable
EV tries and fails to lock the Section 6.4.1: Corresponding with retrying after this
connector. EV shall notify EVSE via | diagnostics are left to be defined failure. No retry if at
EVErrorCode = by EV OEM least 2 consecutive
FAILED_ChargeConnectorLockFault | MRECO1 (ConnectorLockFailure) sessions (1 auto retry)
ConnectorLock EV triggers an EV-initiated error DIN SPEC 99003 fail due to the same
58 Failure shutdown. (ConnectorLockFailure) EVCC N reason.
Due to safety concerns,
SECC should disable
Overcurrent auto retry until the
Device Overcurrent protection device has MREC 04 cause is confirmed and
59 Protection tripped in EVSE. DIN SPEC 99003 (OverCurrent) | SECC N issue is resolved.
Due to safety concerns,
SECC should disable
If EV max. current limit is exceeded auto retry since this is
Overcurrent by amount specified in 6.5.12 for SAE J1772: Section 6.5.12 & usually caused by a
Detected by >400 ms, error shutdown is 6.5.17 faulty sensor/unstable
60 EVCC/SECC triggered by EVSE. DIN SPEC 99003 (OverCurrent) Both N control algorithm.
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
Due to safety concerns,
EVCC/SECC should
disable auto retry since
Higher-than-acceptable voltage at SAE J1772: Section 6.5.16 this is usually caused by
ConnectorVolta | the DC output between DC+ and MREC 24 a faulty sensor/unstable
61 geHigh DC-. Triggers error shutdown. (ConnectorVoltageHigh) Both N control algorithm.
Due to safety concerns,
EVCC/SECC should
If present DC output voltage is more | SAE J1772: Section 6.5.24.2 & disable auto retry since
Overvoltage than negotiated max. voltage Table 21 this is usually caused by
During Energy thresholds for >9 ms. EVSE triggers | MREC 05 (OverVoltage) a faulty sensor/unstable
62 Transfer emergency shutdown. DIN SPEC 99003 (OverVoltage) | Both N control algorithm.
Due to safety concerns,
SECC should disable
If present DC output voltage is more | SAE J1772: Section 6.5.24.3, auto retry since this is
than negotiated max. voltage for 6.5.33.1 & 6.5.33.2 & Table 22 usually caused by a
Overvoltage at | >200 ms. EVSE triggers error MREC 05 (OverVoltage) faulty sensor/unstable
63 Any Stage shutdown. DIN SPEC 99003 (OverVoltage) | SECC N control algorithm.
No retry if at least 2
consecutive sessions (1
auto retry) fail due to
the same reason.
Unless EVSE OEM is
MREC 06 not comfortable with
Input voltage to vehicle has dropped | DIN SPEC 99003 auto retrying after this
64 UnderVoltage below an acceptable level. (UnderVoltage) SECC Y failure.
Only applicable if this
happens during
The vehicle is in an invalid mode for charging, in which case
charging. This could be due to EV- EVCC should disable
related factors like parking brake, MREC 10 auto retry until vehicle
InvalidVehicleM | high-voltage interlock circuit, shifter DIN SPEC 99003 goes back into a valid
65 ode position, etc. (EVShiftPosition) EVCC N state.
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Detection Changes for
Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
Prior to enabling its high voltage
(HV) DC output, EVSE shall check
for short circuit between DC+ and
DC- in the charge cable, connector, Due to safety concerns,
Short Circuit vehicle inlet, and EV cabling up to auto retry only if both
Before Energy contactors. Triggers error shutdown EV and EVSE OEMs
66 Transfer if not within acceptable limits. SAE J1772: Section 6.5.18 SECC N are okay with it.
After completing cable check phase,
EVSE shall send CableCheckRes No retry if at least 2
with ResponseCode = FAILED. consecutive sessions (1
Triggers an EVSE-initiated error auto retry) fail due to
shutdown. SAE J1772: Table F1: t6. the same reason.
EVSElsolationStatus = Fault Sections 6.5.4 & 6.5.4.7 Unless EV/EVSE OEM
Isolation (Optional) MREC 11 (CableCheckFailure) is not comfortable with
Check/Cable HLC teardown while waiting for DIN DKE SPEC 99003: auto retrying after this
67 Check Failed CableCheckRes. (InsulationFault) SECC Y failure.
Insulation monitoring device
indicates low insulation during
energy transfer following a
successful cable check phase during
handshake/initialization. EVSE may
verify once more before triggering SAE J1772: Sections 6.5.4.6 &
emergency shutdown. EVSE should | 6.5.4.7
Insulation also perform this test after connector | MREC 22 (ResistanceFault) Due to safety concerns,
Monitoring is unplugged. This could also extend | MREC 21 (CapacitanceFault) auto retry only if both
Failed During to an insulation monitoring device DIN DKE SPEC 99003: EV and EVSE OEMs
68 Energy Transfer | tripping due to high capacitance. (InsulationFault) SECC N are okay with it.
Due to safety concerns,
auto retry only if both
Occurs when there is current EV and EVSE OEMs
Loss of High- leakage between chassis and HV are okay with it (EVCC
Voltage system, including EV RESS. may choose to enable
69 Isolation Triggers error shutdown. SAE J1772: Section F.1.4.2 EVCC N auto retry).
Due to safety concerns,
Occurs when EVSE stops delivering | SAE J1772: Section F.1.4.4 auto retry only if both
power to EV. Triggers error MREC 15 (PowerLoss) EV and EVSE OEM are
70 Loss of Power shutdown. DIN SPEC 99003 (PowerLoss) SECC N okay with it.
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Error e . Stakeholder | Retry | the Session Additional Retry-
Index Categories Error Name Error Description Applicable Standard (EVCC/ (Y/N) | Following Related Information
SECC/Both) Failure
In case EV contactors are welded,
i.e., stuck in the closed position. EV
may provide means to manually Due to safety concerns,
unlock connector, which could also SAE J1772: Section F.1.5.1 EVCC should disable
Welded/ be tied to EV's HV system interlock. | MREC 16 (EVContactorFault) auto retry until the
Unresponsive Or, when EV fails to close its charge | DIN SPEC 99003 cause is confirmed and
71 EV Contactor contactors. (ContactorFault) EVCC N issue is resolved.
Due to safety concerns,
SECC should disable
Welded/ Contactors fail to open or close on MREC 17 auto retry until the
Unresponsive EVSE's side. May also include DIN SPEC 99003 cause is confirmed and
72 EVSE Contactor | welding-related errors. (ContactorFault) SECC N issue is resolved.
Due to safety concerns,
auto retry should be
If EVSEStatusCode = ISO 15118-2:2014: Table 98 disabled on SECC side
EVSE EVSE_Malfunction, this indicates a DIN SPEC 99003 until the fault is
73 Malfunction non-recoverable charger fault. (PowerModuleFault) SECC N addressed/cleared.
Due to safety concerns,
If EVErrorCode = auto retry should be
FAILED_EVRESSMalfunction, this disabled on EVCC side
RESS indicates a non-recoverable EV DIN SPEC 99003 until the fault is
74 Malfunction RESS fault. (EVRESSMalfunction) EVCC N addressed/cleared.
27
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Appendix D. Test Cases

This appendix provides detailed test cases to enable seamless retry implementers to verify that
their implementations meet the requirements laid out in the main body of this document.

Table D-1. Test Case Description for TC_EVSE_CMN_ITB_SeamlessRetry_001

Test Case ID TC_EVSE_CMN_ITB_SeamlessRetry 001

Test Objective | Test system executes GoodCase procedure until SessionSetup is complete and
then terminates the TCP session.
Test system then checks that the system under test (SUT) transitions to State X1.

Document Seamless Retry, Section 2.2

Reference ISO 15118-5-2018

Referenced

Requirement(s) | [SR-02B-01]

Config ID CF_05_001

Table D-2. Test Case Description for TC_EVSE_CMN_ITB_SeamlessRetry_002

Test Case ID TC_EVSE_CMN_ITB_SeamlessRetry 002

Test Objective | Test System executes GoodCase procedure until SessionSetup is complete and
then terminates the TCP session. Test System transitions to Bx.
Test System waits for State B1 then checks that the SUT transitions to State B2
(with a 5% duty cycle) after TT_SR_B1_dwell time has elapsed.

Document Seamless Retry, Section 2.2, 2.4

Reference ISO 15118-5-2018

Referenced

Requirement(s) | [SR-02B-02]

Config ID CF_05_001

Table D-3. Test Case Description for TC_EVSE_CMN_VTB_SeamlessRetry_003

Test Case ID TC_EVSE_CMN_VTB_SeamlessRetry 003

Test Objective | Test System executes GoodCase procedure and starts a timer with the first
transition from State A to another state. TestSystem ignores transition to B2 (with
5% duty cycle). TestSystem stops timer when the SUT stops transitioning
between B1 and B2 (with 5% duty cycle).
TestSystem then checks that the recorded time is within the minimum and
maximum values for TT_SR_session.

Document Seamless Retry, Section 2.2, 2.4

Reference ISO 15118-5-2018

Referenced

Requirement(s) | [SR-02B-04],[SR-02B-05],[SR-02B-06]

Config ID CF_05_001
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Table D-4. Test Case Description for TC_EVSE_CMN_VTB_SeamlessRetry_004

Test Case ID TC_EVSE_CMN_VTB_SeamlessRetry_004

Test Objective | Test System executes GoodCase procedure and completes an entire session
successfully before proceeding through a normal shutdown and returning to State
Bx.
TestSystem then confirms that the SUT does not attempt a retry.

Document Seamless Retry, Section 2.2

Reference ISO 15118-5-2018

Referenced

Requirement(s) | [SR-02B-06]

Config ID CF_05_001

Table D-5. Test Case Description for TC_EVSE_CMN_VTB_SeamlessRetry_005

Test Case ID TC_EVSE_CMN_VTB_SeamlessRetry_005

Test Objective | Test System executes GoodCase procedure and starts a timer with the first
transition from State A to another state. TestSystem continues GoodCase
procedure until the timer reaches 105% of the maximum value of TT_SR_session
timer.
TestSystem then confirms that the session has not been interrupted.

Document Seamless Retry, Section 2.2

Reference ISO 15118-5-2018

Referenced

Requirement(s) | [SR-02B-07]

Config ID CF_05_001

Table D-6. Test Case Description for TC_EV_CMN_ITB_SeamlessRetry_001

Test Case ID TC_EV_CMN_ITB_SeamlessRetry_001

Test Objective | Test System executes GoodCase procedure until SessionSetup is complete and
then terminates the TCP session.
Test System then checks that the SUT transitions to State Bx.

Document Seamless Retry, Section 2.3

Reference ISO 15118-5-2018

Referenced

Requirement(s) | [SR-02C-01]

Config ID CF_05_002
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Table D-7. Test Case Description for TC_EV_CMN_ITB_SeamlessRetry_002

Test Case ID TC_EV_CMN_ITB_SeamlessRetry_002

Test Objective | Test System executes GoodCase procedure until SessionSetup is complete and
then terminates the TCP session. Test System transitions to X1, dwells for
TT_SR_B1_dwell and then begins another GoodCase procedure by transitioning
to B2 (with 5% duty cycle).
Test System checks that SUT attempts a retry.

Document Seamless Retry, Section 2.3

Reference ISO 15118-5-2018

Referenced

Requirement(s) | [SR-02C-02], [SR-02C-03]

Config ID CF_05_002

Table D-8. Test Case Description for TC_EV_CMN_ITB_SeamlessRetry_003

Test Case ID TC_EV_CMN_ITB_SeamlessRetry_003

Test Objective | Test System executes GoodCase procedure and starts a timer with the first
transition from State A to another state. TestSystem transitions to B2 (with 5%
duty cycle). TestSystem stops timer when the SUT stops attempting matching.
TestSystem then checks that the recorded time is within the minimum and
maximum values for TT_SR_session.

Document Seamless Retry, Section 2.3

Reference ISO 15118-5-2018

Referenced

Requirement(s) | [SR-02C-05], [SR-02C-06], [SR-02C-07]

Config ID CF_05_002

Table D-9. Test Case Description for TC_EV_CMN_VTB_SeamlessRetry_004

Test Case ID TC_EV_CMN_VTB_SeamlessRetry_004

Test Objective | Test System executes GoodCase procedure and completes an entire session
successfully before proceeding through a normal shutdown and returning to State
X1, dwells for TT_SR_B1_dwell and then begins another GoodCase procedure
by transitioning to B2 (with 5% duty cycle).
TestSystem then confirms that the SUT does not attempt a retry.

Document Seamless Retry, Section 2.3

Reference ISO 15118-5-2018

Referenced

Requirement(s) | [SR-02C-07]

Config ID CF_05_002
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Table D-10. Test Case Description for TC_EV_CMN_VTB_SeamlessRetry_005

Test Case ID TC_EV_CMN_VTB_SeamlessRetry_005

Test Objective | Test System executes GoodCase procedure and starts a timer with the first
transition from State A to another state. TestSystem continues GoodCase
procedure until the timer reaches 105% of the maximum value of TT_SR_session
timer.

TestSystem then confirms that the session has not been interrupted.

Document Seamless Retry, Section 2.3
Reference ISO 15118-5-2018
Referenced
Requirement(s) | [SR-02C-08]
Config ID CF_05_002
31

This report is available at no cost from NREL at www.nrel.gov/publications.




About the ChargeX Consortium o

The National Charging Experience Consortium (ChargeX Consortium) ’
is a collaborative effort between Argonne National Laboratory,

Idaho National Laboratory, National Renewable Energy Laboratory, l
electric vehicle charging industry experts, consumer advocates,

and other stakeholders. Funded by the Joint Office of Energy and

Transportation, the ChargeX Consortium’s mission is to work together CHARGE
to measure and significantly improve public charging reliability and consortium
usability by June 2025. For more information, visit chargex.inl.gov.

DOE/G0-102024-6447 + December 2024 b
(Updated September 2025) L8] N R E L



http://chargex.inl.gov

	Errata
	Disclaimer
	Authors
	Contributors
	List of Acronyms
	Table of Contents
	List of Figures
	List of Tables
	1 Introduction
	1.1 Motivation
	1.2 Scope

	2 Implementation of Seamless Retry
	2.1 Overview
	2.2 EVSE Requirements
	2.3 EV Requirements
	2.4 Timing and Parameters
	2.5 Recommendations

	3 Standards and Interoperability
	3.1 Interactions With Standards
	3.2 Recommendations to Standards
	3.3 Interoperability

	4 Conclusion and Future Work
	Appendix A. Application of Seamless Retry in a Real-World Scenario
	Appendix B. Control Pilot States
	Appendix C. Fallback Guidance
	Appendix D. Test Cases

