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Second International Symposium on R

The symposium was sponsored by the INL, ISU, and the U
of I. Technical co-sponsorship was also received from the
IEEE Industrial Electronics Society (IES). This second
symposium was organized to communicate, discuss, and
further develop high level visions and ideas for resilient
control systems via community participation and to vet,
modify, extend, and endorse particular concepts that will
lead to a specification of research needs. Desired products
of the symposium were the generation of summary pres-
entations and paper proceedings for those identified con-
cepts that will set the stage for task group execution, and
the identification of future research strategies and prod-
ucts. The symposium evolved this year and included an
open registration and call for papers. Focused panel dis-
cussions were also included instead of breakouts. Over
fifty people representing government, academia, and in-
dustry attended the symposium, including roughly 12%
international participation and the remaining from the
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United States. Keynotes were provided in both of the track
areas. Professor Ross Anderson from the University of
Cambridge provided a perspective in the cyber awareness
area with his presentation titled, “Security Economics and
Critical National Infrastructure.” Professor David Woods
from Ohio State University gave an overview of the resil-
ience engineering research field of human systems with
his presentation, “Fundamentals to Engineer Resilient
Systems: How Adaptive Systems Fail and the Quest for
Polycentric Control Architectures.” An academic and prac-
tical view of complex networks also came in keynotes from
Professor John Doyle of the California Institute of Technol-
ogy (Caltech) and Mr. Michael Assante of the North Ameri-
can Electric Reliability Corporation in their presentations
titled, “The Architecture of Robust, Evolvable Networks”
and “North American Bulk Power System: Need for Resil-
ient and Secure Designs,” respectively.
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Modern critical infrastructure control and security systems
have the capability to provide facility managers, operators
and security personnel with an abundance of monitoring
data. This data comes from multiple sources, including
process and control status as well as network and physi-
cal security information, that are deployed at different lev-
els within the system to provide both situational aware-
ness and defense in depth. However, due to the complex-
ity and amount of the data, it is challenging for operators
to quickly analyze situations and respond appropriately.
This increasing volume of situational data and the time-
critical nature of related decisions makes data fusion a
critical technology for transforming large amounts of infor-
mation into timely, actionable intelligence. This second
year ICIS research effort hypothesizes that a holistic as-
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ous sources and in a specific manner so as to draw the
relationships among them. The envisioned data fusion
system can be illustrated by the following 3-tier architecture
shown in the figure above.

The main tiers of this system would execute: ETL
(Extraction, Transformation, and Loading) of disparate data
sources along with creation of Data Warehouses (and Data
Marts), followed by OLAP (On-Line Analytical Processing)
tier, and resulting in front end suite of tools for query, analy-
sis, and reporting. The results of this effort are expected to
provide a capability that will aid in enhancing manager/
operator response and increase overall facility stability and
efficiency.
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information will provide a basis for fusing data from vari-
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Resilient wlreless Sensor Networks

Wireless sensor networks (WSN) are becoming an inte-
gral component in modern industry. Their implementa-
tion includes factories, electric plants and distribution,
municipal water and sewer facilities, natural gas storage,
and distribution facilities and even nuclear facilities.
These devices aid in measuring and managing the op-
eration of these services and in process control for
manufacturing facilities to improve the overall efficiency
and safety. As an integral component, they are an im-
portant element in designing a resilient control system.
Resilient design considers the reliability of WSN in con-
trol systems that provide the pathway for both sensory
inputs and the active control responses when making
decisions and transmitting a control command.

The reliability of these systems depend on understanding
the effect of radio frequency (RF) and/or cyber interfer-
ence to wireless sensors which can lead to a control
system failure. John Buttles’ LDRD hypothesis suggests
that radio frequency (RF) and/or cyber interference to a
Wireless Sensor Network (WSN) will lead to destabiliza-
tion of a control system by introducing latency or modify-
ing data. He will design, build, and analyze several full
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scale WSN control systems at the CAES facility with
tools that enable the application of multiple interference
types. The CAES facility was selected due to its com-
bined industrial and office-like environment that best
resembles a real world installation. This will provide a
comprehensive look at the weaknesses and vulnerabili-
ties within WSN designs and investigate the effects of
multiple interference types on WSN.

Currently, the wireless sensor testing capability being
developed is built around several vendor and protocol
type sensors, WSN transmit and receive test equipment,
and RF test equipment to create an industry deployment
environment. This environment will have the ability to
vary the types and amounts of wireless sensors de-
ployed, operate multiple types of radio systems, and
generate other sources of interference.

This research will add to the current resilient design re-
search at INL and will also be used by vendors to im-
prove their next generation designs. The developed ap-
proaches and solutions will be used to resolve system
degradation and failures resulting in improved reliability
of WSN.
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