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List of Acronyms

AC alternating current

CSMS charging station management system

DC direct current

DER distributed energy resource

DERMS distributed energy resource management system
DR demand response

ESDP extensible SECC discovery protocol

EV electric vehicle

EVCC electric vehicle communications controller
EVSE electric vehicle supply equipment

OCPP Open Charge Point Protocol

OEM original equipment manufacturer

PFMEA process failure mode and effects analysis
PWM pulse-width modulation

SCM smart charge management

SDP SECC discovery protocol

SECC supply equipment communications controller
SEMS site energy management system

SOC state of charge

V2G vehicle-to-grid

v

This report is available at no cost from the National Laboratory of the Rockies (NLR) at


http://www.nlr.gov/publications

[ ]
¥ CHARGE
y |

Table of Contents

| 113 (o6 L (o750 4 BTSSR
Lol MIOTIVALION ..ttt ettt sttt e b e e et ettt e b et s bt e st e e st e e bt et e besbeestemeenbesneenee
1.2 INtenNded AUGIETICE ...coviiiiieiieiiiieeee ettt ettt sttt sttt et sbe et e beeaeenee
8 Y 1714 Vo T () (o . 2RSSR
2 USE CASES -ttt et ettt ettt ettt et e bt et e bt e bt et e et e e bt e bt e bt e bt e bt e bt e bt e bt e bt e bt e bt e bt e bt e nheenbeenbeenbs
2.1 Use Case 1: Telematics-Based Scheduled Charging ............ccceevevieveenieniienieneeneeseeseeseesveeens
2.1.1  Communications ATCRItECIUIE ..........ccoiiiiiiiiiiieie et
2.1.2  Sequence DIagIamm ........ceociiriiiiiieieeie ettt ettt ettt ettt e ste ettt e bt e sbeeste e beesaee s enes
2.1.3  Reliability ANALYSiS.....ccoiririeiiiriiriieieierieeeteesi ettt ettt
2,14 OULCOIMIES ...ttt ettt ettt sttt ettt et et et et et e bt e bt e sbeenbeebeenee
2.2 Use Case 2: Day-Ahead Pricing-Based OptimiZation ............ccccceeveervereenieeseereeseeseeseeseesenenens
2.2.1  Communications ATCRItECIUIE ......c..ccvirvierieieeieere et ereereere e ebe e e esseesseesseessaesseenseennes
2.2.2  SEqUENCE DIAGIAIM .....ooiuviiiiiiiiiciiecre ettt e ere e eebeesbeesbeesbeesseeste e seessaesseesseesseesseanseennes
2.2.3  Reliability ANALYSIS...ccciuiiciieiiieiiieeiieeiie ettt e etee st e eieeetaeesveesebeessbeeessaeesaeenssaessseens
W B © 10110701111 S USRS
3 COMCIUSION. .. etiieetie ettt ettt ettt et et e e et e et e e e teeetae e taeesabeesabeeesseeenseeesssaesssesassaeesseeensseensseesnseesnseenn
Bil NEXE STEPS cuveeutteiietteie ettt ettt ettt ettt ettt ettt st st sttt be e sae e sae e s et ae s ae e sae e et sanesaneean
Appendix A: Full Sequence Diagram, USe Case 1.......cccvevuieriieciieniieieeieeieeie et eieeieesie e esieeseesseeneees
Appendix B: PEMEA Table, USE CaSE 1 .....cccuveciiiiieiieiieieeieeieeie et eieeieeteesseeseeseesseesseessaensessseessesnses
Appendix C: Full Sequence Diagram, USE CaSE 2........ccevvveevirierrinriiieeieereereeseesessesseesseessessseessesssens 48
Appendix D: PFMEA Table, USE CaSE 2 .....cccvecieiiiriiiieieiieciieereereseresresaessvesssesssesssesssesssesssesssesssesssesssens 51

Vi

This report is available at no cost from the National Laboratory of the Rockies (NLR) at


http://www.nlr.gov/publications

[ ]
¥ CHARGE
y J

List of Figures

Figure 1. Communications architecture, Use Case 1........coceeeeviiriririinieninieieneneetenesieet et 4
Figure 2. Snippet of sequence diagram, UsSe Case L........ccccerierieriririeninieieienieeieee et 5
Figure 3. Snippet of PFMEA table, USE Case 1 .....cc.eeiiiiiiiiieieieiieeeieeie ettt 6
Figure 4. Severity rating definitions, USE CaSe 1 ........ccceririeriereiieiereete ettt 7
Figure 5. Communications architecture, USE Case 2........ccceeeeiererieieieeieeiieieseeeeeie sttt eee e seeenee e sse s 9
Figure 6. Snippet of sequence diagram, Use Case 2........ccocueriiriiiiiiiinieiie ettt 10
Figure 7. Snippet of PFMEA table, USE CaSE 2 .....ccccviiiiiiiiieeiieeiieeeieeeteeereeereeeeveeseveesveesseeesvneessneensnas 11
Figure 8. Severity rating definitions, USE CaSE 2 .........cccuerieeieiiiiieiieeie ettt ettt n 12
vii

This report is available at no cost from the National Laboratory of the Rockies (NLR) at


http://www.nlr.gov/publications

[ ]
¥ CHARGE

1 Introduction

As electrical vehicle sales have increased in the United States, additional charging stations are
needed to support a growing fleet. These include faster direct-current (DC) chargers and slower
Level 1 and Level 2 alternating-current (AC) chargers. This increase in demand for electricity is
further exacerbated by recent developments in artificial intelligence technology, advanced
manufacturing, and digitization. These factors will require electric utilities to upgrade their
infrastructure to keep up with the increasing electrical demand (especially during peak hours).
An easy way to counteract the need for these upgrades is to shift a major chunk of active charge
sessions (durations where there is energy transfer from a charger to an EV’s propulsion battery)
to off-peak hours, thereby flattening the load curve and making the infrastructure more resilient.
This concept is known as smart charge management (SCM). EV owners also benefit from SCM
because it lowers their charging costs and consequently their transportation costs by prioritizing
charging during off-peak hours. SCM takes advantage of an EV’s capability to act as a
controllable load or distributed energy resource (DER).

This report summarizes the reliability analysis performed on the communication required for two
of these SCM use cases. This analysis only focuses on SCM strategies for unidirectional
charging (energy transfer from electric vehicle supply equipment [EVSE] to an EV, also known
as V1G), and not bidirectional power transfer (V2G).

1.1 Motivation

SCM inherently involves multiple stakeholders apart from just the EV and charging station (i.e.,
EVSE). These typically include the electric utility, charging station management system
(CSMS), and distributed energy resource management system (DERMS), to name a few.
Currently there are a few real-world SCM implementations that primarily use API calls
proprietary to EV original equipment manufacturers (OEMs) to facilitate the necessary
information exchange.

Alternatively, SCM strategies can also be executed using a set of existing open/publicly available
communication standards or protocols that can cater to the same information exchange.
However, there are many variations of each of these protocols, and each combination of these
protocols comes with its own advantages and disadvantages. Due to the complexity involved and
other factors, these are yet to be adopted across all the relevant SCM stakeholders.

Thus, this report aims to address reliability issues related to the communication interfaces
associated with executing SCM at scale, which is currently an under-researched area. The
reliability analysis is performed on two SCM use cases, one for proprietary communication and
one for open communication protocols.

1.2 Intended Audience

Apart from the outcomes of the communication reliability analysis, this report also describes the
framework used to analyze the same for two SCM use cases. We chose the two use cases to
maximize the number of applicable SCM stakeholders and the communication methods
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involved. This reliability analysis is generic from a communications architecture perspective and
intentionally agnostic to SCM strategies. This enables the presented analysis framework to be
easily modified by any SCM stakeholder in the EV charging industry for their own application.

1.3 Methodology

The work presented in this report began by identifying two SCM use cases for analysis. The
methodology used to analyze communications reliability for these comprises the following three
stages:

e Communications architecture: This stage includes identifying all required stakeholders
in the SCM use case and the typical communication interface between each pair of
stakeholders that require information exchange.

e Sequence diagram: This stage involves formalizing the information exchange between
the various stakeholders and internal processes necessary for proper execution of SCM.
This builds off the complementary work on “EV Charging Sequence Diagrams and State
Machines” for vehicle-grid integration led by Jason Harper (Argonne National
Laboratory),! which captures the sequence diagrams for various combinations of
communication protocols.

e Communications reliability: The final stage involves using a modified version of the
process failure mode and effects analysis (PFMEA) framework. Due to the nascent stages
of SCM adoption (as detailed in Section 1.1), a stripped back version of the typical
PFMEA framework is used to perform the reliability analysis. Failure modes, effects, and
potential causes are identified just like a regular PFMEA, but the reliability analysis
framework used for this investigation is limited to assessing only the “severity” and not
“occurrence” or “detection.” Given the lack of real-world SCM implementation, the
occurrence and detection aspects of a normal PFMEA are difficult to estimate. This is
because these factors heavily depend on specific communications architecture design and
software requirements of all the stakeholders involved. Hence, all mentions of “PFMEA”
in this report refer to this stripped back version.

The severity rating used in both use-cases is designed to capture the effects of each fault at the
individual stakeholder level and at scale. Because the primary aim is to investigate reliability of
SCM functions from a communications perspective, failures related to payment and user errors
are not considered.

Additionally, in light of the factors mentioned above, this report is meant to serve as a
preliminary analysis of communication reliability in implementing SCM. The analysis presented
here is intended to serve as a foundation for more exhaustive reliability analysis.

! github.com/chargex-consortium/ev-charge-seg-state.
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2 Use Cases

As mentioned in Section 1.2, we chose two SCM use cases to maximize the breadth of applicable
SCM stakeholders and the communication methods involved. To ensure this, the criteria used to
choose the use cases are:

1. At least one use case should fairly represent a current real-world SCM implementation.

2. The other use case should be more future-looking and represent an “ideal” SCM
implementation.

3. At least one use case should use publicly available communication standards and
protocols. The charging scenario investigated for this use case should at least include the
core functionalities enabled by fully implementing the involved standards.

4. At least one use case should be based on proprietary (not publicly available)
communications.

In addition to the above criteria, we also incorporated industry input to identify use cases, design
the charging scenarios, and perform the reliability analysis using a condensed PFMEA
framework. The following subsections present a detailed description of the use cases identified
and the reliability analysis.

2.1 Use Case 1: Telematics-Based Scheduled Charging

In this SCM use case, an EV owner/driver can opt into a managed charging program with a third-
party aggregator or DERMS. By opting in, they allow the DERMS to shift their charge sessions
to off-peak hours, thereby minimizing charging costs. This use case satisfies Criteria 1 and 4.

2.1.1 Communications Architecture

Figure 1 shows the communications architecture used to perform the SCM reliability analysis.
EV-to-EVSE communication is based on pulse-width modulation (PWM) (SAE J1772). EVs
communicate with their OEM telematics platform via 4G/5G connection. The
aggregator/DERMS platform exchanges information with each partner EV OEM’s telematics
platform via API calls. This includes information like vehicle status, charge status, and charge
session details. EV owners/drivers opt in to the managed charging program via an app, which the
DERMS also uses to ingest information about user preferences. Finally, the DERMS platform
and utility have an established communications channel for exchanging information like tariff
details and demand-response (DR) events depending on the services offered by the DERMS. All
communications except those between the EV and EVSE are not based on publicly available
standards. The DERMS manages charging of registered EVs from multiple OEMs and thus polls
data via API calls from multiple OEM telematics platforms.
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Figure 1. Communications architecture, Use Case 1

2.1.2 Sequence Diagram

Figure 2 shows a snippet of the sequence of information exchange required for proper execution
of managed charging. Each communication step is assigned a sequence number, which is used to
create the PFMEA table in the next stage. The information being exchanged in each step is
detailed in the diagram.
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Figure 2. Snippet of sequence diagram, Use Case 1

The full sequence diagram for this use case can be found in Appendix A. The source files can
also be found in a publicly available GitHub repository.? These can be easily modified to specific
implementations of communication interfaces, use cases, and SCM algorithms.

2.1.3 Reliability Analysis

Figure 3 shows a snippet of the PFMEA table used to perform the communications reliability
analysis. As explained in Section 1.3, the PFMEA-style analysis stops at assessing severity of the
failure. The potential causes of failure identified here are not exhaustive and are meant to serve
as an example because this is extremely sensitive to the software requirements and interface
definitions of all the stakeholders involved.

2 github.com/chargex-consortium/Comms-Reliability.
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The PFMEA table including all the faults and failure modes identified for this use case can be
found in Appendix B. The file can also be found in a publicly available GitHub repository.? This
can be easily modified to specific implementations of communication interfaces, use cases, and
SCM algorithms.

D Sequence Process Step / Function Potential Failure Modes Potential Effects of failure Severtty of Potential Cause of Failure
Number Failure
122 |5 EV forwards vehicle and charger limits for the EV and telematics server cannot reliably Owner/Driver is charged with the same costas no k Unstable connection /
session to the teiematics server communicate with each other managed charging | communication loss
1235 EV forwards vehicle and charger limits for the EV and telematics server cannot reliably Owner/Driver is charged with the same cost as no  Network congestion
session to the telematics server communicate with each other managed charging
124 |5 EV forwards vehicle and charger limits for the EV and telematics server cannot reliably Owner/Driver is charged with the same cost as no | Telematics server downtime
session to the telematics server communicate with each other managed charging
125 |5 EV forwards vehicle and charger limits forthe | Telematics server receives inaccurate session Owner's/Driver's needs are not met, higher than Internal failure within EV, encoding
$€55i0n to the telematics server limits actual vehicle limits are received issues
126 |5 EV forwards vehicle and charger limits forthe | Telematics server receives inaccurate session  Owner's/Driver's needs are not met, higher than Telematics server processing issue,
session to the telematics server limits actual vehicle limits are received decoding issues
127 |5 EV forwards vehicie and charger limits forthe | Telematics server receives inaccurate session Owner's/Driver's needs are not met, higher than Dara packet loss / corruption
session to the telematics server limits actual vehicle limits are received
128 |5 EV forwards vehicle and charger limits for the Telematics server receives inaccurate session Owner’s/Driver's needs are not met, higher than Data ingestion error
session to the telematics server limits actual vehicie limits are received
129 |5 EV forwards vehicle and charger limits for the Telematics server receives inaccurate session  Owner/Driver is charged higher than optimal cost 1 Internal failure within EV, encoding
session to the telematics server limits for the charge session (One session only), lower issues
than actual vehicle limits are received
130 |5 EV forwards vehicle and charger limits forthe | Telematics server receives inaccurate session  Owner/Driver is charged higher than optimal cost 1 Telematics server processing issue,
session to the telematics server limits for the charge session (One session only), lower decoding issues
than actual vehicle limits are received
131 |5 EV forwards vehicle and charger limits for the Telematics server receives inaccurate session  Owner/Driver is charged higher than optimal cost 1 Data packet loss / corruption
Session to the telematics server limits for the charge session (One session only), lower
than actual vehicle limits are received
132 |5 EV forwards vehicle and charger limits for the Telematics server receives inaccurate session Owner/Driver is charged higher than optimal cost 1 Data ingestion error
session to the telematics server limits for the charge session (One session only), lower
than actual vehicie limits are received
133 s EV forwards vehicle and charger limits forthe | Telematics server assigns session limitsto  Owner's/Driver's needs are not met, higher than Internal failure within EV, encoding
session to the telematics server wrong active session / EV internally actual limits are received issues
134 |5 EV forwards vehicle and charger limits for the Telematics server 3ssigns session limits to Owner's/Driver's needs are not met, higher than Telematics server processing issue,
session to the telematics server wrong active session / EV interally actual limits are received decoding issues
135 |5 EV forwards vehicle and charger limits forthe | Telematics server assigns session limits to Owner's/Driver's needs are not met, higher than Data packet loss / corruption
session to the telematics server wrong active session / EV internally actual limits are received
136 |5 EV forwards vehicie and charger limits for the Telematics server assigns session limits to Owner's/Driver's needs are not met, higher than Data ingestion error
session to the telematics server wrong active session / EV internally actual limits are received
137 |5 EV forwards vehicle and charger limits for the Telematics server assigns session limits to Owner/Driver is charged higher than optimal cost 1 Intermittent internal failure within

session to the telematics server

wrong active session / EV internally

for the charge session (One session only), lower
than actual limits are received

EV, encoding issues

Figure 3. Snippet of PFMEA table, Use Case 1

Figure 4 shows the severity rating definitions for this analysis. In contrast to typical severity
rating definitions for a PFMEA, which are usually from the perspective of the primary
stakeholder performing the PFMEA, the ratings here are defined with the EV owner/driver,
DERMS, and utilities in mind. These can be adopted and modified by any of the EV charging
stakeholders to better suit their own application.

3 github.com/chargex-consortium/Comms-Reliability.

This report is available at no cost from the National Laboratory of the Rockies (NLR) at www.nlr.gov/publications.
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Failure Effect description

EV is inoperable

Charging session cannot be shifted to off-peak hours {All EVs)

Owner's/Driver's needs are not met

Charging session cannot be shifted to off-peak hours (Multiple EVs) OR
DERMS reports inaccurate charge summary to Utility

Owner/Driver is charged higher than optimal cost for the charge session (Multiple EVs)
= Owner/Driver is charged with the same cost as no managed charging OR
DERMS cannot accurately track and report successful shift in charging times (Multiple EVs)
4 Owner/Driver is charged higher than optimal cost for the charge session (One/Two EVs)
3 Charging session cannot be shifted to off-peak hours {One/Two EVs)
2 DERMS is unable to report successful charging shift (One EV / One sessions only)
Owner/Driver is charged higher than optimal cost for the charge session (One/Two sessions only) OR
L Charging session cannot be shifted to off-peak hours {One/Two sessions only)

Figure 4. Severity rating definitions, Use Case 1

2.1.4 Outcomes

This PFMEA analysis reveals that the most severe fault occurs in the scenario where the
DERMS asks the EV to delay the charge session. Typically, this requires the EV to go to a
“sleep” state to not drain the low-voltage battery. The EV becomes inoperable if it does not
properly go to a sleep state, if there is an abnormal level of current draw in the sleep state, or if
the EV does not time out in this charging state where it is plugged in but not actively being
charged. These failure modes can be easily addressed by having the EV time out and going to
sleep when it is plugged in for a certain amount of time without active energy transfer.
Furthermore, the EV would also need to reliably “wake up” and start charging at the appropriate
time to ensure that the user’s charging needs are met.

The second most severe faults are related to scenarios where the charging sessions for all
registered EVs cannot be shifted to off-peak hours, resulting in a potentially high peak electrical
demand on the utility. The third level of fault severity occurs when the driver’s charging needs
are not met—i.e., the driver comes back to their EV only to realize that the traction battery has
not been charged at all. The most significant failure modes contributing to both these faults are
communications between the DERMS and utility, DERMS and telematics server, and EV and
telematics server, as well as internal processing issues at any of these stakeholders. These failure
modes can be addressed by improving the bandwidth of these communication channels and by
implementing fallback mechanisms on the DERMS, telematics server, and EV with default
behaviors to minimize the effects of these failures.

Other less severe but significant causes of failures include API errors and inaccuracies in meter
values reported by EVs. The latter can be solved by EV OEMs upgrading to revenue-grade
meters and by combining these measurements with smart estimation algorithms to accurately
report energy added. API issues are further exacerbated by the varied capabilities and
implementation specific to each EV OEM leading to interoperability problems. This also adds
complexity to data ingestion on the DERMS side, further contributing to reliability concerns.
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Thus, a robust set of software requirements for the EV, telematics server, and DERMS would
mitigate these most severe faults. This also needs to be augmented by a corresponding set of
robust validation plans for the:

1. EV and telematics server.
2. DERMS and telematics server.
3. Full information pipeline of EV, telematics server, and DERMS.

Apart from the above recommendations, the reliability and functionality of this SCM
methodology can be also improved by adding the ability to communicate charging rates, limits,
and charge schedules instead of simple “charge start,” “charge stop,” “sleep,” and “wake”
signals. This will significantly reduce the dependency on active communication and improve
robustness of the overall system to things like bandwidth issues, network outages, and downtime.

99 ¢¢

The newest versions of EV charging-related communications protocols like the International
Organization for Standardization’s ISO 15118-2 and ISO 15118-20 and, Open Charge Point
Protocol (OCPP) 2.0.1 and OCPP 2.1 offer the capability to exchange such information.

2.2 Use Case 2: Day-Ahead Pricing-Based Optimization

In this SCM use case, the EV contains the SCM algorithm to shift charge sessions within a dwell
time while optimizing for charging costs. The EV owner/driver can either manually enter their
charging preferences in terms of target state of charge (SOC) and departure time, or the EV can
“learn” a user’s behaviors over time. The EV combines this information with time-of-use rates
(either static or the more dynamic real-time prices) to calculate the optimal charging window
with the objective of minimizing charging costs. Because both time-of-use rates and real-time
prices defined by utilities can be a proxy for peak and off-peak hours, this SCM method also
flattens the electrical load on a utility level. This use case satisfies Criteria 2 and 3.

2.2.1 Communications Architecture

Figure 5 shows the communications architecture for this use case. In contrast to Use Case 1, the
combination of communication protocols used in this use case allows for the exchange of charge
schedules and tariff information. The CSMS communicates with a pricing server or utility server
via IEEE 2030.5 on an HTTP connection. The CSMS communicates with charging stations
(EVSE) using OCPP 2.0.1 on Websocket. The EV and EVSE communicate with each other
during an active charge session using ISO 15118-2. In summary, the CSMS periodically pulls
tariff data (day-ahead prices) from the pricing server. The CSMS then relays the location-specific
tariff information, typically for a 24-hour window, to the charging station. Finally, the charging
station sends the tariff information to an EV when a new charge session is started. The EV uses
this information, in addition to known user preferences, to calculate an optimal charge schedule.
This is a combination of charge power level and start and stop times for that power.
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Figure 5. Communications architecture, Use Case 2

2.2.2 Sequence Diagram

Figure 6 shows a snippet of the sequence of information exchange required for proper execution
of the SCM strategy for this use case. Each communication step is assigned a sequence number,
which is used to create the PFMEA table in the next stage. The information being exchanged in
each step and the specific message used to convey that information is detailed in the diagram.
For the sake of completeness, due to the different options and possible scenarios based on
variables such as user preferences and timing of certain events, the sequence diagram also
captures multiple “options.” Finally, the sequence diagram also details the mechanism to pause
and delay the time where there is active energy transfer during the charge session. This happens
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when the optimized charge schedule calculated by the SCM in the EV requires a delayed start to
the charge session.

ging via T
EV OEM's Telematics/ 3rd-Party Aggregator /
EV driver HBEES SAE 1772 EV Cloud Platiorm DER Management System Utilty

I | I
| EV — EV Cloud Server: Websocket B

T
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I T
|
I
|
|

1
|
I
1
1
1
|
1
1
1 EV Driver/Owner regi with the | ing program using an app and gives their EV DEM permis sion to share their dnnwi[h:lhs 3rd party DERMS
T T T .
A y

1 : DERMS — Wtility: Webs ocket HTTPs o
Before plug-in p I
! EV Driver/Owner enters default charge schedule ifto app. This inchudes target SOC, tdrget de parture time, and optional related h (Home / Office)

Asynchronous Action - Define DR Events

Define a new DR Event
This includes start and
stop times of DR evant

| Usually sent at least 24 hours in advance L‘]

Charge Initializaticn 7

1 Charging Cable Plugged In

S —

T
|
|
|
|
I
|
1
|
I
|
|
|
I
|
|
|

i

|1 Control Pilot State A1 .= B1 H

1
| EV notifies Telematics server about initmlzation

T
[
I
i
[
I
i
I
[
I
: I |ﬁd&no~\1!dgemer|t J_ |
i
.
|
i
l
i
[
I
1
[

! of a new charge session including location [

L_L Telematics server acknowledges message U

Loop - Asynchronous & Periodic ./

T — -
| Periodic pull request via AP

for status of all registered EV's

Notify DERMS that an ‘

r
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
: EVis plugged to a charger
1 I

I

Charge s ession Authorization

| EV Driver authoria at terminal
T

:( Notfy EV driver abaut successiul auth ezation

: EVSE indicates it is ready by
| tuming oscilator on
| Control Pilot State B1 -> B2

P

Charge s cheduling J
I EV forwards vehicle & charger limats

! toT sarver

Loop - Asynchronous & Periodic /'
: Periodic pull request via AP1

| for charge session limis

Forward EV & charger limits
to DERMS

1

| DERMS Calculates optimized &
1 charge start and end times

|

i

1

based on session imits and
known user preferences.

Figure 6. Snippet of sequence diagram, Use Case 2

The full sequence diagram for this use case can be found in Appendix C. The source files can
also be found in a publicly available GitHub repository.*

2.2.3 Reliability Analysis

Figure 7 shows a snippet of the PFMEA table used to perform the reliability analysis. Similar to
the analysis on the first use case, the potential causes of failure identified here are not exhaustive
and are meant to serve as an example. In contrast to that analysis, two severity ratings are
assigned in this use case: one from a customer perspective, and another from a utility’s

4 github.com/chargex-consortium/Comms-Reliability.
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perspective. There are two severity ratings defined for this analysis for each of these two
stakeholders, as shown in Figure 8.

The PFMEA table including all the faults and failure modes identified for this use case can be
found in Appendix D. The file can also be found in a publicly available GitHub repository.> This
can be easily modified to specific implementations of communication interfaces, use cases, and
SCM algorithms.

Figure 7. Snippet of PFMEA table, Use Case 2

5 github.com/chargex-consortium/Comms-Reliability.
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Process Step / Function Potential Failure Modes Potential Effects of failure Customer Utility Overall Severity Potential Cause of Failure
I Sequence Severity Severity (-'l'u.« + Syt
Number - 2
(Scus)
45 5 C3MS farw ards tariff infarmation to Inaccurate tarifts ‘Wrongtariffs applied, failure ta flatten the cuve Internal failure within CSM3,
Charge Statian | EYSE crcading issues
46 5 C3MS farw ards tariff infarmation to Inaccurate tarifts ‘Wrongtariffs applied, failure ta flatten the cuve EWSE processing issue, decading
Charge Station ! EV3E issues
47 3 C3MS farw ards tariff infarmation to Inaccurate tarifts ‘Wrongtarilf applied, legal risks Incarrect { Incomplete pratocal
Charge Station { EVSE implementation
a5 CSMS forwards tarffinformationts | Inscourate tarfls Wrong tanilf applied, legsl risks 5 55 Dista packet loss ! comuption
3 y
Charge Station { EVSE
43 3 C5MS farw ards rariff information to Inaccurate tariffs ‘wrong tariff applied, legal risks 5 5.5 Ineernal failure within C3MS,
Charge Station { EVSE encoding issues
=0 5 CSMS farw ards tariff infarmation to Inacecurate tarifts ‘Wrongtarilf applied, legal risks 5 5.5 EWSE processing issue, decading
Charge Station | EVSE issues
g1 4 Initial EV' to EM'SE communication EV/EVSE failto establish adatalink  Failed charge session 1 4.5 Faulty hardw are [PLC chip inside
handshake [Pre V25 session) commuication session EWIEVSE)
52 4 Initial EV' to EM'SE communication EV/EVSE failto establish adatalink  Failed charge session 1 4.5 Incompatible pratacals
handshake [Pre V25 session] commuication session
53 4 Initizl EV to EM'SE communication EWEVSE Fail to establish adatalink  Failed charge session 1 4.5 Connector issue
handshake [Pre V25 session] commuication session
54 4 Initial EV' to EN'SE communication EV/EVSEfailto establish adatalink  Failed charge session 1 4.5 Signialintegrity issue (Noise)
handshake [Pre V25 session] commuication session
55 4 Initial EV to EV'SE communication EW{EVSE fail to establish adatalink  Failed charge session 1 4.5 EWCC firmuw are crash
handshake [Pre V25 session] commuication session
56 4 Initial EV' to EM'SE communication EV/EVSE failto establish adatalink  Failed charge session 1 4.5 SECL firmw are crash
handshake [Pre V25 session) commuication session
57 5 EWSE updatesits status ta CSMS C5MS and EV'SE cannot reliably Failed charge session ONLY if EVSE is not 1 4.5 Unstable connection !
communicate with each ather configured ta charge in offline mode communication loss
558 5 EWSE updatesits status ta CSMS C5MS and EV'SE cannot reliably Failed charge session OMLY if EVSE is not 1 4.5 Metw ark congestion
communicate with each ather configured to charge in offline mode
53 5 EWSE updatesits status ta CSMS C5MS and EVSE cannat reliably Failed charge session OMLY' if EVSE is not 4.5 CSMS downtime
communicate with each ather configured to charge in offline mode
B0 5 EWSE updatesits status to CSMS CSMS and EVSE cannot reliably Failed charge session OMLY' if EMSE is not 4.5 Charger firmw are crash
communicate with each ather configured to charge in offline mode
B1 5 EWSE updatesits status ta CSMS Inacecurate connectarStatus CSMS doesn't have acourate information about 4 Incarect { Incomplete pratocal
communicated staus of EVSE & its connector, sequence Failure implementation
B2 5 EWSE updatesits status ta CSMS Inacecurate connectarStatus CSMS doesn't have accurate information about 4 Data packet loss ! cormuption
communicated staus of EMSE & its connector, sequence failure
B3 5 EWSE updatesits status ta CSMS Inacecurate connectarStatus CSMS doesn't have accurate information about 4 Intermnal Failure within EV'SE
communicated staus of EVSE & its connector, sequence failure firmuw are, encoding issues
Bd 5 EWSE updatesits status ta CSMS Inacecurate connectarStatus CSMS doesn't have accurate information about 4 CSMS3 pracessingissue,
communicated staus of EVSE & its connector, sequence Failure decoding issues
ES 5 EWSE updatesits status ko CSMS Inaccurate evseld ! connectarl CSMS assigns connectorStatus to the wrong Inzorect ! Incomplete protacal
EWSE & connector, incorrect availability tracking implementation
E6 5 EWSE updatesits status to CSMS Inaccurate evseld ! connectarlDl C3MS assigns connectorStatus to the wrong Data packet loss { cormiption
EWSE & connector, incorrect availability tracking
B7 5 EWSE updatesits status ta CSMS Inacecurate evseld ! connectadlll CSMS azsigns connectarStatus ta the wrong Intermnal Failure within EV'SE
EWSE & connector, incomect availability tracking firmw are, encoding issues
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Effect on Customer (Sc,q:)

Effect on Utility (Syg)

Electrical safety / grid safety issues making charging point inoperable and
potentially damging EV, would affect future customers too

Grid / electrical safety issues

EV inoperable (HV Battery drain)

Regulatory non-compliance

Failed charge session, no energy added

Incorrect (Higher) tariffs applied by utility, customer
disputes and/or legal risks

User needs are not met (EV did not reach target SOC within departure time)

Failure to flatten curve forcing upgrades to electrical
infrastructure

Customer is overcharged compared to actual cost, customer disputes and/or
legal risks

Cost to resolve major disputes, requires manual
intervention and/or upgrades to other infrastructure

Severity
Rating

Customer needs to pay higher than ideal costs, EV / SCM algorithm issues

Incorrect (Higher) tariffs applied by other stakeholder,
unnecessary costs in resolving issues

Customer undercharged compared to actual or ideal (Ideal SCM performance)
cost, may require post-charge session follow up leading to inconvenience

Incorrect (Lower) tariffs and/or Revenue loss

3 Inconsistent pricing and//or user confusion due to lack of transparency

Cost to resolve minor avoidable disputes

Customer has to unplug and plug into a different charger OR Underutilized
power, opportunity cost for customer

Opportunity cost

1 No effect

No effect

Figure 8. Severity rating definitions, Use Case 2

2.2.4 Outcomes

The most critical faults are identified based on severity ratings only. Two severity ratings, one
for the EV driver and one for the utility are assigned to each line item in the PFMEA table. A
combination of these individual ratings and the average of these ratings is used to determine the
most severe faults. The most severe faults and failure modes that contribute most often to severe
faults are the focus of this analysis.

The most severe faults identified during the PFMEA are grid overload issues This fault could be
a result of either the charger communicating a maximum current limit that is higher than the
actual value due to a bug in charger software or by the vehicle interpreting the value incorrectly
due to a bug in vehicle software. A bug in vehicle software will only result in grid overload in a
scenario where multiple vehicles of the same make and model are connected to chargers on the
same site and are simultaneously charging, which is highly unlikely. A more likely scenario
where this fault could occur is where multiple chargers with a buggy software on the same site
communicate a higher-than-accurate maximum current limit during concurrent active charge
sessions. However, the likelihood of this scenario is also quite low since these types of software
bugs are usually caught during unit testing of the charger software or during system level
validation of the charger. Additionally, charger level and site level circuit protection is another
factor that decreases the likelihood of this fault. Thus, this fault is ignored for this analysis.

The second most severe faults are related to communication loss between the EVSE and CSMS.
Potential causes of these failures include unstable communication, network congestion, and
server downtime. To address these faults, the EVSE needs to be configured to continue charging
when it loses communication with the CSMS at different stages of the charge session. EVSE can
also exchange important information with the CSMS early in the session to prevent this fault.

The next most severe set of faults are related to failure modes where there is a mismatch in
transaction ID between the EVSE and CSMS. These faults can lead to regulatory
noncompliance, the user’s charging needs not being met, failure to flatten electrical demand, and
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users being overcharged for their charge session. Similarly, a mismatch in EVSE ID between the
EVSE and CSMS can result in the user’s charging needs not being met, users being overcharged
for their charge session, regulatory noncompliance, and customer disputes.

Finally, a significant portion of other faults are caused by incorrect protocol implementation and
related interoperability issues. Thorough testing of communications between the EV and EVSE,
EVSE and CSMS, and CSMS and pricing server plays a key role in resolving a large subset of
the faults identified for this use case.

13

This report is available at no cost from the National Laboratory of the Rockies (NLR) at


http://www.nlr.gov/publications

[ ]
¥ CHARGE

3 Conclusion

This report explores the role of communication in executing SCM at scale. It highlights the
crucial role played by a resilient set of software and interface requirements as well as
interoperability and compliance testing, in ensuring reliability. It also highlights the importance
of validating the entire communications pipeline on a system level and the invaluable insight it
provides into potential failure modes. This system-level validation can play a significant role in
refining the aforementioned requirements, functional test plans, and compliance test plans.

Moreover, sequence diagrams can serve as an example or foundation for developing diagrams
that capture the contents and order of information exchange more exhaustively. This allows EV
charging stakeholders to repurpose these diagrams to their specific communications architecture
and SCM application.

3.1 Next Steps

Future work could include expanding this communications reliability analysis to:

e Add “Occurrence” and “Detection” ratings as part of a full PFMEA analysis once the
communication architecture and software requirements for all stakeholders are defined.

e Other SCM use cases such as transformer overload mitigation and DR.

e Various SCM use cases related to vehicle-to-grid (V2G) AC (bidirectional AC energy
transfer).

e A different combination of communication protocols:

o Like the more advanced ISO 15118-20 and OCPP 2.1 to preemptively address
future issues.

o Currently more widespread such as SAE J1772 (PWM based) and OCPP 1.6.

e Specific to V2G AC such as IEEE 2030.5 and SunSpec Modbus.

e Developing a probabilistic framework for reliability analysis as an alternative method to
the traditional PFMEA based method used in this analysis. This method is further
explained below

Developing a probabilistic framework for reliability analysis as an alternative method to the
traditional PFMEA based method used in this analysis. This method is further explained below.
This probabilistic framework should be designed to calculate the probability of failure based on
the individual probabilities of successfully executing each of the steps involved in the SCM
strategy. This method should be modular from a communications perspective, allowing it to be
used as a comparison tool for different architecture options. It can incorporate real-world data
and be combined with other vehicle-grid integration metrics to track reliability. Furthermore,
such a framework provides an easily digestible benchmark to measure the efficacy of any steps
taken to improve reliability, in real time. A probabilistic framework with these features could
play a significant role in ensuring SCM reliability at scale.
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Appendix A: Full Sequence Diagram, Use Case 1

Managed Charging via Telematics

EV OEM's Telematics / 3rd-Party Aggregator /
EV driver Cloud Platform DER Management System
I 1 !

\ EV o EV Cloud Server: Websocket N
T

T
: EV Cloud Server — DERMS: Websocket / HTTPs Iﬁ
|
|
|

} DERMS « Utility: Webs ocket /HTTPs %

Before plu

| | ]
EV Driver/Owner enters default charge schedule into app. This includes target SOC, target departure time, and o ptional geofencing related informatioh (Home / Office)

T
| |

EV Driver/Owner registers with the schedulec‘ charging program using an app ;:nd gives their EV OEM permission to share their data wilh:lhe 3rd party DERMS : : N 1
| |
| |
|
|

Asynchronous Action - Define DR Events ./
Define a new DR Event. :

This includes startand |
2 stop times of DR event |
[T [l

‘ Usually sent at least 24 hours in advance Iﬁ

| IAckanIedgement J |

Charge Initialization J

I |
[ |
I |
[ |
I |
[ |
1 Il
[ |
| |
| Charging Cable Plugged In | |

‘ J,Conm)l Pilot State A1 -> B1 |

I
|
I
|
I
|
L
|
|
I
|
I
|
L.,
EV notifies Telematics server about initialization }
A

1
|
| .
3 _of a new charge session including location
| J_Te\ematics server acknowledges message | |
. .

Loop - Asynchronous & Periodic ./

} Periodic pull request via APl
| for status of all registered EVs

MNotify DERMS that an
EV is plugged to a charger

4

Charge session Authorization

EV Driver authorize s transaction at terminal.

Notify EV driver about successful autharization ‘

: EVSE indicates it is ready by
I turning oscilator on
! Control Pilot State B1 -> B2

>

Chargescheduling /

{71 EV forwards vehicle & charger limits
J'_ to Telematics server

I
|
|
|
|
|
|
|
|
|
|
|
|
|
L
I
|
I
I
.

I Transmit optimized charge !
start and end times :

| |Acknowledgement ‘I |
I T

G

!
I
I
I
I
I
5 ‘ >

I
I i J, Telematics server acknowledges message | |
I LT T
I |
1 | Loop - Asynchronous & Periodic ./ 1
: : } Periodic pull request via AP :

" | | | for charge session limits 1

" I I
: : Forward EV & charger limits
I I to DERMS
] ] Il L
I 1 ] 1
| ! | DERMS Calculates optimized

7 L | | charge start and end times

: ! ! based on session limits and
| : } known user preferences
I I | I
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I 1
| |
T T
I |
I 1
I |
[
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opt [If EV is notified by Telematics Server to delay charging and ;

go to sleep according to opfimized schedule fromDERMS ] |

This block is only applicable if the
Telematics server delays start

of charge depending on optimized
schedule from DERMS

10

Signal to go to sleep |

EV goesto sleep

Loop Charging

|
|
I
|
I
|
|
|
|
I
\v Acknowledgement .I |
P
~d
I
|
!

11

Optimi schedue: Tel tics server to EV )
| Signal to start charging
| |Acknowledgemenl l |
|
| opt / [fEVisasieep]
L EV wakes up
<

Control Pilot State B2 -> C2

Contactor Closed

EV informs Telematics server that energy
transfer has started

Telematics server acknowledges message | |

Loop - Asynchronous & Periodic ./
T

| Periodic pull request via API

12

Motify DERMS that energy

[

|

|

|

| | for status of all registered EVs
T

|

|

| transfer has started

|

L

| |

Loop - Periodic / |
|

| EV transmits meter values to Telematics server

13 ¢

>
H Telematics server acknowledges message H

I
Loop - Asynchronous & Periodic ./
T

| Periodic pull request via APl for |
| details on active charge sessions!

load & meter values to DERMS

UFUrward EV's present charging

)
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End Charging J

Control Pilot State C2 -> B2

Contactor Opened

14

EV informs Telematics server about end of energy transfer

Telematics server acknowledges message

Loop - Asynchronous & Periodic )/

Charging Cable Unplugged from EV

e T EEEEEEE PEPE mm EEE

Control Pilot State B2 -> A2

EVSE tumns off oscillator
Control Pilot State A2 -> A1

} Periadic pull request via API
| _ for status of all registered EVs

Notify DERMS that energy
transfer has stopped

EV notifies Telematics server that
it has been unplugged from charger

15

16¢

Telematics server acknowledges message

Loop - Asynchronous & Periodic

} Periodic pull request via AP for
| _ details on active charge sessions

<

MNotify DERMS that the EV has
been unplugged from charger

Forward EV's final meter values
for the charge session

17

Loop - Asynchronous & Periodic )

: DERMS provides a report
| ofallcharge sessions on
| all registered vehicles

| since last update

17

Ltility uses this to compare EV loads
which happened during onfoff-peak hours

]

LL__A_;_knnw\edgement U
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Process Step/Function

Potential Failure Modes

Potential Effects of Failure

Severity
of Failure

10

11

12

13

14

15

16

17

EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app
EV owner/driver registers
with the DERMS program
using an app

EV owner/driver registers
with the DERMS program
using an app

DERMS has inaccurate default
target SOC and departure time

DERMS has inaccurate default
target SOC and departure time

DERMS has inaccurate default
target SOC and departure time

DERMS has inaccurate default
target SOC and departure time

DERMS has inaccurate default
target SOC and departure time

DERMS has inaccurate default
target SOC and departure time

DERMS has inaccurate default
target SOC and departure time

DERMS has inaccurate default
target SOC and departure time

DERMS has inaccurate target
SOC and departure time for
EV's location

DERMS has inaccurate target
SOC and departure time for
EV's location

DERMS has inaccurate target
SOC and departure time for
EV's location

DERMS has inaccurate target
SOC and departure time for
EV's location

DERMS has inaccurate target
SOC and departure time for
EV's location

DERMS has inaccurate target
SOC and departure time for
EV's location

DERMS has inaccurate target
SOC and departure time for
EV's location

DERMS has inaccurate target
SOC and departure time for
EV's location

DERMS has inaccurate target

SOC and departure time for
EV's location

18

Driver's needs are not met

Driver's needs are not met

Driver's needs are not met

Driver's needs are not met

Owner/driver is charged
higher-than-optimal cost for
the charge session (one EV)
Owner/driver is charged
higher-than-optimal cost for
the charge session (one EV)
Owner/driver is charged
higher-than-optimal cost for
the charge session (one EV)
Owner/driver is charged
higher-than-optimal cost for
the charge session (one EV)

Driver's needs are not met

Driver's needs are not met

Driver's needs are not met

Driver's needs are not met

Owner/driver is charged
higher-than-optimal cost for
the charge session (one EV)
Owner/driver is charged
higher-than-optimal cost for
the charge session (one EV)
Owner/driver is charged
higher-than-optimal cost for
the charge session (one EV)
Owner/driver is charged
higher-than-optimal cost for
the charge session (one EV)
Charging session cannot be
shifted to off-peak hours
(one EV). Unsuccessful
execution of utility's DR
event.

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

Potential Cause
of Failure

Database
corruption

Manual entry
error

Incorrect internal
mapping

Data ingestion
error

4 Database
corruption

4 Manual entry
error

4 Incorrect internal
mapping

4 Data ingestion

error

Database
corruption

Manual entry
error

Incorrect internal
mapping

Data ingestion
error

4 Database
corruption

4 Manual entry
error

4 Incorrect internal
mapping

a Data ingestion
error

3 Database
corruption
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ID Seq Process Step/Function Potential Failure Modes Potential Effects of Failure SEVEI:ItV Poter'ltlal Cause
# of Failure | of Failure
Charging session cannot be
EV owner/driver registers DERMS has inaccurate target shifted to off-peak hours Manual entr
18 1 with the DERMS program SOC and departure time for (one EV). Unsuccessful 3 error y
using an app EV's location execution of utility's DR
event.
Charging session cannot be
EV owner/driver registers DERMS has inaccurate target shifted to off-peak hours Incorrect internal
19 1 with the DERMS program SOC and departure time for (one EV). Unsuccessful 3 maobin
using an app EV's location execution of utility's DR pping
event.
Charging session cannot be
EV owner/driver registers DERMS has inaccurate target shifted to off-peak hours Data ingestion
20 1 with the DERMS program SOC and departure time for (one EV). Unsuccessful 3 error J
using an app EV's location execution of utility's DR
event.
Internal DERMS error. .
Charging session cannot be Owner/driver
EV owner/driver registers DERMS contains conflicting . ging provides
. ; shifted to off-peak hours s
21 1 with the DERMS program target SOC and departure time . . 3 conflicting
. . . (one EV). Might require .
using an app information . . charging needs
manual intervention for .
. for same location
troubleshooting
Internal DERMS error.
Chargi i tb
EV owner/driver registers DERMS contains conflicting .arglng Session cannot be . .
. ; shifted to off-peak hours Data ingestion
22 1 with the DERMS program target SOC and departure time . . 3
. . . (one EV). Might require error
using an app information ; -
manual intervention for
troubleshooting
Internal DERMS error.
Chargi i th
EV owner/driver registers DERMS contains conflicting .arglng session cannot be . .
. ; shifted to off-peak hours Error in resolving
23 1 with the DERMS program target SOC and departure time . . 3 .
. . . (one EV). Might require location
using an app information . .
manual intervention for
troubleshooting
. . . . Unstabl
Define DR event and DERMS and utility cannot Charging session cannot be cc)r:naect(ieon/
24 2 communicate its details to reliably communicate with shifted to off-peak hours (all communication
DERMS each other EVs) loss
Define DR event and DERMS and utility cannot Charging session cannot be
. . . . . . . Network
25 2 communicate its details to reliably communicate with shifted to off-peak hours (all congestion
DERMS each other EVs) &
Define DR event and DERMS and utility cannot Charging session cannot be
26 2 communicate its details to reliably communicate with shifted to off-peak hours (all Server downtime
DERMS each other EVs)
Define DR event and Charging session cannot be .
. . . Inaccurate start and/or stop ) Time zone
27 2 communicate its details to times for DR event shifted to off-peak hours mismatch
DERMS (multiple EVs)
Define DR event and Charging session cannot be
D
28 2 communicate its details to L?r:Cecsuf?:T)SRtZCe?\:d/ or stop shifted to off-peak hours C;:fup:icok:t loss/
DERMS (multiple EVs) P
Define DR event and Charging session cannot be In.ter.nal f.a.llure
. . . Inaccurate start and/or stop . within utility
29 2 communicate its details to . shifted to off-peak hours .
times for DR event . server, encoding
DERMS (multiple EVs) .
issues
Define DR event and Inaccurate start and/or sto Charging session cannot be DERMS
30 2 communicate its details to P shifted to off-peak hours processing issue,

DERMS

times for DR event

19

(multiple EVs)
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Severity
of Failure

ID ;eq Process Step/Function Potential Failure Modes Potential Effects of Failure
Define DR event and Inaccurate start and/or sto Charging session cannot be
31 2 communicate its details to times for DR event P shifted to off-peak hours
DERMS (multiple EVs)
Define DR event and Charging session cannot be
. . . Inaccurate start and/or stop .
32 2 communicate its details to times for DR event shifted to off-peak hours
DERMS (multiple EVs)
Define DR event and Charging session cannot be
I faul ff-peak
33 2 communicate its details to t?;cecsurate default on/off-pea shifted to off-peak hours (all
DERMS EVs)
Define DR event and Charging session cannot be
34 2 communicate its details to L:\;(;(:Surate default on/off-peak shifted to off-peak hours (all
DERMS EVs)
Define DR event and Charging session cannot be
I faul ff-peak
35 2 communicate its details to t?r:iiurate default on/off-pea shifted to off-peak hours (all
DERMS EVs)
Define DR event and Inaccurate default on/off-peak Charging session cannot be
36 2 communicate its details to times P shifted to off-peak hours (all
DERMS EVs)
Define DR event and Charging session cannot be
37 2 communicate its details to L?;cecsurate default on/off-peak shifted to off-peak hours (all
DERMS EVs)
Define DR event and O.wner/drlver |s.charged
. . . Inaccurate default on/off-peak | higher-than-optimal cost for
38 2 communicate its details to . . .
times the charge session (multiple
DERMS
EVs)
Define DR event and O.wner/drlver |s.charged
. . . Inaccurate default on/off-peak | higher-than-optimal cost for
39 2 communicate its details to . . .
times the charge session (multiple
DERMS
EVs)
Define DR event and O'wner/drwer |s'charged
. . . Inaccurate default on/off-peak | higher-than-optimal cost for
40 2 communicate its details to . . .
times the charge session (multiple
DERMS
EVs)
Define DR event and O.wner/drlver |s.charged
. . . Inaccurate default on/off-peak | higher-than-optimal cost for
41 2 communicate its details to . . .
times the charge session (multiple
DERMS
EVs)
Define DR event and 0_wner/dr|ver |s'charged
) . . Inaccurate default on/off-peak | higher-than-optimal cost for
42 2 communicate its details to . . .
times the charge session (multiple
DERMS
EVs)
Define DR event and Inaccurate DR event Charging session cannot be
43 2 communicate its details to information for specific shifted to off-peak hours
DERMS location (multiple EVs)
Define DR event and Inaccurate DR event Charging session cannot be
44 2 communicate its details to information for specific shifted to off-peak hours
DERMS location (multiple EVs)
Define DR event and Inaccurate DR event Charging session cannot be
45 2 communicate its details to information for specific shifted to off-peak hours

DERMS

location

20

(multiple EVs)

Potential Cause
of Failure

Incorrect/
incomplete API
implementation
and/or APl errors

Data ingestion
error

Time zone
mismatch

Data packet loss/
corruption

Internal failure
within utility
server, encoding
issues

Incorrect/
incomplete API
implementation
and/or APl errors

Data ingestion
error

Time zone
mismatch

Data packet loss/
corruption

DERMS
processing issue,
decoding issues

Incorrect/
incomplete API
implementation
and/or APl errors

Data ingestion
error

Time zone
mismatch

Data packet loss/
corruption

Internal failure
within utility
server, encoding
issues

This report is available at no cost from the National Laboratory of the Rockies (NLR) at www.nlr.gov/publications.
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Severity
of Failure

ID ;eq Process Step/Function Potential Failure Modes Potential Effects of Failure
Define DR event and Inaccurate DR event Charging session cannot be
46 2 communicate its details to information for specific shifted to off-peak hours
DERMS location (multiple EVs)
Define DR event and Inaccurate DR event Charging session cannot be
47 2 communicate its details to information for specific shifted to off-peak hours
DERMS location (multiple EVs)
Define DR event and Inaccurate DR event Charging session cannot be
48 2 communicate its details to information for specific shifted to off-peak hours
DERMS location (multiple EVs)
EV communicates a plug-in EV and telematics server Owner/driver is charged
49 3 event to the EV OEM's cannot reliably communicate with the same cost as no
telematics platform with each other managed charging
EV communicates a plug-in EV and telematics server Owner/driver is charged
50 3 event to the EV OEM's cannot reliably communicate with the same cost as no
telematics platform with each other managed charging
EV communicates a plug-in EV and telematics server Owner/driver is charged
51 3 event to the EV OEM's cannot reliably communicate with the same cost as no
telematics platform with each other managed charging
EV communicates a plug-in Telematics server receives Charging session cannot be
52 3 event to the EV OEM's corrupted/inaccurate status shifted to off-peak hours
telematics platform update (multiple EVs)
EV communicates a plug-in Telematics server receives Charging session cannot be
53 3 event to the EV OEM's corrupted/inaccurate status shifted to off-peak hours
telematics platform update (multiple EVs)
EV communicates a plug-in Telematics server receives Charging session cannot be
54 3 event to the EV OEM's corrupted/inaccurate status shifted to off-peak hours
telematics platform update (multiple EVs)
EV communicates a plug-in Telematics server receives Charging session cannot be
55 3 event to the EV OEM's corrupted/inaccurate status shifted to off-peak hours
telematics platform update (multiple EVs)
EV communicates a plug-in Telematics server receives DERMS reports inaccurate
56 3 event to the EV OEM's corrupted/inaccurate status charge summary to utility (if
telematics platform update error is not detectable)
EV communicates a plug-in Telematics server receives DERMS reports inaccurate
57 3 event to the EV OEM's corrupted/inaccurate status charge summary to utility (if
telematics platform update error is not detectable)
EV communicates a plug-in Telematics server receives DERMS reports inaccurate
58 3 event to the EV OEM's corrupted/inaccurate status charge summary to utility (if
telematics platform update error is not detectable)
EV communicates a plug-in Telematics server receives DERMS reports inaccurate
59 3 event to the EV OEM's corrupted/inaccurate status charge summary to utility (if
telematics platform update error is not detectable)
EV communicates a plug-in Telematics server receives Charging session cannot be
60 3 event to the EV OEM's corrupted/inaccurate location shifted to off-peak hours
telematics platform information (multiple EVs)
EV communicates a plug-in Telematics server receives Charging session cannot be
61 3 event to the EV OEM's corrupted/inaccurate location shifted to off-peak hours
telematics platform information (multiple EVs)
EV communicates a plug-in Telematics server receives Charging session cannot be
62 3 event to the EV OEM's corrupted/inaccurate location shifted to off-peak hours
telematics platform information (multiple EVs)
EV communicates a plug-in Telematics server receives Charging session cannot be
63 3 event to the EV OEM's corrupted/inaccurate location shifted to off-peak hours

telematics platform

information

21

(multiple EVs)

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

Potential Cause
of Failure

DERMS
processing issue,
decoding issues
Incorrect/
incomplete API
implementation
and/or APl errors

Data ingestion
error

Unstable
connection/
communication
loss

Network
congestion

Telematics server
downtime

Data packet loss/
corruption

Internal failure
within EV,
encoding issues
Telematics server
processing issue,
decoding issues

Data ingestion
error

Data packet loss/
corruption

Internal failure
within EV,
encoding issues
Telematics server
processing issue,
decoding issues

Data ingestion
error

Data packet loss/
corruption

Internal failure
within EV,
encoding issues
Telematics server
processing issue,
decoding issues

Data ingestion
error
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Process Step/Function

Potential Failure Modes

Potential Effects of Failure

Severity
of Failure

64

65

66

67

EV communicates a plug-in
event to the EV OEM's
telematics platform

EV communicates a plug-in
event to the EV OEM's
telematics platform

EV communicates a plug-in
event to the EV OEM's
telematics platform

EV communicates a plug-in
event to the EV OEM's
telematics platform

Telematics server receives
corrupted/inaccurate location
information

Telematics server receives
corrupted/inaccurate location
information

Telematics server receives
corrupted/inaccurate location
information

Telematics server receives
corrupted/inaccurate location
information

DERMS reports inaccurate
charge summary to utility (if
error is not detectable)
DERMS reports inaccurate
charge summary to utility (if
error is not detectable)
DERMS reports inaccurate
charge summary to utility (if
error is not detectable)
DERMS reports inaccurate
charge summary to utility (if
error is not detectable)

68

69

70

71

72

73

74

75

76

77

78

79

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs
DERMS asynchronously polls
telematics server for status
updates on all registered EVs
DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs
DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS and telematics server
cannot reliably communicate
with each other

DERMS and telematics server
cannot reliably communicate
with each other
DERMS and telematics server
cannot reliably communicate
with each other
DERMS and telematics server
cannot reliably communicate
with each other

DERMS and telematics server
cannot reliably communicate
with each other

DERMS and telematics server
cannot reliably communicate
with each other

DERMS and telematics server
cannot reliably communicate
with each other

DERMS and telematics server

cannot reliably communicate
with each other

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

22

Charging session cannot be
shifted to off-peak hours
(multiple EVs)

Charging session cannot be
shifted to off-peak hours
(multiple EVs)

Charging session cannot be
shifted to off-peak hours
(multiple EVs)

Charging session cannot be
shifted to off-peak hours
(multiple EVs)

Owner/driver is charged
higher-than-optimal cost for
the charge session (multiple
EVs)

Owner/driver is charged
higher-than-optimal cost for
the charge session (multiple
EVs)

Owner/driver is charged
higher-than-optimal cost for
the charge session (multiple
EVs)

Owner/driver is charged
higher-than-optimal cost for
the charge session (multiple
EVs)

Charging session cannot be
shifted to off-peak hours
(multiple EVs)

Charging session cannot be
shifted to off-peak hours
(multiple EVs)

Charging session cannot be
shifted to off-peak hours
(multiple EVs)

Charging session cannot be
shifted to off-peak hours
(multiple EVs)

Potential Cause
of Failure

Data packet loss/
corruption

Internal failure
within EV,
encoding issues
Telematics server
processing issue,
decoding issues

Data ingestion
error

Unstable
connection/
communication
loss

Network
congestion

High query load
on telematics
server

Server downtime

Unstable
connection/
communication
loss

Network
congestion

High query load
on telematics
server

Server downtime

Persistent
internal failure
within telematics
server, encoding
issues

Persistent DERMS
processing issue,
decoding issues

Persistent data
ingestion error

Incorrect/
incomplete API
implementation
and/or APl errors

This report is available at no cost from the National Laboratory of the Rockies (NLR) at www.nlr.gov/publications.
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Process Step/Function

Potential Failure Modes

Potential Effects of Failure

Severity
of Failure

80

81

82

83

84

85

86

87

88

89

90

91

92

93

DERMS asynchronously polls
telematics server for status
updates on all registered EVs
DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs
DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS asynchronously polls
telematics server for status
updates on all registered EVs

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or

incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

23

Charging session cannot be
shifted to off-peak hours
(multiple EVs)

Charging session cannot be
shifted to off-peak hours
(multiple EVs)

Charging session cannot be
shifted to off-peak hours
(one session only)

Charging session cannot be
shifted to off-peak hours
(one session only)

Charging session cannot be
shifted to off-peak hours
(one session only)
Charging session cannot be
shifted to off-peak hours
(one session only)

Owner/driver is charged
higher-than-optimal cost for
the charge session (multiple
EVs)

Owner/driver is charged
higher-than-optimal cost for
the charge session (multiple
EVs)

Owner/driver is charged
higher-than-optimal cost for
the charge session (multiple
EVs)

Owner/driver is charged
higher-than-optimal cost for
the charge session (multiple
EVs)

Owner/driver is charged
higher-than-optimal cost for
the charge session (multiple
EVs)

Owner/driver is charged
higher-than-optimal cost for
the charge session (multiple
EVs)

Owner/driver is charged
higher-than-optimal cost for
the charge session (one
session only)

Owner/driver is charged
higher-than-optimal cost for
the charge session (one
session only)

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

Potential Cause
of Failure

Low resolution in
enumerations

Persistent data
packet loss/
corruption
Intermittent
internal failure

1 within telematics
server, encoding
issues
Intermittent
DERMS

1

processing issue,
decoding issues

Intermittent data
ingestion error

Data packet loss/
corruption

Persistent
internal failure

6 within telematics
server, encoding
issues

Persistent DERMS
6 processing issue,
decoding issues

Persistent data
ingestion error

Incorrect/
incomplete API
implementation
and/or API errors

Low resolution in
enumerations

Persistent data
6 packet loss/
corruption

Intermittent
internal failure

1 within telematics
server, encoding
issues
Intermittent
DERMS
processing issue,
decoding issues
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S S it Potential C
ID ® " Process Step/Function Potential Failure Modes Potential Effects of Failure eve|:| v 0 er'i fal Lause
# of Failure | of Failure
Owner/driver is charged
DERMS asynchronously polls L . . .
. y usly DERMS receives inaccurate or higher-than-optimal cost for Intermittent data
94 4 telematics server for status . . . . 1 . .
. incomplete status information the charge session (one ingestion error
updates on all registered EVs )
session only)
DERMS asynchronously polls . . O.wner/drlver |s.charged
. DERMS receives inaccurate or higher-than-optimal cost for Data packet loss/
95 4 telematics server for status . . . . 1 .
. incomplete status information the charge session (one corruption
updates on all registered EVs .
session only)
DERMS receives inaccurate or Persistent
DERMS asynchronously polls = incomplete location Charging session cannot be internal failure
96 4 telematics server for status information (not applicable to shifted to off-peak hours within telematics
updates on all registered EVs | updates other than plug-inand | (multiple EVs) server, encoding
unplug events) issues
DERMS receives inaccurate or
DERMS asynchronously polls | incomplete location Charging session cannot be Persistent DERMS
97 4 telematics server for status information (not applicable to shifted to off-peak hours processing issue,
updates on all registered EVs | updates other than plug-inand | (multiple EVs) decoding issues
unplug events)
DERMS receives inaccurate or
DERMS asynchronously polls = incomplete location Charging session cannot be Persistent data
98 4 telematics server for status information (not applicable to shifted to off-peak hours ingestion error
updates on all registered EVs | updates other than plug-inand | (multiple EVs) g
unplug events)
DERMS receives inaccurate or
. . . . Incorrect/
DERMS asynchronously polls | incomplete location Charging session cannot be incomplete APl
99 4 telematics server for status information (not applicable to shifted to off-peak hours . P .
updates on all registered EVs | updates other than plug-inand | (multiple EVs) implementation
p g P plug P and/or APl errors
unplug events)
DERMS receives inaccurate or
DERMS asynchronously polls | incomplete location Charging session cannot be Lo
. . . . . Low resolution in
100 4 telematics server for status information (not applicable to shifted to off-peak hours .
. . . enumerations
updates on all registered EVs | updates other than plug-inand | (multiple EVs)
unplug events)
DERMS receives inaccurate or
DERMS asynchronously polls = incomplete location Charging session cannot be Persistent data
101 4 telematics server for status information (not applicable to shifted to off-peak hours packet loss/
updates on all registered EVs | updates other than plug-inand | (multiple EVs) corruption
unplug events)
DERMS receives inaccurate or Intermittent
DERMS asynchronously polls ' incomplete location Charging session cannot be internal failure
102 4 telematics server for status information (not applicable to shifted to off-peak hours 1 within telematics
updates on all registered EVs | updates other than plug-in and = (one session only) server, encoding
unplug events) issues
DERMS receives inaccurate or Intermittent
DERMS asynchronously polls ' incomplete location Charging session cannot be DERMS
103 4 telematics server for status information (not applicable to shifted to off-peak hours 1 L
. . . processing issue,
updates on all registered EVs | updates other than plug-in and = (one session only) L
decoding issues
unplug events)
DERMS receives inaccurate or
DERMS asynchronously polls | incomplete location Charging session cannot be .
. . . . . Intermittent data
104 4 telematics server for status information (not applicable to shifted to off-peak hours 1

updates on all registered EVs

updates other than plug-in and
unplug events)

24

(one session only)

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

ingestion error
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S S it Potential C
ID q Process Step/Function Potential Failure Modes Potential Effects of Failure evel:l y 0 EI:I tal Lause
# of Failure | of Failure
DERMS receives inaccurate or
DERMS asynchronously polls | incomplete location Charging session cannot be Data packet loss/
105 4 telematics server for status information (not applicable to shifted to off-peak hours 1 corruption
updates on all registered EVs | updates other than plug-in and = (one session only) P
unplug events)
DERMS receives inaccurate or - Persistent
. . Owner/driver is charged . .
DERMS asynchronously polls | incomplete location . . internal failure
. . . . higher-than-optimal cost for . .
106 4 telematics server for status information (not applicable to . . 6 within telematics
. . the charge session (multiple .
updates on all registered EVs = updates other than plug-in and EVs) server, encoding
unplug events) issues
DERMS receives inaccurate or Owner/driver is charged
DERMS asynchronously polls = incomplete location . . & Persistent DERMS
. . . . higher-than-optimal cost for L
107 4 telematics server for status information (not applicable to . . 6 processing issue,
. . the charge session (multiple s
updates on all registered EVs = updates other than plug-in and EVs) decoding issues
unplug events)
DERMS receives inaccurate or . .
. . Owner/driver is charged
DERMS asynchronously polls | incomplete location . . .
. . . . higher-than-optimal cost for Persistent data
108 4 telematics server for status information (not applicable to . . 6 . .
. . the charge session (multiple ingestion error
updates on all registered EVs = updates other than plug-in and EVs)
unplug events)
DERMS receives inaccurate or Lo
. celves inaccura Owner/driver is charged Incorrect/
DERMS asynchronously polls | incomplete location . . .
. . . . higher-than-optimal cost for incomplete API
109 4 telematics server for status information (not applicable to . . 6 . .
updates on all registered EVs = updates other than plug-in and the charge session (multiple implementation
P g P plug EVs) and/or API errors
unplug events)
DERMS receives inaccurate or -
. . Owner/driver is charged
DERMS asynchronously polls | incomplete location . . _
. . . . higher-than-optimal cost for Low resolution in
110 4 telematics server for status information (not applicable to . . 6 .
. . the charge session (multiple enumerations
updates on all registered EVs = updates other than plug-in and EVs)
unplug events)
DERMS receives inaccurate or .
. . Owner/driver is charged .
DERMS asynchronously polls = incomplete location . . Persistent data
. . . . higher-than-optimal cost for
111 4 telematics server for status information (not applicable to . . 6 packet loss/
. . the charge session (multiple .
updates on all registered EVs = updates other than plug-in and EVs) corruption
unplug events)
DERMS receives inaccurate or . . Intermittent
. . Owner/driver is charged . .
DERMS asynchronously polls | incomplete location . . internal failure
. . . . higher-than-optimal cost for . .
112 4 telematics server for status information (not applicable to . 1 within telematics
. . the charge session (one .
updates on all registered EVs = updates other than plug-in and session only) server, encoding
unplug events) v issues
DERM i i
. > receives l_naccurate or Owner/driver is charged Intermittent
DERMS asynchronously polls | incomplete location . .
. . . . higher-than-optimal cost for DERMS
113 4 telematics server for status information (not applicable to . 1 -
. . the charge session (one processing issue,
updates on all registered EVs = updates other than plug-in and . L
session only) decoding issues
unplug events)
DERMS receives inaccurate or -
. . Owner/driver is charged
DERMS asynchronously polls | incomplete location . . .
. . . . higher-than-optimal cost for Intermittent data
114 4 telematics server for status information (not applicable to . 1 . .
. . the charge session (one ingestion error
updates on all registered EVs = updates other than plug-in and .
session only)
unplug events)
DERMS receives inaccurate or -
. . Owner/driver is charged
DERMS asynchronously polls = incomplete location higher-than-optimal cost for Data packet oss/
115 4 telematics server for status information (not applicable to g P 1 P

updates on all registered EVs

updates other than plug-in and
unplug events)

25

the charge session (one
session only)

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

corruption
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Severity
of Failure

Se
ID 4 q Process Step/Function Potential Failure Modes Potential Effects of Failure
DERMS asynchronously polls . Charging session cannot be
. Y usly p DERMS receives status and . ging I
116 4 telematics server for status location update for wrong EV shifted to off-peak hours
updates on all registered EVs P g (multiple EVs)
DERMS h I I . Chargi i tb
.async ronously polls oo 1e o caives status and .arglng session cannot be
117 4 telematics server for status location update for wrong EV shifted to off-peak hours
updates on all registered EVs P g (multiple EVs)
DERMS asynchronously polls . Charging session cannot be
. Y vp DERMS receives status and . gIng
118 4 telematics server for status . shifted to off-peak hours
. location update for wrong EV .
updates on all registered EVs (multiple EVs)
DERMS h I I . Chargi i tb
.async ronously polls oo 1o caives status and .arglng session cannot be
119 4 telematics server for status location undate for wrong EV shifted to off-peak hours
updates on all registered EVs P & (multiple EVs)
DERM h I I . Chargi i t
S _async ronously polls -0\ 1e - ives status and .arglng session cannot be
120 4 telematics server for status . shifted to off-peak hours
. location update for wrong EV .
updates on all registered EVs (multiple EVs)
DERMS h I I . Chargi i tb
.async ronously polls ooy ie - caives status and .arglng session cannot be
121 4 telematics server for status location undate for wrong EV shifted to off-peak hours
updates on all registered EVs P & (multiple EVs)
EV forwards vehicle and EV and telematics server Owner/driver is charged
122 5 charger limits for the session | cannot reliably communicate with the same cost as no
to the telematics server with each other managed charging
EV forwards vehicle and EV and telematics server Owner/driver is charged
123 5 charger limits for the session = cannot reliably communicate with the same cost as no
to the telematics server with each other managed charging
EV forwards vehicle and EV and telematics server Owner/driver is charged
124 5 charger limits for the session | cannot reliably communicate with the same cost as no
to the telematics server with each other managed charging
EV forwards vehicle and . . Owner's/driver's needs are
. ) Telematics server receives .
125 5 charger limits for the session = . L not met, higher-than-actual
. inaccurate session limits L .
to the telematics server vehicle limits are received
EV forwards vehicle and . . Owner's/driver's needs are
L . Telematics server receives .
126 5 charger limits for the session | . o not met, higher-than-actual
) inaccurate session limits L .
to the telematics server vehicle limits are received
EV forwards vehicle and . . Owner's/driver's needs are
. ) Telematics server receives .
127 5 charger limits for the session | . L not met, higher-than-actual
. inaccurate session limits L .
to the telematics server vehicle limits are received
EV forwards vehicle and . . Owner's/driver's needs are
- . Telematics server receives .
128 5 charger limits for the session | . L not met, higher-than-actual
) inaccurate session limits L .
to the telematics server vehicle limits are received
Owner/driver is charged
. higher-than-optimal cost f
EV forwards vehicle and . . 'her-than opllma costtor
. . Telematics server receives the charge session (one
129 5 charger limits for the session = . L .
. inaccurate session limits session only), lower-than-
to the telematics server . .
actual vehicle limits are
received
Owner/driver is charged
. higher-than-optimal cost f
EV forwards vehicle and . . isher-than opllma costtor
. . Telematics server receives the charge session (one
130 5 charger limits for the session

to the telematics server

inaccurate session limits

26

session only), lower-than-
actual vehicle limits are
received

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

Potential Cause
of Failure

Persistent
internal failure
within telematics
server, encoding
issues

Persistent DERMS
processing issue,
decoding issues

Persistent data
ingestion error

Incorrect/
incomplete API
implementation
and/or APl errors

Low resolution in
enumerations

Persistent data
packet loss/
corruption

Unstable
connection/
communication
loss

Network
congestion

Telematics server
downtime

Internal failure
within EV,
encoding issues
Telematics server
processing issue,
decoding issues

Data packet loss/
corruption

Data ingestion
error

Internal failure
1 within EV,
encoding issues

Telematics server
1 processing issue,
decoding issues
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Se . . . . . Severit Potential Cause
ID q Process Step/Function Potential Failure Modes Potential Effects of Failure X y R
# of Failure | of Failure
Owner/driver is charged
. higher-than-optimal cost for
EV forwards vehicle and . . & p'
. . Telematics server receives the charge session (one Data packet loss/
131 5 charger limits for the session | . L . 1 .
. inaccurate session limits session only), lower-than- corruption
to the telematics server . .
actual vehicle limits are
received
Owner/driver is charged
. higher-than-optimal cost for
EV forwards vehicle and . . & p. . .
o . Telematics server receives the charge session (one Data ingestion
132 5 charger limits for the session | . L . 1
. inaccurate session limits session only), lower-than- error
to the telematics server . o
actual vehicle limits are
received
EV forwards vehicle and Telematics server assigns Owner's/driver's needs are Internal failure
133 5 charger limits for the session = session limits to wrong active not met, higher-than-actual within EV,
to the telematics server session/EV internally limits are received encoding issues
EV forwards vehicle and Telematics server assigns Owner's/driver's needs are Telematics server
134 5 charger limits for the session | session limits to wrong active not met, higher-than-actual processing issue,
to the telematics server session/EV internally limits are received decoding issues
EV forwards vehicle and Telematics server assigns Owner's/driver's needs are
. . L . . Data packet loss/
135 5 charger limits for the session = session limits to wrong active not met, higher-than-actual .
. . . - R corruption
to the telematics server session/EV internally limits are received
EV forwards vehicle and Telematics server assigns Owner's/driver's needs are . .
L . S . . Data ingestion
136 5 charger limits for the session | session limits to wrong active not met, higher-than-actual error
to the telematics server session/EV internally limits are received
Owner/driver is charged .
. . . . . Intermittent
EV forwards vehicle and Telematics server assigns higher-than-optimal cost for . .
. . L . . internal failure
137 5 charger limits for the session = session limits to wrong active the charge session (one 1 within EV
to the telematics server session/EV internally session only), lower-than- o
L . encoding issues
actual limits are received
Owner/driver is charged .
. . . . . Intermittent
EV forwards vehicle and Telematics server assigns higher-than-optimal cost for .
o . S . . telematics server
138 5 charger limits for the session = session limits to wrong active the charge session (one 1 L
. . . . processing issue,
to the telematics server session/EV internally session only), lower-than- L
. . decoding issues
actual limits are received
Owner/driver is charged
EV forwards vehicle and Telematics server assigns higher-than-optimal cost for Intermittent data
139 5 charger limits for the session | session limits to wrong active the charge session (one 1 packet loss/
to the telematics server session/EV internally session only), lower-than- corruption
actual limits are received
Owner/driver is charged
EV forwards vehicle and Telematics server assigns higher-than-optimal cost for .
. . L . . Intermittent data
140 5 charger limits for the session | session limits to wrong active the charge session (one 1 . .
. . . . ingestion error
to the telematics server session/EV internally session only), lower-than-
actual limits are received
DERMS polls telematics . . Unstable
P . DERMS and telematics server Owner/driver is charged .
server for vehicle and . . . connection/
141 6 . . cannot reliably communicate with the same cost as no 5 .
charger limits for active . . communication
. with each other managed charging
sessions loss
DERMS polls telematics . .
P . DERMS and telematics server Owner/driver is charged
server for vehicle and . ) . Network
142 6 - . cannot reliably communicate with the same cost as no 5 .
charger limits for active . . congestion
. with each other managed charging
sessions
DERMS polls telematics . L .
P . DERMS and telematics server Owner/driver is charged High query load
server for vehicle and . . . .
143 6 cannot reliably communicate with the same cost as no 5 on telematics

charger limits for active
sessions

with each other
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DERMS polls telematics
p . DERMS and telematics server Owner/driver is charged
server for vehicle and . . . .
144 6 . . cannot reliably communicate with the same cost as no 5 Server downtime
charger limits for active . .
h with each other managed charging
sessions
. Intermittent
DERMS polls telematics e . .
. . . Owner's/driver's needs are internal failure
server for vehicle and DERMS receives inaccurate . . .
145 6 - . L not met, higher-than-actual within telematics
charger limits for active session limits . A .
. limits are received server, encoding
sessions .
issues
DERMS polls telematics e Intermittent
) . . Owner's/driver's needs are
server for vehicle and DERMS receives inaccurate . DERMS
146 6 . . L not met, higher-than-actual L
charger limits for active session limits o . processing issue,
. limits are received L
sessions decoding issues
DERMS polls telematics , L
. . . Owner's/driver's needs are .
server for vehicle and DERMS receives inaccurate . Intermittent data
147 6 . . L not met, higher-than-actual . .
charger limits for active session limits o . ingestion error
. limits are received
sessions
DERMS polls telematics e
. . . Owner's/driver's needs are
server for vehicle and DERMS receives inaccurate . Data packet loss/
148 6 - . L not met, higher-than-actual .
charger limits for active session limits . . corruption
A limits are received
sessions
. Persistent
DERMS polls telematics . . . .
. L Charging session cannot be internal failure
server for vehicle and DERMS receives inaccurate . L .
149 6 - . S shifted to off-peak hours within telematics
charger limits for active session limits . .
h (multiple EVs) server, encoding
sessions .
issues
DERMS polls telematics
P . L Charging session cannot be Persistent DERMS
server for vehicle and DERMS receives inaccurate . L
150 6 o . o shifted to off-peak hours processing issue,
charger limits for active session limits . L
. (multiple EVs) decoding issues
sessions
DERMS polls telematics . .
) L Charging session cannot be .
server for vehicle and DERMS receives inaccurate . Persistent data
151 6 . . L shifted to off-peak hours . .
charger limits for active session limits . ingestion error
. (multiple EVs)
sessions
DERMS polls telematics . ) Incorrect/
) L Charging session cannot be .
server for vehicle and DERMS receives inaccurate . incomplete API
152 6 . . L shifted to off-peak hours . .
charger limits for active session limits . implementation
. (multiple EVs)
sessions and/or API errors
DERMS polls telematics . . .
P . L Charging session cannot be Persistent data
server for vehicle and DERMS receives inaccurate .
153 6 . . L shifted to off-peak hours packet loss/
charger limits for active session limits . ;
A (multiple EVs) corruption
sessions
. Intermittent
DERMS polls telematics N . .
. . . Owner/driver is charged internal failure
server for vehicle and DERMS receives inaccurate . . s .
154 6 . . L higher-than-optimal cost for 4 within telematics
charger limits for active session limits . .
. the charge session (one EV) server, encoding
sessions .
issues
DERMS polls telematics Owner/driver is charged Intermittent
server for vehicle and DERMS receives inaccurate . . & DERMS
155 6 - . S higher-than-optimal cost for 4 -
charger limits for active session limits . processing issue,
. the charge session (one EV) L
sessions decoding issues
DERMS polls telematics L
server fgr vehicle and DERMS receives inaccurate Owner/driver is charged Intermittent data
156 6 higher-than-optimal cost for 4

charger limits for active
sessions

session limits
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DERMS polls tglematlcs L Owner/driver is charged

157 6 server for vehicle and DERMS receives inaccurate higher-than-optimal cost for 4 Data packet loss/
charger limits for active session limits & p. corruption
cessions the charge session (one EV)

. Int ittent
DERMS polls telematics i:t:::;ll f:;ure

158 6 server for vehicle and DERMS receives session limits Owner's/driver's needs are within telematics
charger limits for active for wrong active session/EV not met ;
sessions server, encoding

issues
DERMS polls telematics Intermittent

159 6 server for vehicle and DERMS receives session limits Owner's/driver's needs are DERMS
charger limits for active for wrong active session/EV not met processing issue,
sessions decoding issues
DERMS polls telematics

160 6 server for vehicle and DERMS receives session limits Owner's/driver's needs are Intermittent data
charger limits for active for wrong active session/EV not met ingestion error
sessions
DERMS polls telematics

161 6 server for vehicle and DERMS receives session limits Owner's/driver's needs are Data packet loss/
charger limits for active for wrong active session/EV not met corruption
sessions
DERMS polls telematics . . Persnstent‘

. . N Charging session cannot be internal failure
server for vehicle and DERMS receives session limits . o .

162 6 - . . ) shifted to off-peak hours within telematics
charger limits for active for wrong active session/EV . .
sessions (multiple EVs) server, encoding

issues
DERMS polis tfelematlcs . L Charging session cannot be Persistent DERMS
server for vehicle and DERMS receives session limits . L

163 6 o . . . shifted to off-peak hours processing issue,
charger limits for active for wrong active session/EV . L
cessions (multiple EVs) decoding issues
DERMS polls telematics . .

) . L Charging session cannot be .

164 6 server for vehicle and DERMS receives session limits shifted to off-peak hours Persistent data
charger limits for active for wrong active session/EV . P ingestion error
sessions (multiple EVs)

DERMS polls telematics Charging session cannot be Incorrect/

165 6 server for vehicle and DERMS receives session limits shiftegd tgo off-peak hours incomplete API

charger limits for active for wrong active session/EV . P implementation

. (multiple EVs)
sessions and/or APl errors
DERMS polls tfelematlcs . L Charging session cannot be Persistent data
server for vehicle and DERMS receives session limits .

166 6 . . . . shifted to off-peak hours packet loss/
charger limits for active for wrong active session/EV . .
sessions (multiple EVs) corruption

High latency in
DERMS calculat timal . . t ferri
calcu a.es optima Nonoptimal start and end Owner's/driver's needs are ran§ errlln.g

167 7 start and end times for the . session limits

. times calculated by DERMS not met
charge session from EV to
DERMS
DERMS calculates optimal . \ s
168 7 start and enlé timesF;oIr the Nonoptimal start and end Owner's/driver's needs are Internal DERMS
. times calculated by DERMS not met error
charge session
DERMS calculat timal . . .
169 7 start anc(i:ae(r::i ?cirisecs)ﬁomf\e Nonoptimal start and end Owner's/driver's needs are SCM algorithm

charge session

times calculated by DERMS
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not met

error
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. Owner/driver is charged
DERMS calculates optimal . . / . &
. Nonoptimal start and end higher-than-optimal cost for Internal database
170 7 start and end times for the . . ; -
. times calculated by DERMS the charge session (multiple corruption
charge session
EVs)
. Owner/driver is charged
DERMS calculates optimal . . / . &
. Nonoptimal start and end higher-than-optimal cost for Internal DERMS
171 7 start and end times for the . . .
. times calculated by DERMS the charge session (multiple error
charge session
EVs)
: Owner/driver is charged
DERMS calculates optimal . . / . g .
. Nonoptimal start and end higher-than-optimal cost for SCM algorithm
172 7 start and end times for the . . .
. times calculated by DERMS the charge session (multiple error
charge session
EVs)
. . L Unstable
DERMS communicates DERMS and telematics server Owner/driver is charged connection/
173 8 optimal start and end times cannot reliably communicate with the same cost as no .
. . . communication
to telematics server with each other managed charging loss
DERMS communicates DERMS and telematics server Owner/driver is charged
. . . . . Network
174 8 optimal start and end times cannot reliably communicate with the same cost as no .
. . . congestion
to telematics server with each other managed charging
DERMS communicates DERMS and telematics server Owner/driver is charged High query load
175 8 optimal start and end times cannot reliably communicate with the same cost as no on telematics
to telematics server with each other managed charging server
DERMS communicates DERMS and telematics server Owner/driver is charged
176 8 optimal start and end times cannot reliably communicate with the same cost as no Server downtime
to telematics server with each other managed charging
Intermittent
DERMS communicates Telematics server receives Owner's/driver's needs are internal failure
177 8 optimal start and end times . . not met, higher-than-actual within telematics
: inaccurate start and end times o . .
to telematics server limits are received server, decoding
issues
. . Intermittent
DERMS communicates . . Owner's/driver's needs are
. . Telematics server receives . DERMS
178 8 optimal start and end times . . not met, higher-than-actual -
. inaccurate start and end times - . processing issue,
to telematics server limits are received L
encoding issues
DERMS communicates . . Owner's/driver's needs are .
. . Telematics server receives . Intermittent data
179 8 optimal start and end times . ) not met, higher-than-actual . .
. inaccurate start and end times o ; ingestion error
to telematics server limits are received
DERMS communicates . . Owner's/driver's needs are
. . Telematics server receives . Data packet loss/
180 8 optimal start and end times . . not met, higher-than-actual .
. inaccurate start and end times - . corruption
to telematics server limits are received
DERMS communicates . . Charging session cannot be Persistent DERMS
. . Telematics server receives . L
181 8 optimal start and end times . ; shifted to off-peak hours (all processing issue,
. inaccurate start and end times L
to telematics server EVs) encoding issues
Persistent
DERMS communicates . . Charging session cannot be internal failure
. . Telematics server receives . . .
182 8 optimal start and end times . . shifted to off-peak hours within telematics
. inaccurate start and end times . .
to telematics server (multiple EVs) server, decoding
issues
DERMS communicates . . Charging session cannot be Persistent DERMS
. . Telematics server receives . L
183 8 optimal start and end times . . shifted to off-peak hours processing issue,
. inaccurate start and end times . L
to telematics server (multiple EVs) encoding issues
DERMS communicates Telematics server receives Charging session cannot be Persistent data
184 8 optimal start and end times shifted to off-peak hours

to telematics server

inaccurate start and end times
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(multiple EVs)
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. . . Incorrect
DERMS communicates . . Charging session cannot be . /
. . Telematics server receives . incomplete API
185 8 optimal start and end times . ) shifted to off-peak hours . .
. inaccurate start and end times ) implementation
to telematics server (multiple EVs)
and/or APl errors
DERMS communicates . . Charging session cannot be Persistent data
. . Telematics server receives .
186 8 optimal start and end times . . shifted to off-peak hours packet loss/
. inaccurate start and end times . .
to telematics server (multiple EVs) corruption
Intermittent
DERMS communicates Telematics server receives Owner/driver is charged internal failure
187 8 optimal start and end times . . higher-than-optimal cost for within telematics
. inaccurate start and end times . .
to telematics server the charge session (one EV) server, decoding
issues
. L Intermittent
DERMS communicates . . Owner/driver is charged
. . Telematics server receives . . DERMS
188 8 optimal start and end times . . higher-than-optimal cost for L
. inaccurate start and end times . processing issue,
to telematics server the charge session (one EV) o
encoding issues
DERMS communicates . . Owner/driver is charged .
. . Telematics server receives . . Intermittent data
189 8 optimal start and end times . . higher-than-optimal cost for . .
. inaccurate start and end times . ingestion error
to telematics server the charge session (one EV)
DERMS communicates . . Owner/driver is charged
. . Telematics server receives . . Data packet loss/
190 8 optimal start and end times . . higher-than-optimal cost for .
. inaccurate start and end times . corruption
to telematics server the charge session (one EV)
Intermittent
DERMS communicates Telematics server receives e internal failure
. . . Owner's/driver's needs are L. .
191 8 optimal start and end times start and end times for wrong not met within telematics
to telematics server active session/EV server, decoding
issues
. . . Intermittent
DERMS communicates Telematics server receives Owner's/driver's needs are DERMS
192 8 optimal start and end times start and end times for wrong L
. . . not met processing issue,
to telematics server active session/EV L
encoding issues
DERMS communicates Telematics server receives , L .
. . . Owner's/driver's needs are Intermittent data
193 8 optimal start and end times start and end times for wrong . .
. . . not met ingestion error
to telematics server active session/EV
DERMS communicates Telematics server receives Owner's/driver's needs are Data packet loss/
194 8 optimal start and end times start and end times for wrong P .
. . . not met corruption
to telematics server active session/EV
DERMS communicates Telematics server receives Charging session cannot be Persistent DERMS
195 8 optimal start and end times start and end times for wrong shifted to off-peak hours (all processing issue,
to telematics server active session/EV EVs) encoding issues
Persistent
DERMS communicates Telematics server receives Charging session cannot be internal failure
196 8 optimal start and end times start and end times for wrong shifted to off-peak hours within telematics
to telematics server active session/EV (multiple EVs) server, decoding
issues
DERMS communicates Telematics server receives Charging session cannot be Persistent DERMS
197 8 optimal start and end times start and end times for wrong shifted to off-peak hours processing issue,
to telematics server active session/EV (multiple EVs) encoding issues
DERMS communicates Telematics server receives Charging session cannot be .
. . . . Persistent data
198 8 optimal start and end times start and end times for wrong shifted to off-peak hours . .
. . . ) ingestion error
to telematics server active session/EV (multiple EVs)
. . . . . Incorrect
DERMS communicates Telematics server receives Charging session cannot be incom Ie{e API
199 8 optimal start and end times start and end times for wrong shifted to off-peak hours P

to telematics server

active session/EV
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DERMS communicates Telematics server receives Charging session cannot be
200 8 optimal start and end times start and end times for wrong shifted to off-peak hours
to telematics server active session/EV (multiple EVs)
Telematics server
. EV and telematics server EVis inoperable (if EV does
communicates to the EV to . . .
201 9 . cannot reliably communicate not time out and go to
delay charge session for .
o with each other sleep)
optimized cost
Telematics server . . .
. EV and telematics server EVis inoperable (if EV does
communicates to the EV to . . .
202 9 . cannot reliably communicate not time out and go to
delay charge session for .
o with each other sleep)
optimized cost
Telematics server . . .
. EV and telematics server EV is inoperable (if EV does
communicates to the EV to . . .
203 9 . cannot reliably communicate not time out and go to
delay charge session for .
. with each other sleep)
optimized cost
. Owner/driver is charged
Telematics server . .
. EV and telematics server with the same cost as no
communicates to the EV to . . . .
204 9 . cannot reliably communicate managed charging (if EV
delay charge session for . .
o with each other times out and defaults to
optimized cost .
unmanaged charging)
. Owner/driver is charged
Telematics server . .
. EV and telematics server with the same cost as no
communicates to the EV to . - L
205 9 . cannot reliably communicate managed charging (if EV
delay charge session for . .
o with each other times out and defaults to
optimized cost .
unmanaged charging)
. Owner/driver is charged
Telematics server . .
- EV and telematics server with the same cost as no
communicates to the EV to . . . .
206 9 . cannot reliably communicate managed charging (if EV
delay charge session for . .
L with each other times out and defaults to
optimized cost .
unmanaged charging)
Telematics server
. - EV is inoperable (if EV does
communicates to the EV to EV does not receive "go to .
207 9 . " not time out and go to
delay charge session for sleep" signal
T sleep)
optimized cost
Telematics server . .
. o EV is inoperable (if EV does
communicates to the EV to EV does not receive "go to .
208 9 . " not time out and go to
delay charge session for sleep" signal
o sleep)
optimized cost
Telematics server . .
. - EV is inoperable (if EV does
communicates to the EV to EV does not receive "go to .
209 9 . "o not time out and go to
delay charge session for sleep" signal sleep)
optimized cost P
Telematics server
. . EVis inoperable (if EV does
communicates to the EV to EV does not receive "go to . P (
210 9 . " not time out and go to
delay charge session for sleep" signal
o sleep)
optimized cost
. Owner/driver is charged
Telematics server .
. o with the same cost as no
communicates to the EV to EV does not receive "go to L
211 9 . . managed charging (if EV
delay charge session for sleep" signal .
o times out and defaults to
optimized cost .
unmanaged charging)
. Owner/driver is charged
Telematics server with the same cost as no
communicates to the EV to EV does not receive "go to N
212 9 & managed charging (if EV

delay charge session for
optimized cost

sleep" signal

32

times out and defaults to
unmanaged charging)

This report is available at no cost from the National Laboratory of the Rockies (NLR) at
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of Failure

Persistent data
packet loss/
corruption

Unstable
connection/
communication
loss

Network
congestion

Telematics server
downtime

Unstable
connection/
communication
loss

Network
congestion

Telematics server
downtime

Intermittent
internal failure
within EV,
decoding issues
Intermittent
telematics server
processing issue,
encoding issues

Intermittent data
packet loss/
corruption

Intermittent data
ingestion error

Intermittent
internal failure

5 .
within EV,
decoding issues
Intermittent

5 telematics server

processing issue,
encoding issues
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. Owner/driver is charged
Telematics server . .
. o with the same cost as no Intermittent data
communicates to the EV to EV does not receive "go to L
213 9 . . managed charging (if EV 5 packet loss/
delay charge session for sleep" signal . .
L times out and defaults to corruption
optimized cost .
unmanaged charging)
. Owner/driver is charged
Telematics server with the same cost as no
communicates to the EV to EV does not receive "go to L Intermittent data
214 ? delay charge session for sleep" signal managed charging (if EV > ingestion error
.y . & psle times out and defaults to g
optimized cost .
unmanaged charging)
Telematics server . . EVis on an older
. . EV is inoperable (if EV does .
communicates to the EV to EV does not support going to . firmware that
215 9 . not time out and go to
delay charge session for sleep/does not go to sleep sleep) does not support
optimized cost P this functionality
Telematics server . .
) . EV is inoperable (if EV does
communicates to the EV to EV does not support going to . Internal EV error
216 9 . not time out and go to . .
delay charge session for sleep/does not go to sleep sleep) in going to sleep
optimized cost P
. Owner/driver is ch d .
Telematics server . /driver s charge EVis on an older
. . with the same cost as no .
communicates to the EV to EV does not support going to L firmware that
217 9 . managed charging (if EV 5
delay charge session for sleep/does not go to sleep . does not support
o times out and defaults to . . .
optimized cost . this functionality
unmanaged charging)
. Owner/driver is charged
Telematics server with the same cost as no
communicates to the EV to EV does not support going to ) . Internal EV error
218 ? delay charge session for sleep/does not go to slee managed charging (if EV > in going to slee
.y . & P 8 P times out and defaults to going P
optimized cost .
unmanaged charging)
Telematics server
communicates to the EV to EV goes to sleep at the wron Owner's/driver's needs are
219 9 . . & P & / Internal EV error
delay charge session for time not met
optimized cost
Telematics server
220 9 communicates to the EV to EV goes to sleep at the wrong Owner's/driver's needs are Communication
delay charge session for time not met latency
optimized cost
Telematics server
291 9 communicates to the EV to EV goes to sleep at the wrong Owner's/driver's needs are Network
delay charge session for time not met congestion
optimized cost
Telematics server
222 9 communicates to the EV to EV goes to sleep at the wrong Owner's/driver's needs are Telematics server
delay charge session for time not met downtime
optimized cost
Telematics server Internal failure
223 9 communicates to the EV to EV does not wake up at the Owner's/driver's needs are within EV
delay charge session for right time not met o
L decoding issues
optimized cost
Telematics server Telematics server
communicates to the EV to EV does not wake up at the Owner's/driver's needs are .
224 9 . . . processing issue,
delay charge session for right time not met L
L encoding issues
optimized cost
Telematics server
225 9 communicates to the EV to EV does not wake up at the Owner's/driver's needs are Data packet loss/

delay charge session for
optimized cost

right time
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Telematics server
226 9 communicates to the EV to EV does not wake up at the Owner's/driver's needs are
delay charge session for right time not met
optimized cost
Telematics server
227 9 communicates to the EV to EV does not wake up at the Owner's/driver's needs are
delay charge session for right time not met
optimized cost
Telematics server
278 9 communicates to the EV to EV does not wake up at the Owner's/driver's needs are
delay charge session for right time not met
optimized cost
Telematics server
229 9 communicates to the EV to EV does not wake up at the Owner's/driver's needs are
delay charge session for right time not met
optimized cost
Isﬁrr:i:(i:csastzrsvgthe EV to EVSE assumes EV is Owner's/driver's needs are
230 9 . disconnected instead of not met (if EVSE does not
delay charge session for sleeping wake up/reset itself)
optimized cost
Islﬁnr;itr:icjastzrsvfc:the EV to EVSE assumes EV is Owner's/driver's needs are
231 9 . disconnected instead of not met (if EVSE does not
delay charge session for . .
L sleeping wake up/reset itself)
optimized cost
Telematics server EV and telematics server Owner's/driver's needs are
232 10 | communicates to the EV to cannot reliably communicate not met
start charging with each other
Telematics server EV and telematics server .
. . . Owner's/driver's needs are
233 10 | communicates to the EV to cannot reliably communicate
. . not met
start charging with each other
Telematics server EV and telematics server Owner's/driver's needs are
234 10 | communicates to the EV to cannot reliably communicate not met
start charging with each other
Telematics server EV and telematics server Owner/driver is charged
235 10 | communicates to the EV to cannot reliably communicate with the same cost as no
start charging with each other managed charging
Telematics server EV and telematics server Owner/driver is charged
236 10 | communicates to the EV to cannot reliably communicate with the same cost as no
start charging with each other managed charging
Telematics server EV and telematics server Owner/driver is charged
237 10 | communicates to the EV to cannot reliably communicate with the same cost as no
start charging with each other managed charging
Telematics server EV does not receive "start Charging session cannot be
238 10 | communicates to the EV to charging" signal at the right shifted to off-peak hours
start charging time (multiple EVs)
Telematics server EV does not receive "start Charging session cannot be
239 10 | communicates to the EV to charging" signal at the right shifted to off-peak hours
start charging time (multiple EVs)
Telematics server EV does not receive "start Charging session cannot be
240 10 | communicates to the EV to charging" signal at the right shifted to off-peak hours

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

start charging

time
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(multiple EVs)

Potential Cause
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Data ingestion
error

Communication
latency

Network
congestion

Telematics server
downtime

EVSE does not
support EV's state
when it is
plugged in but
asleep

EVSE does not
support pilot
wake

Unstable
connection/
communication
loss

Network
congestion

Telematics server
downtime

Unstable
connection/
communication
loss

Network
congestion

Telematics server
downtime

Persistent
telematics server
processing issue,
encoding issues
Internal
telematics server
database
corruption
Persistent data
packet loss/
corruption
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Telematics server EV does not receive "start Charging session cannot be Persistent
241 10 | communicates to the EV to charging" signal at the right shifted to off-peak hours communication
start charging time (multiple EVs) latency
. - Owner/driver is charged Intermittent
Telematics server EV does not receive "start . . .
. N . with the same cost as no internal failure
242 10 = communicates to the EV to charging" signal at the right . . s
start charein time managed charging (if error is within EV,
ging detectable by EV) decoding issues
ner/driver is char, Intermitten
Telematics server EV does not receive "start O\.N er/driver is charged te |t_te !
. L h with the same cost as no telematics server
243 10 communicates to the EV to charging" signal at the right R . L
. . managed charging (if error is processing issue,
start charging time L
detectable by EV) encoding issues
. . o] driver is ch d .
Telematics server EV does not receive "start w\i,'\clf?il:/e ggvnirelz:stae:fio Intermittent data
244 10 | communicates to the EV to charging" signal at the right L . packet loss/
start chargin time managed charging (if error is corruption
ging detectable by EV) P
o] driver is ch d
Telematics server EV does not receive "start Wner/ river is charge .
. . . with the same cost as no Intermittent data
245 10 | communicates to the EV to charging" signal at the right N . . .
start charein time managed charging (if error is ingestion error
ging detectable by EV)
Telematics server EV does not receive "start 8¥:i;€d£;v:;|zgga;§ii Intermittent
246 10 | communicates to the EV to charging" signal at the right L . communication
start charging time managed charging (if error is latency
detectable by EV)
. . . . Intermittent
Telematics server EV does not receive "start Owner/driver is charged internal failure
247 10 = communicates to the EV to charging" signal at the right higher-than-optimal cost for within EV
start chargin time the charge session (one EV L
ging & ( ) decoding issues
Intermitten
Telematics server EV does not receive "start Owner/driver is charged te |t_te t
. . . ) . telematics server
248 10 | communicates to the EV to charging" signal at the right higher-than-optimal cost for L
. . . processing issue,
start charging time the charge session (one EV) L
encoding issues
Telematics server EV does not receive "start Owner/driver is charged Intermittent data
249 10 | communicates to the EV to charging" signal at the right higher-than-optimal cost for packet loss/
start charging time the charge session (one EV) corruption
Telematics server EV does not receive "start Owner/driver is charged .
. . . . . Intermittent data
250 10 | communicates to the EV to charging" signal at the right higher-than-optimal cost for . .
. . . ingestion error
start charging time the charge session (one EV)
Telematics server EV does not receive "start Owner/driver is charged Intermittent
251 10 | communicates to the EV to charging" signal at the right higher-than-optimal cost for communication
start charging time the charge session (one EV) latency
EV communicates to the EV . DERMS cannot accurately Unstable
: . EV and telematics server -
OEM's telematics platform ) . track and report successful connection/
252 11 cannot reliably communicate . . . S
that energy transfer has . shift in charging times communication
with each other .
started (multiple EVs) loss
EV communicates to the EV . DERMS cannot accurately
\ . EV and telematics server
OEM's telematics platform . . track and report successful Network
253 11 cannot reliably communicate o . .
that energy transfer has . shift in charging times congestion
with each other .
started (multiple EVs)
EV communicates to the EV . DERMS cannot accurately
\ . EV and telematics server .
OEM's telematics platform ) . track and report successful Telematics server
254 11 cannot reliably communicate e L .
that energy transfer has . shift in charging times downtime
with each other .
started (multiple EVs)
EV communicates to the EV . .
OEM's telematics platform Telematics server does not DERMS reports inaccurate Internal failure
255 11 P charge summary to utility (if within EV,

that energy transfer has
started

receive accurate status update
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Severity
of Failure

Se
ID 4 q Process Step/Function Potential Failure Modes Potential Effects of Failure
EV communicates to the EV .
N , unie . . DERMS reports inaccurate
OEM's telematics platform Telematics server does not I
256 11 . charge summary to utility (if
that energy transfer has receive accurate status update .
error is not detectable)
started
EV icates to the EV .
co'mmunlca.es ome . DERMS reports inaccurate
OEM's telematics platform Telematics server does not I
257 11 . charge summary to utility (if
that energy transfer has receive accurate status update .
error is not detectable)
started
EV communicates to the EV .
\ . . DERMS reports inaccurate
OEM's telematics platform Telematics server does not I
258 11 . charge summary to utility (if
that energy transfer has receive accurate status update .
error is not detectable)
started
EV communicates to the EV DERMS cannot accurately
259 1 OEM's telematics platform Telematics server does not track and report successful
that energy transfer has receive accurate status update | shift in charging times
started (multiple EVs)
EV communicates to the EV DERMS cannot accurately
260 1 OEM's telematics platform Telematics server does not track and report successful
that energy transfer has receive accurate status update | shift in charging times
started (multiple EVs)
EV communicates to the EV DERMS cannot accurately
261 1 OEM's telematics platform Telematics server does not track and report successful
that energy transfer has receive accurate status update  shift in charging times
started (multiple EVs)
EV communicates to the EV DERMS cannot accurately
262 1 OEM's telematics platform Telematics server does not track and report successful
that energy transfer has receive accurate status update | shift in charging times (one
started session)
EV communicates to the EV DERMS cannot accurately
263 1 OEM's telematics platform Telematics server does not track and report successful
that energy transfer has receive accurate status update | shift in charging times (one
started session)
EV communicates to the EV DERMS cannot accurately
264 1 OEM's telematics platform Telematics server does not track and report successful
that energy transfer has receive accurate status update | shift in charging times (one
started session)
EV communicates to the EV DERMS cannot accurately
265 1 OEM's telematics platform Telematics server does not track and report successful
that energy transfer has receive accurate status update | shift in charging times (one
started session)
EV communicates to the EV Telematics server assigns
OEM's telematics platform & . DERMS reports inaccurate
266 11 status update to wrong active . . s
that energy transfer has . . charge shift details to utility
session/EV internally
started
EV communicates to the EV Telematics server assigns
OEM's telematics platform & . DERMS reports inaccurate
267 11 status update to wrong active . . -
that energy transfer has . . charge shift details to utility
session/EV internally
started
EV communicates to the EV Telematics server assigns
OEM's telematics platform & . DERMS reports inaccurate
268 11 status update to wrong active . . -
that energy transfer has . . charge shift details to utility
session/EV internally
started
EV communicates to the EV Telematics server assigns
OEM's telematics platform . DERMS reports inaccurate
269 11 P status update to wrong active P

that energy transfer has
started

session/EV internally

charge shift details to utility
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Potential Cause
of Failure

Telematics server
processing issue,
decoding issues

Data packet loss/
corruption

Data ingestion
error

Persistent
telematics server
processing issue,
decoding issues

Persistent data
5 packet loss/
corruption

Persistent data
ingestion error

Intermittent
internal failure
within EV,
encoding issues
Intermittent
telematics server
processing issue,
decoding issues

Intermittent data
2 packet loss/
corruption

Intermittent data
ingestion error

Internal failure
within EV,
encoding issues

Telematics server
processing issue,
decoding issues

Data packet loss/
corruption

Data ingestion
error
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Se . . . . . Severit Potential Cause
ID q Process Step/Function Potential Failure Modes Potential Effects of Failure X y R
# of Failure | of Failure
. . DERMS cannot accuratel Unstable
EV transmits meter values EV and telematics server ¥ .
. . . . track and report successful connection/
270 12 | during the active charge cannot reliably communicate o . 5 .
. . ; shift in charging times communication
session to telematics server with each other .
(multiple EVs) loss
. . DERMS cannot accuratel
EV transmits meter values EV and telematics server v
. . . . track and report successful Network
271 12 | during the active charge cannot reliably communicate o . 5 .
. . . shift in charging times congestion
session to telematics server with each other .
(multiple EVs)
. . DERMS cannot accuratel
EV transmits meter values EV and telematics server Y .
. . . . track and report successful Telematics server
272 12 | during the active charge cannot reliably communicate o L 5 .
. . . shift in charging times downtime
session to telematics server with each other .
(multiple EVs)
. . . DERMS cannot accurately Persistent
EV transmits meter values Telematics server receives .
. . . . track and report successful telematics server
273 12 | during the active charge inaccurate charging load o L 5 L
. . shift in charging times processing issue,
session to telematics server and/or meter values . L
(multiple EVs) decoding issues
. . . DERMS cannot accuratel .
EV transmits meter values Telematics server receives v Persistent data
. . . . track and report successful
274 12 | during the active charge inaccurate charging load e L 5 packet loss/
. . shift in charging times .
session to telematics server and/or meter values . corruption
(multiple EVs)
. . . DERMS cannot accuratel
EV transmits meter values Telematics server receives 4 .
. . . . track and report successful Persistent data
275 12 | during the active charge inaccurate charging load o s 5 . .
. . shift in charging times ingestion error
session to telematics server and/or meter values .
(multiple EVs)
. . . DERMS cannot accuratel
EV transmits meter values Telematics server receives v
. . . . track and report successful EV measurement
276 12 | during the active charge inaccurate charging load o L 5
. . shift in charging times error
session to telematics server and/or meter values .
(multiple EVs)
. . . DERMS cannot accurately Intermittent
EV transmits meter values Telematics server receives . .
. . . . track and report successful internal failure
277 12 | during the active charge inaccurate charging load . o 2 o
. . shift in charging times (one within EV,
session to telematics server and/or meter values . .
session) encoding issues
. . . DERMS cannot accurately Intermittent
EV transmits meter values Telematics server receives .
. . . . track and report successful telematics server
278 12 | during the active charge inaccurate charging load o s 2 L
. . shift in charging times (one processing issue,
session to telematics server and/or meter values A L
session) decoding issues
. . . DERMS cannot accurately .
EV transmits meter values Telematics server receives Intermittent data
. . . . track and report successful
279 12 | during the active charge inaccurate charging load e L 2 packet loss/
. . shift in charging times (one .
session to telematics server and/or meter values A corruption
session)
. . . DERMS cannot accuratel
EV transmits meter values Telematics server receives y .
. . . . track and report successful Intermittent data
280 12 | during the active charge inaccurate charging load o L 2 . .
. . shift in charging times (one ingestion error
session to telematics server and/or meter values A
session)
EV transmits meter values Telematics server assigns DERMS reports inaccurate Internal failure
281 12 | during the active charge session info to wrong active charge summary to utility (if within EV,
session to telematics server session/EV internally error is not detectable) encoding issues
EV transmits meter values Telematics server assigns DERMS reports inaccurate Telematics server
282 12 during the active charge session info to wrong active charge summary to utility (if processing issue,
session to telematics server session/EV internally error is not detectable) decoding issues
EV transmits meter values Telematics server assigns DERMS reports inaccurate
. . L . e s Data packet loss/
283 12 | during the active charge session info to wrong active charge summary to utility (if corruption
session to telematics server session/EV internally error is not detectable) P
EV transmits meter values Telematics server assigns DERMS reports inaccurate . .
. . Lo . e s Data ingestion
284 12 | during the active charge session info to wrong active charge summary to utility (if

session to telematics server

session/EV internally

error is not detectable)
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Se Severit Potential Cause
ID q Process Step/Function Potential Failure Modes Potential Effects of Failure X y R
# of Failure | of Failure
DERMS polls telematics . DERMS cannot accuratel Unstable
P . DERMS and telematics server ¥ .
server for charging load and . . track and report successful connection/
285 13 . cannot reliably communicate o L 5 .
meter values for active . shift in charging times communication
. with each other .
sessions (multiple EVs) loss
DERMS polls telematics . DERMS cannot accuratel
P . DERMS and telematics server v
server for charging load and . . track and report successful Network
286 13 . cannot reliably communicate s . 5 .
meter values for active . shift in charging times congestion
. with each other .
sessions (multiple EVs)
DERMS polls telematics DERMS cannot accuratel
P . DERMS and telematics server v High query load
server for charging load and ; . track and report successful .
287 13 . cannot reliably communicate o L 5 on telematics
meter values for active . shift in charging times
. with each other . server
sessions (multiple EVs)
DERMS polls telematics . DERMS cannot accuratel
P . DERMS and telematics server v
server for charging load and . . track and report successful .
288 13 . cannot reliably communicate o L 5 Server downtime
meter values for active . shift in charging times
. with each other .
sessions (multiple EVs)
Intermittent
DERMS polls telematics
P . DERMS receives inaccurate DERMS reports inaccurate internal failure
server for charging load and . I s .
289 13 . charging load and/or meter charge summary to utility (if within telematics
meter values for active . .
. values error is not detectable) server, encoding
sessions .
issues
DERMS polls telematics L . Intermittent
P . DERMS receives inaccurate DERMS reports inaccurate
server for charging load and . e DERMS
290 13 . charging load and/or meter charge summary to utility (if .
meter values for active ) processing issue,
. values error is not detectable) .
sessions decoding issues
DERMS polls telematics L .
P . DERMS receives inaccurate DERMS reports inaccurate .
server for charging load and . e Intermittent data
291 13 . charging load and/or meter charge summary to utility (if . .
meter values for active . ingestion error
. values error is not detectable)
sessions
DERMS polls telematics
P . DERMS receives inaccurate DERMS reports inaccurate
server for charging load and . I Data packet loss/
292 13 . charging load and/or meter charge summary to utility (if .
meter values for active . corruption
. values error is not detectable)
sessions
DERMS polls telematics L .
P . DERMS receives inaccurate DERMS reports inaccurate
server for charging load and . e EV measurement
293 13 . charging load and/or meter charge summary to utility (if
meter values for active . error
. values error is not detectable)
sessions
. Persistent
DERMS polls telematics L DERMS cannot accurately . .
. DERMS receives inaccurate internal failure
server for charging load and . track and report successful . .
294 13 . charging load and/or meter o L 5 within telematics
meter values for active shift in charging times .
. values . server, encoding
sessions (multiple EVs) .
issues
DERMS polls telematics L DERMS cannot accuratel .
P . DERMS receives inaccurate v Persistent DERMS
server for charging load and . track and report successful L
295 13 . charging load and/or meter o . 5 processing issue,
meter values for active shift in charging times L
. values . decoding issues
sessions (multiple EVs)
DERMS polls telematics L DERMS cannot accuratel
P . DERMS receives inaccurate 4 .
server for charging load and . track and report successful Persistent data
296 13 ) charging load and/or meter e L 5 . )
meter values for active values shift in charging times ingestion error
sessions (multiple EVs)
DERMS polls telematics L DERMS cannot accuratel Incorrect
server fcs)r charging load and DERMS receives inaccurate track and report successfyul incom Ieie API
297 13 ging charging load and/or meter P 5 P

meter values for active
sessions

values
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shift in charging times
(multiple EVs)
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Se Severit Potential Cause
ID q Process Step/Function Potential Failure Modes Potential Effects of Failure X y R
# of Failure | of Failure
DERMS polls telematics L DERMS cannot accuratel .
P . DERMS receives inaccurate v Persistent data
server for charging load and . track and report successful
298 13 ) charging load and/or meter o o 5 packet loss/
meter values for active shift in charging times .
. values . corruption
sessions (multiple EVs)
. Intermittent
DERMS polls telematics L DERMS cannot accurately . .
. DERMS receives inaccurate internal failure
server for charging load and . track and report successful . .
299 13 . charging load and/or meter o . 2 within telematics
meter values for active shift in charging times (one .
. values . server, encoding
sessions EV/session) .
issues
DERMS polls telematics L DERMS cannot accurately Intermittent
. DERMS receives inaccurate
server for charging load and . track and report successful DERMS
300 13 . charging load and/or meter o L 2 L
meter values for active shift in charging times (one processing issue,
. values . L
sessions EV/session) decoding issues
DERMS polls telematics L DERMS cannot accuratel
P . DERMS receives inaccurate y .
server for charging load and . track and report successful Intermittent data
301 13 . charging load and/or meter . . . 2 . .
meter values for active shift in charging times (one ingestion error
. values .
sessions EV/session)
DERMS polls telematics L DERMS cannot accuratel
P . DERMS receives inaccurate v
server for charging load and . track and report successful Data packet loss/
302 13 . charging load and/or meter o L 2 .
meter values for active shift in charging times (one corruption
. values .
sessions EV/session)
DERMS polls telematics Intermittent
P . DERMS receives charging load/ | DERMS reports inaccurate internal failure
server for charging load and . S o .
303 13 . meter values for wrong active charge summary to utility (if within telematics
meter values for active . . .
. session/EV error is not detectable) server, encoding
sessions .
issues
DERMS polls telematics Intermittent
P . DERMS receives charging load/ | DERMS reports inaccurate
server for charging load and : e DERMS
304 13 . meter values for wrong active charge summary to utility (if L
meter values for active . ) processing issue,
. session/EV error is not detectable) L
sessions decoding issues
DERMS polls telematics . . .
P . DERMS receives charging load/ | DERMS reports inaccurate .
server for charging load and . e Intermittent data
305 13 . meter values for wrong active charge summary to utility (if . .
meter values for active . . ingestion error
. session/EV error is not detectable)
sessions
DERM lIs telemati
> polls te (.3 aties DERMS receives charging load/ | DERMS reports inaccurate
server for charging load and . e Data packet loss/
306 13 . meter values for wrong active charge summary to utility (if .
meter values for active . . corruption
) session/EV error is not detectable)
sessions
. Persistent
DERMS polls telematics . . DERMS cannot accurately . .
. DERMS receives charging load/ internal failure
server for charging load and . track and report successful o .
307 13 . meter values for wrong active e L 5 within telematics
meter values for active . shift in charging times .
. session/EV . server, encoding
sessions (multiple EVs) .
issues
DERMS polls telematics . . DERMS cannot accuratel .
P . DERMS receives charging load/ v Persistent DERMS
server for charging load and . track and report successful L
308 13 . meter values for wrong active o . . 5 processing issue,
meter values for active . shift in charging times L
. session/EV . decoding issues
sessions (multiple EVs)
DERM lIs telemati DERM nnot ratel
> polls e? aties DERMS receives charging load/ 5 cannot accurately .
server for charging load and . track and report successful Persistent data
309 13 . meter values for wrong active e L 5 . .
meter values for active . shift in charging times ingestion error
. session/EV .
sessions (multiple EVs)
DERMS polls telematics . . DERMS cannot accuratel Incorrect
server f<r))r charging load and DERMS receives charging load/ track and report successfyul incom Ieie API
310 13 ging meter values for wrong active P 5 P

meter values for active
sessions

session/EV
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(multiple EVs)
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Se Severit Potential Cause
ID q Process Step/Function Potential Failure Modes Potential Effects of Failure X y R
# of Failure | of Failure
DERMS polls telematics . . DERMS cannot accuratel .
P ) DERMS receives charging load/ v Persistent data
server for charging load and . track and report successful
311 13 . meter values for wrong active o s 5 packet loss/
meter values for active . shift in charging times .
. session/EV . corruption
sessions (multiple EVs)
EV communicates to the EV . DERMS cannot accurately Unstable
\ . EV and telematics server .
OEM's telematics platform . . track and report successful connection/
312 14 cannot reliably communicate o . 5 .
that energy transfer has . shift in charging times communication
with each other .
stopped (multiple EVs) loss
EV communicates to the EV . DERMS cannot accurately
\ . EV and telematics server
OEM's telematics platform . . track and report successful Network
313 14 cannot reliably communicate o L 5 .
that energy transfer has . shift in charging times congestion
with each other .
stopped (multiple EVs)
EV communicates to the EV . DERMS cannot accurately
\ . EV and telematics server .
OEM's telematics platform . . track and report successful Telematics server
314 14 cannot reliably communicate o . 5 .
that energy transfer has . shift in charging times downtime
with each other -
stopped (multiple EVs)
EV communicates to the EV
co' Y |ca.es othe . DERMS reports inaccurate Internal failure
OEM's telematics platform Telematics server does not I o
315 14 . charge summary to utility (if within EV,
that energy transfer has receive accurate status update . L
error is not detectable) encoding issues
stopped
EV communicates to the EV . .
\ . . DERMS reports inaccurate Telematics server
OEM's telematics platform Telematics server does not S .
316 14 . charge summary to utility (if processing issue,
that energy transfer has receive accurate status update . L
error is not detectable) decoding issues
stopped
EV co'mmunlcatces to the EV . DERMS reports inaccurate
OEM's telematics platform Telematics server does not e Data packet loss/
317 14 . charge summary to utility (if .
that energy transfer has receive accurate status update . corruption
error is not detectable)
stopped
EV i he EV
co'mmunlcaFes to the . DERMS reports inaccurate . .
OEM's telematics platform Telematics server does not e Data ingestion
318 14 . charge summary to utility (if
that energy transfer has receive accurate status update . error
error is not detectable)
stopped
EV communicates to the EV DERMS cannot accurately Persistent
319 14 OEM's telematics platform Telematics server does not track and report successful 5 telematics server
that energy transfer has receive accurate status update | shift in charging times processing issue,
stopped (multiple EVs) decoding issues
EV communicates to the EV DERMS cannot accurately .
\ . . Persistent data
OEM's telematics platform Telematics server does not track and report successful
320 14 . s . 5 packet loss/
that energy transfer has receive accurate status update | shift in charging times .
. corruption
stopped (multiple EVs)
EV communicates to the EV DERMS cannot accurately
321 14 OEM's telematics platform Telematics server does not track and report successful 5 Persistent data
that energy transfer has receive accurate status update  shift in charging times ingestion error
stopped (multiple EVs)
EV communicates to the EV DERMS cannot accurately Intermittent
322 14 OEM's telematics platform Telematics server does not track and report successful 2 internal failure
that energy transfer has receive accurate status update | shift in charging times (one within EV,
stopped session) encoding issues
EV communicates to the EV DERMS cannot accurately Intermittent
323 14 OEM's telematics platform Telematics server does not track and report successful ) telematics server
that energy transfer has receive accurate status update | shift in charging times (one processing issue,
stopped session) decoding issues
EV communicates to the EV DERMS cannot accurately .
OEM's telematics platform Telematics server does not track and report successful Intermittent data
324 14 P P 2 packet loss/

that energy transfer has
stopped

receive accurate status update

40

shift in charging times (one
session)
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Se Severit Potential Cause
ID q Process Step/Function Potential Failure Modes Potential Effects of Failure X y R
# of Failure | of Failure
EV communicates to the EV DERMS cannot accurately
325 14 OEM's telematics platform Telematics server does not track and report successful ) Intermittent data
that energy transfer has receive accurate status update | shift in charging times (one ingestion error
stopped session)
EV communicates to the EV . . . .
\ . Telematics server assigns DERMS reports inaccurate Internal failure
OEM's telematics platform . e .
326 14 status update to wrong active charge summary to utility (if within EV,
that energy transfer has . . . Ll
session/EV internally error is not detectable) encoding issues
stopped
EV communicates to the EV
\ . Telematics server assigns DERMS reports inaccurate Telematics server
OEM's telematics platform . I .
327 14 status update to wrong active charge summary to utility (if processing issue,
that energy transfer has . . . L
session/EV internally error is not detectable) decoding issues
stopped
EV communicates to the EV . . .
\ . Telematics server assigns DERMS reports inaccurate
OEM's telematics platform . e Data packet loss/
328 14 status update to wrong active charge summary to utility (if .
that energy transfer has . . . corruption
session/EV internally error is not detectable)
stopped
EV communicates to the EV
\ . Telematics server assigns DERMS reports inaccurate . .
OEM's telematics platform . I Data ingestion
329 14 status update to wrong active charge summary to utility (if
that energy transfer has . . . error
session/EV internally error is not detectable)
stopped
. . DERMS cannot accuratel Unstable
EV communicates an unplug | EV and telematics server track and report successzul connection/
330 15 | eventtothe EVOEM's cannot reliably communicate o p . 5 S
. . shift in charging times communication
telematics platform with each other .
(multiple EVs) loss
EV communicates an unplug = EV and telematics server DERMS cannot accurately
, . . track and report successful Network
331 15 | eventtothe EVOEM's cannot reliably communicate o . 5 .
. . shift in charging times congestion
telematics platform with each other .
(multiple EVs)
DERM nn ratel
EV communicates an unplug = EV and telematics server > cannot accurately .
, . . track and report successful Telematics server
332 15 | eventtothe EVOEM's cannot reliably communicate e o 5 .
. . shift in charging times downtime
telematics platform with each other .
(multiple EVs)
EV communicates an unplug = Telematics server receives DERMS reports inaccurate Internal failure
333 15 | eventtothe EVOEM's corrupted/inaccurate status charge summary to utility (if within EV,
telematics platform update error is not detectable) encoding issues
EV communicates an unplug | Telematics server receives DERMS reports inaccurate Telematics server
334 15 | eventtothe EVOEM's corrupted/inaccurate status charge summary to utility (if processing issue,
telematics platform update error is not detectable) decoding issues
EV communicates an unplug = Telematics server receives DERMS reports inaccurate
, . e s Data packet loss/
335 15 | eventtothe EVOEM's corrupted/inaccurate status charge summary to utility (if corruption
telematics platform update error is not detectable) P
EV communicates an unplug | Telematics server receives DERMS reports inaccurate Data ingestion
336 15 | eventtothe EVOEM's corrupted/inaccurate status charge summary to utility (if error g
telematics platform update error is not detectable)
. . . DERMS cannot accurately Persistent
EV communicates an unplug | Telematics server receives .
, . track and report successful telematics server
337 15 event to the EV OEM's corrupted/inaccurate status oy . . 5 L
telematics platform update shift in charging times processing issue,
P P (multiple EVs) decoding issues
DERM nnot ratel
EV communicates an unplug | Telematics server receives > cannot accurately Persistent data
, . track and report successful
338 15 event to the EV OEM's corrupted/inaccurate status o . . 5 packet loss/
telematics platform update shift in charging times corruption
P P (multiple EVs) P
. . . DERMS cannot accurately
EV communicates an unplug | Telematics server receives track and report successful Persistent data
339 15 event to the EV OEM's corrupted/inaccurate status P 5

telematics platform

update

41

shift in charging times
(multiple EVs)
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Se Severit Potential Cause
ID q Process Step/Function Potential Failure Modes Potential Effects of Failure X y R
# of Failure | of Failure
. . . DERMS cannot accurately Intermittent
EV communicates an unplug = Telematics server receives . .
, . track and report successful internal failure
340 15 | eventtothe EVOEM's corrupted/inaccurate status o s 2 .
. shift in charging times (one within EV,
telematics platform update ; L
session) encoding issues
. . . DERMS cannot accurately Intermittent
EV communicates an unplug | Telematics server receives .
, . track and report successful telematics server
341 15 event to the EV OEM's corrupted/inaccurate status oy . . 2 L
. shift in charging times (one processing issue,
telematics platform update . L
session) decoding issues
. . . DERMS cannot accurately .
EV communicates an unplug | Telematics server receives Intermittent data
, . track and report successful
342 15 event to the EV OEM's corrupted/inaccurate status . ; A 2 packet loss/
. shift in charging times (one .
telematics platform update . corruption
session)
. . . DERMS cannot accurately
EV communicates an unplug | Telematics server receives track and report successful Intermittent data
343 15 | eventtothe EVOEM's corrupted/inaccurate status o p . 2 . .
. shift in charging times (one ingestion error
telematics platform update )
session)
EV communicates an unplug | Telematics server assigns DERMS reports inaccurate Internal failure
344 15 | eventtothe EVOEM's status update to wrong active charge summary to utility (if within EV,
telematics platform session/EV internally error is not detectable) encoding issues
EV communicates an unplug = Telematics server assigns DERMS reports inaccurate Telematics server
345 15 | eventtothe EVOEM's status update to wrong active charge summary to utility (if processing issue,
telematics platform session/EV internally error is not detectable) decoding issues
EV communicates an unplug | Telematics server assigns DERMS reports inaccurate
, . e s Data packet loss/
346 15 | eventtothe EVOEM's status update to wrong active charge summary to utility (if .
. . . . corruption
telematics platform session/EV internally error is not detectable)
EV communicates an unplug | Telematics server assigns DERMS reports inaccurate Data ingestion
347 15 | eventtothe EVOEM's status update to wrong active charge summary to utility (if error &
telematics platform session/EV internally error is not detectable)
DERM nn ratel n |
DERMS polls telematics DERMS and telematics server 5 cannot accurately Unstab (.3
. . . . track and report successful connection/
348 16 | server for change in charging = cannot reliably communicate . o 5 .
. . shift in charging times communication
status and final meter values = with each other .
(multiple EVs) loss
. . DERMS cannot accuratel
DERMS polls telematics DERMS and telematics server Y
. . . . track and report successful Network
349 16 | server for change in charging = cannot reliably communicate o s 5 .
. . shift in charging times congestion
status and final meter values = with each other .
(multiple EVs)
. . DERMS cannot accuratel .
DERMS polls telematics DERMS and telematics server v High query load
. . . . track and report successful .
350 16 | server for change in charging = cannot reliably communicate e L 5 on telematics
. . shift in charging times
status and final meter values = with each other . server
(multiple EVs)
. . DERMS cannot accuratel
DERMS polls telematics DERMS and telematics server y
. . . . track and report successful .
351 16 server for change in charging = cannot reliably communicate . . . 5 Server downtime
. . shift in charging times
status and final meter values = with each other .
(multiple EVs)
Intermittent
DERMS polls telematics L DERMS reports inaccurate internal failure
. . DERMS receives inaccurate or e g s .
352 16 | server for change in charging = . . . charge summary to utility (if within telematics
. incomplete status information . .
status and final meter values error is not detectable) server, encoding
issues
Intermittent
DERMS polls telematics L DERMS reports inaccurate
. . DERMS receives inaccurate or e DERMS
353 16 | server for change in charging = . . . charge summary to utility (if N
. incomplete status information ) processing issue,
status and final meter values error is not detectable) L
decoding issues
DERMS polls telematics L DERMS reports inaccurate .
P . . DERMS receives inaccurate or P e Intermittent data
354 16 | server for change in charging charge summary to utility (if

status and final meter values

incomplete status information

42

error is not detectable)

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

ingestion error
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Seq

Process Step/Function

Potential Failure Modes

Potential Cause
of Failure

Severity
of Failure

Potential Effects of Failure

355

356

357

358

359

360

361

362

363

364

365

366

367

16

16

16

16

16

16

16

16

16

16

16

16

16

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives inaccurate or
incomplete status information

DERMS receives status and
location update for wrong EV

DERMS receives status and
location update for wrong EV

43

DERMS reports inaccurate
charge summary to utility (if
error is not detectable)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times (one
EV/session)

DERMS cannot accurately
track and report successful
shift in charging times (one
EV/session)

DERMS cannot accurately
track and report successful
shift in charging times (one
EV/session)

DERMS cannot accurately
track and report successful
shift in charging times (one
EV/session)

DERMS reports inaccurate
charge summary to utility (if
error is not detectable)

DERMS reports inaccurate
charge summary to utility (if
error is not detectable)

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

Data packet loss/
corruption

Persistent
internal failure
within telematics
server, encoding
issues

Persistent DERMS
processing issue,
decoding issues

Persistent data
ingestion error

Incorrect/
incomplete API
implementation
and/or APl errors

Persistent data
packet loss/
corruption

Low resolution in
enumerations

Intermittent
internal failure
within telematics
server, encoding
issues
Intermittent
DERMS
processing issue,
decoding issues

Intermittent data
ingestion error

Data packet loss/
corruption

Intermittent
internal failure
within telematics
server, encoding
issues
Intermittent
DERMS
processing issue,
decoding issues
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Seq

Process Step/Function

Potential Failure Modes

Potential Effects of Failure

Severity
of Failure

368

369

370

371

372

373

374

375

376

377

378

379

380

381

16

16

16

16

16

16

16

16

16

16

16

16

16

16

DERMS polls telematics
server for change in charging
status and final meter values
DERMS polls telematics
server for change in charging
status and final meter values
DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values
DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS polls telematics
server for change in charging
status and final meter values

DERMS receives status and
location update for wrong EV

DERMS receives status and
location update for wrong EV

DERMS receives status and
location update for wrong EV

DERMS receives status and
location update for wrong EV

DERMS receives status and
location update for wrong EV

DERMS receives status and
location update for wrong EV

DERMS receives status and
location update for wrong EV

DERMS receives status and
location update for wrong EV

DERMS receives inaccurate
charging load and/or meter
values

DERMS receives inaccurate
charging load and/or meter
values

DERMS receives inaccurate
charging load and/or meter
values
DERMS receives inaccurate
charging load and/or meter
values

DERMS receives inaccurate
charging load and/or meter
values

DERMS receives inaccurate
charging load and/or meter
values
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DERMS reports inaccurate
charge summary to utility (if
error is not detectable)
DERMS reports inaccurate
charge summary to utility (if
error is not detectable)
DERMS reports inaccurate
charge summary to utility (if
error is not detectable)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS reports inaccurate
charge summary to utility (if
error is not detectable)

DERMS reports inaccurate
charge summary to utility (if
error is not detectable)

DERMS reports inaccurate
charge summary to utility (if
error is not detectable)
DERMS reports inaccurate
charge summary to utility (if
error is not detectable)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

DERMS cannot accurately
track and report successful
shift in charging times
(multiple EVs)

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

Potential Cause
of Failure

Intermittent data
ingestion error

Data packet loss/
corruption

EV measurement
error

Persistent
internal failure

5 within telematics
server, encoding
issues

Persistent DERMS
5 processing issue,
decoding issues

Persistent data
ingestion error

Incorrect/
incomplete API
implementation
and/or API errors

Persistent data
5 packet loss/
corruption

Intermittent
internal failure
within telematics
server, encoding
issues
Intermittent
DERMS
processing issue,
decoding issues

Intermittent data
ingestion error

Data packet loss/
corruption

Persistent
internal failure

5 within telematics
server, encoding
issues

Persistent DERMS
5 processing issue,
decoding issues
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S S it Potential C
ID q Process Step/Function Potential Failure Modes Potential Effects of Failure evel:l y 0 er'l tal Lause
# of Failure | of Failure
DE
DERMS polls telematics DERMS receives inaccurate RMS cannot accurately .
. . . track and report successful Persistent data
382 16 server for change in charging = charging load and/or meter o . . 5 . .
. shift in charging times ingestion error
status and final meter values | values .
(multiple EVs)
DERMS polls telematics DERMS receives inaccurate DERMS cannot accurately !ncorrect/
. . . track and report successful incomplete API
383 16 | server for change in charging = charging load and/or meter o . 5 . .
status and final meter values = values shift in charging times implementation
(multiple EVs) and/or APl errors
DERMS t tel
DERMS polls telematics DERMS receives inaccurate cannot accurately Persistent data
. . . track and report successful
384 16 | server for change in charging = charging load and/or meter e o 5 packet loss/
. shift in charging times .
status and final meter values | values . corruption
(multiple EVs)
Intermittent
. . . DERMS t tel . .
DERMS polls telematics DERMS receives inaccurate cannot accrately internal failure
. . . track and report successful . .
385 16 | server for change in charging = charging load and/or meter o L 2 within telematics
) shift in charging times (one )
status and final meter values = values . server, encoding
EV/session) .
issues
. . . DERMS t tel Int ittent
DERMS polls telematics DERMS receives inaccurate cannot accurately ntermitten
. . . track and report successful DERMS
386 16 | server for change in charging = charging load and/or meter o .. 2 L
. shift in charging times (one processing issue,
status and final meter values | values . L
EV/session) decoding issues
DERM t tel
DERMS polls telematics DERMS receives inaccurate 5 cannot accurately .
. . . track and report successful Intermittent data
387 16 | server for change in charging = charging load and/or meter . o 2 . .
. shift in charging times (one ingestion error
status and final meter values | values .
EV/session)
. Lo DERMS t tel
DERMS polls telematics DERMS receives inaccurate cannot accurately
. . . track and report successful Data packet loss/
388 16 | server for change in charging = charging load and/or meter o s 2 .
. shift in charging times (one corruption
status and final meter values | values .
EV/session)
Intermittent
DERMS polls telematics DERMS receives charging load/ | DERMS reports inaccurate internal failure
389 16 | server for change in charging = meter values for wrong active charge summary to utility (if within telematics
status and final meter values = session/EV error is not detectable) server, encoding
issues
Int ittent
DERMS polls telematics DERMS receives charging load/ | DERMS reports inaccurate I;]EEE\TSI en
390 16 | server for change in charging = meter values for wrong active charge summary to utility (if -
. . . processing issue,
status and final meter values = session/EV error is not detectable) L
decoding issues
DERMS polls telematics DERMS receives charging load/ | DERMS reports inaccurate .
. . . e Intermittent data
391 16 | server for change in charging = meter values for wrong active charge summary to utility (if ingestion error
status and final meter values = session/EV error is not detectable) &
DERMS polls telematics DERMS receives charging load/ | DERMS reports inaccurate
. . . e Data packet loss/
392 16 | server for change in charging = meter values for wrong active charge summary to utility (if corruption
status and final meter values = session/EV error is not detectable) P
Persistent
. . . DERMS t tel . .
DERMS polls telematics DERMS receives charging load/ cannot accurately internal failure
. . . track and report successful e .
393 16 | server for change in charging = meter values for wrong active o L 5 within telematics
. . shift in charging times .
status and final meter values = session/EV . server, encoding
(multiple EVs) .
issues
. . . DERMS t tel .
DERMS polls telematics DERMS receives charging load/ cannot accurately Persistent DERMS
. . . track and report successful L
394 16 | server for change in charging = meter values for wrong active 5 processing issue,

status and final meter values

session/EV

45

shift in charging times
(multiple EVs)

This report is available at no cost from the National Laboratory of the Rockies (NLR) at

decoding issues
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Se Severit Potential Cause
ID q Process Step/Function Potential Failure Modes Potential Effects of Failure X y R
# of Failure | of Failure
DERMS cannot accuratel
DERMS polls telematics DERMS receives charging load/ y .
. . . track and report successful Persistent data
395 16 | server for change in charging = meter values for wrong active o s 5 . .
. . shift in charging times ingestion error
status and final meter values = session/EV .
(multiple EVs)
. . . DERMS cannot accuratel Incorrect
DERMS polls telematics DERMS receives charging load/ v . /
. . . track and report successful incomplete API
396 16 | server for change in charging = meter values for wrong active o . 5 . .
status and final meter values = session/EV shift in charging times implementation
(multiple EVs) and/or API errors
DERMS cannot accuratel
DERMS polls telematics DERMS receives charging load/ Y Persistent data
. . . track and report successful
397 16 | server for change in charging = meter values for wrong active e o 5 packet loss/
. . shift in charging times .
status and final meter values = session/EV . corruption
(multiple EVs)
- . o DERMS cannot accuratel Unstable
DERMS periodically provides DERMS and utility cannot v .
. . . . track and report successful connection/
398 17 | areport of all charge sessions | reliably communicate with o L 5 .
. . shift in charging times communication
on registered vehicles each other .
(multiple EVs) loss
DERM nnot ratel
DERMS periodically provides DERMS and utility cannot > cannot accurately
. . . . track and report successful Network
399 17 | areport of all charge sessions | reliably communicate with e L 5 .
. . shift in charging times congestion
on registered vehicles each other .
(multiple EVs)
- . - DERMS cannot accuratel
DERMS periodically provides DERMS and utility cannot ¥
. . . . track and report successful .
400 17 | areport of all charge sessions | reliably communicate with o L 5 Server downtime
. . shift in charging times
on registered vehicles each other .
(multiple EVs)
DERMS periodically provides Utility receives inaccurate start | DERMS reports inaccurate In.ter.nal f.a.|lure
. . e within utility
401 17 | areport of all charge sessions = and/or stop times for a charge summary to utility (if .
. . . \ . . server, decoding
on registered vehicles registered EV's sessions error is not detectable) issues
DERMS periodically provides Utility receives inaccurate start | DERMS reports inaccurate DERMS
402 17 | areport of all charge sessions = and/or stop times for a charge summary to utility (if processing issue,
on registered vehicles registered EV's sessions error is not detectable) encoding issues
s . - . . . Incorrect
DERMS periodically provides Utility receives inaccurate start | DERMS reports inaccurate . /
. . e incomplete API
403 17 | areport of all charge sessions = and/or stop times for a charge summary to utility (if . .
. . . \ . . implementation
on registered vehicles registered EV's sessions error is not detectable)
and/or APl errors
DERMS periodically provides Utility receives inaccurate start | DERMS reports inaccurate
. . e s Data packet loss/
404 17 | areport of all charge sessions = and/or stop times for a charge summary to utility (if .
. . . \ . ) corruption
on registered vehicles registered EV's sessions error is not detectable)
Persistent
- . . L DERMS cannot accuratel . .
DERMS periodically provides Utility receives inaccurate start Y internal failure
. . track and report successful . -
405 17 | areport of all charge sessions = and/or stop times for a o s 5 within utility
. . ; \ . shift in charging times .
on registered vehicles registered EV's sessions . server, decoding
(multiple EVs) .
issues
- . - L DERMS cannot accuratel .
DERMS periodically provides Utility receives inaccurate start Y Persistent DERMS
. . track and report successful L
406 17 | areport of all charge sessions = and/or stop times for a o L 5 processing issue,
. . . \ . shift in charging times L
on registered vehicles registered EV's sessions . encoding issues
(multiple EVs)
- . - L DERMS cannot accuratel .
DERMS periodically provides Utility receives inaccurate start v Persistent data
. . track and report successful
407 17 | areport of all charge sessions | and/or stop times for a e o 5 packet loss/
. . . \ . shift in charging times .
on registered vehicles registered EV's sessions . corruption
(multiple EVs)
- . . L . Internal failure
DERMS periodically provides Utility receives inaccurate DERMS reports inaccurate within utilit
408 17 | areport of all charge sessions = meter value for a registered charge summary to utility (if ¥ .
. . ; . . server, decoding
on registered vehicles EV's sessions error is not detectable) issues
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Severity
of Failure

S
ID #eq Process Step/Function Potential Failure Modes Potential Effects of Failure
DERMS periodically provides Utility receives inaccurate DERMS reports inaccurate
409 17 | areport of all charge sessions = meter value for a registered charge summary to utility (if
on registered vehicles EV's sessions error is not detectable)
DERMS periodically provides Utility receives inaccurate DERMS reports inaccurate
410 17 | areport of all charge sessions | meter value for a registered charge summary to utility (if
on registered vehicles EV's sessions error is not detectable)
DERMS periodically provides Utility receives inaccurate DERMS reports inaccurate
411 17 | areport of all charge sessions = meter value for a registered charge summary to utility (if
on registered vehicles EV's sessions error is not detectable)
DERMS periodically provides Utility receives inaccurate DERMS cannot accurately
. . track and report successful
412 17 | areport of all charge sessions = meter value for a registered o L
. . ; . shift in charging times
on registered vehicles EV's sessions .
(multiple EVs)
DERMS t tel
DERMS periodically provides Utility receives inaccurate cannot accurately
. . track and report successful
413 17 | areport of all charge sessions = meter value for a registered e L
. . } . shift in charging times
on registered vehicles EV's sessions .
(multiple EVs)
DERMS periodically provides Utility receives inaccurate DERMS cannot accurately
. . track and report successful
414 17 | areport of all charge sessions = meter value for a registered e L
. . ; . shift in charging times
on registered vehicles EV's sessions .
(multiple EVs)
DERMS periodically provides . . . . DERMS reports inaccurate
. Utility receives session details e
415 17 | areport of all charge sessions charge summary to utility (if
. . for the wrong EV .
on registered vehicles error is not detectable)
DERMS periodically prowc.IeS Utility receives session details DERMS reports |naccur§te _
416 17 | areport of all charge sessions charge summary to utility (if
. . for the wrong EV .
on registered vehicles error is not detectable)
DERMS periodically provides . . . . DERMS reports inaccurate
. Utility receives session details e
417 17 | areport of all charge sessions charge summary to utility (if
. . for the wrong EV .
on registered vehicles error is not detectable)
DERMS periodically prov@es Utility receives session details DERMS reports maccu_rgﬂe _
418 17 | areport of all charge sessions charge summary to utility (if
. . for the wrong EV .
on registered vehicles error is not detectable)
s . DERMS t tel
DERMS periodically provides . . . . cannot accurately
. Utility receives session details track and report successful
419 17 | areport of all charge sessions o s
. . for the wrong EV shift in charging times
on registered vehicles -
(multiple EVs)
s . DERMS t tel
DERMS periodically provides - . . . cannot accurately
. Utility receives session details track and report successful
420 17 | areport of all charge sessions o L
. . for the wrong EV shift in charging times
on registered vehicles .
(multiple EVs)
- . DERMS cannot accuratel
DERMS periodically provides Utility receives session details track and report suuccesszul
421 17 | areport of all charge sessions v P

on registered vehicles

for the wrong EV

shift in charging times
(multiple EVs)

Potential Cause
of Failure

DERMS
processing issue,
encoding issues
Incorrect/
incomplete API
implementation
and/or APl errors

Data packet loss/
corruption

Persistent
internal failure

5 within utility
server, decoding
issues

Persistent DERMS
5 processing issue,
encoding issues

Persistent data
5 packet loss/
corruption

Internal failure
within utility
server, decoding
issues

DERMS
processing issue,
encoding issues
Incorrect/
incomplete API
implementation
and/or APl errors

Data packet loss/
corruption

Persistent
internal failure

5 within utility
server, decoding
issues

Persistent DERMS
5 processing issue,
encoding issues

Persistent data
5 packet loss/
corruption
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Appendix C: Full Sequence Diagram, Use Case 2

EV driver 1SO 15118-2 EV

Pricing based

logic inside EV (opted-in by User)

18O 15118-02&

capable EVSE

OCPP 20.1

OCPP 20.1CSMS

EVSE «» CSMS:  Webs ocket

b

[1}

Secondary Actor (SA)

I CSMS « SA/Usiity  HTTP
s

Lo

tanff servers for

T
CSMS keeps track of 1
each charging location. |/

| _HTTP GET (TariffProfieList)

Time of use tariff configuration . IEEE 2030.5 exampl J

‘HTTPZW

le HTTP 200

(2}

Le HTTP 200

le HTTP 200

(HTTPM

HTTP GET RateComponentList)

HTTP GET (ReadingType]

HTTP GET (TimeTanffintervailist)
ulLA-ARULLLE Lol . S

HTTP GET (Consu nwnfmmmcwaltlﬂ

—=--=--=-

A: CSMS forwards information to EVSE imi

receivi

| _ DataT [TariffTable)

(3}

1
1
1
1
1
|
'
|
|
1
1
|
|
|
|
|
|
1
|
|
1
|
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1
1
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'
|
|
|
|
|
1
|
1
'
1
1
1
1
1
1
|
1
|
1
1
1
1
|

U;:nTrmsmeeswnse(gms =Accepted)

]

Initialization, Authentication, and Authorization
\ EV Driver plugs in charging cable _|
1

EV—EVSE: TCP/TLS

g

=Occupied, evseld= 1

StatusNotificationRe sponse()

TransactonEsniRlsquesiovedfyps = Sured limestamp iggerResson = CabisPloggedi, seqNu

=EVConnedted), evse(id = 1.

=1, AppProtocal Priority = 1)

=umiso15118:2:2013MsgDef,

TransactionEv entRe sponse()

ServicelD

e -

fl AuthonzeReq() H
E [Until user iitiates authorization. 60s Timeout (V2G_EVCC_Ongaing_Timeout])
L Authort OK, ng = Ongoing |
AuthonzeReq()
. loop. m—um i completed. 60s Timeout (V2G_EVCC_Ongoing_Timeout]]
OK EVSEProcessing = Ongoing)
AuthorizeReq()
L ng = Finished, de = Accepted)

i
|
i
|
|
|
|
|
|
|
|
|
|
|
|
i
|
|
i
t
|
i
i
| SanicaDisconRenRasponsacode = oxpmmomnpayn-monon ExtemalPayment,
|
|
|
|
|
|
|
|
|
|
|
i
i
|
|
|
|
|
i
i
i
|
|
|
i
1
i

Notfy EV driver about successful
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| | quest{eventTyps = Updated, = EViConnected, riggerReasan = Authorized) | 1
| [ I
9 T LL TransactionEventRe sponse status = Accepted) U :
T T T |
Charge Scheduling ) 1 1 |
| ChargeParameterDiscoveryR eq(RequestedEnergyTransferode = AC_single_phase_core | | |
| _DeparturaTime, EAmount, EVWaxVolige, EVMaxCurrent, EVMinCurrent) | 1 |
I |
NolifyEVCH =1, charga AC_single_phase, : !
2 , evMinCurtent, evMaxCurrent i @ |
]
[l i
. 1
T |
Toop T SeiCharging® rofleR epiest is recerved from CSAS] ! !
ChargePar i yRes( ode = 0K g = Ongoing 1 1
AC_EVSECharg . EVSEStaws EVSE EVSEMaxCurment)) ! !
11 ||= ChargeParameterDiscoveryRegR ransierMade = AC_single_phase_cors. : |
DepartureTime, EAmount, EVMaxVoltge, EVMaxCumrent. EVMinCument) : :
| |
Option B: CSMS waits for an active transaction to s end charging profile & tarifts H |
DataTransfer Requestivendod d, [messageld]. [TadfiTable]) L :
|
DataTransferResponse(stalus = Accepted) iJ |
|
T 1
Chargel y de = OK, EVSEProcessing = Finished, SASchedulel ist{SalesTarif), 1 |
[ Ac eveec X EVSEMaxCurrent)) : 1
1 1
Calculate optimized charge | |
schedule based on prices 1 |
L |
! ) 1
| s EV Ready for Energy Transfer? p : :
Option I: EV wants to pause session ( To wait for optimal time to start) ./ : :
| PowerD rog = Stop} i :
' |
EVSE holds anto SessioniD, ! !
authorization, & SASchedule | |
(including Id) information 1 |
1 1
| PowerDein sryRes(Ra sponse Code = OK) | |
1 |
EV shall change CP State to B and | |
ke ep connector locked (recommended) [l 1
1 1
— | i
SessionStopRes(ResponseCode = OK) 1 13|
' 1
i EVSE shall rn of CP osol i i
' : :
[ EV~EVSE: Close TCP/TLS B 1 1
1 |
1 |
| VWWhen ready, EVCC restarts session via IEC 61851.23:2023 (CC.5.2.4) H i !
1 |
| Goto™ and " phase described above 9 ' !
1 1 1
EVCC uses previous SessionlD, payment 1 1 1
option, SASche duleTuple again according H H H
10150 15118-2:2014 [V2G2.741] 1 | |
n L : :
Option II: EV s ] ! !
| PowerDsliveryRsqiChargsProgress = Start, 1 ' |
| ChargingPrafie(ChargePy . ChargePr ) ! . !
Contactor Closed i |
i i
PowarDeliveryRes(ResponseCoda = OK AC_EVSEStalus()) | |
T T 1 |
: | NotfyEVChargingScheduleR eque stitime Base. evseld = 1. charging Schedu le() ] :
14 H NatfyEVChargingScheduleRespanse(status = Accepled) U H
1 T T 1
| ! eveniType = U pdated, = Charging, triggerReason = Ct hanged) _ | !
[
15 i LL Tran sactionEyentRe sponse (status = Acce pted) U |
1
T '
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Appendix D: PFMEA Table, Use Case 2

Seq | Process Potential Failure Potential Effects of Customer  Utility Overa'll Potential Cause

ID . . . ! Severity .

# Step/Function Modes Failure Severity Severity (Avg.) of Failure
CSMS keeps track of CSMS loses track Wro'ng/default tariffs
tariff servers for . applied, customer Database
1 1 . of tariff server for ) . ;
each charging . . disputes (higher-than- corruption
. a charging location .
location actual session cost)
CSMS keeps track of CSMS loses track Wro.ng/default tariffs
tariff servers for . applied, customer Manual entry
2 1 . of tariff server for . .
each charging . . disputes (higher-than- error
. a charging location .
location actual session cost)
CSMS keeps track of CSMS loses track Wro.ng/default tariffs
tariff servers for . applied, customer Incorrect

3 1 . of tariff server for . . .

each charging . . disputes (higher-than- mapping
. a charging location .

location actual session cost)

CSMS keeps track of CSMS loses track Wro'ng/default tariffs

tariff servers for . applied, revenue loss Database

4 1 . of tariff server for . .

each charging . . (lower-than-actual session corruption
. a charging location
location cost)
CSMS keeps track of CSMS loses track Wropg/default tariffs
tariff servers for . applied, revenue loss Manual entry
5 1 . of tariff server for .
each charging . . (lower-than-actual session error
. a charging location
location cost)
CSMS keeps track of CSMS loses track Wro'ng/default tariffs
tariff servers for . applied, revenue loss Incorrect

6 1 . of tariff server for . .

each charging ) ) (lower-than-actual session mapping
. a charging location

location cost)

CSMS keeps track of | CSMS accesses the | Wrong tariffs applied,

7 1 tariff servers for wrong tariff server | customer disputes Database
each charging for a charging (higher-than-ideal session corruption
location location cost)

CSMS keeps track of | CSMS accesses the | Wrong tariffs applied,
tariff servers for wrong tariff server = customer disputes Manual entry

8 1 . . . . .
each charging for a charging (higher-than-ideal session error
location location cost)

CSMS keeps track of | CSMS accesses the | Wrong tariffs applied,

9 1 tariff servers for wrong tariff server = customer disputes Incorrect
each charging for a charging (higher-than-ideal session mapping
location location cost)

CSMS keeps track of = CSMS accesses the | Wrong/default tariffs
tariff servers for wrong tariff server = applied, revenue loss Database

10 1 . . . . )
each charging for a charging (lower-than-ideal session corruption
location location cost)

CSMS keeps track of = CSMS accesses the | Wrong/default tariffs

1 1 tariff servers for wrong tariff server = applied, revenue loss Manual entry
each charging for a charging (lower-than-ideal session error
location location cost)

CSMS keeps track of = CSMS accesses the = Wrong/default tariffs

12 1 tariff servers for wrong tariff server = applied, revenue loss Incorrect
each charging for a charging (lower-than-ideal session mapping
location location cost)

CSMS keeps track of CSM.S contains
. duplicate or . . .
tariff servers for - . Inconsistent pricing and Multiple sources

13 1 . conflicting tariff .
each charging user confusion of truth

. servers for a
location . .
charging location
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Seq Process Potential Failure Potential Effects of Customer  Utility Overa.ll
ID . . . . Severity
# Step/Function Modes Failure Severity Severity (Avg.)
CSMS keeps track of gi'v:isc:fen(tims
tariff servers for P - . Internal CSMS error while
14 1 . conflicting tariff . .
each charging fetching tariffs
. servers for a
location . .
charging location
CSMS and tariff
CSMS gets tariffs server cannot Failed charging session
15 2 from ADMS/ reliably ONLY if default tariffs are
DERMS/utility communicate with | not configured
each other
CSMS and tariff
CSMS gets tariffs server cannot Failed charging session
16 2 from ADMS/ reliably ONLY if default tariffs are
DERMS/utility communicate with | not configured
each other
CSMS and tariff
CSMS gets tariffs server cannot Failed charging session
17 2 from ADMS/ reliably ONLY if default tariffs are
DERMS/utility communicate with | not configured
each other
CSMS gets tariffs \C/\lljl;igizarrg: ?ﬁz:ed,
18 2 from ADMS/ Inaccurate tariffs (hi her-than-?deal session
DERMS/utility g
cost)
CSMS gets tariffs ijzlzgriza:-rcljfifss ?ﬁzz:ed,
19 2 from ADMS/ Inaccurate tariffs (hi her-than-'i)deal session
DERMS/utility €
cost)
CSMS gets tariffs \cl\tlj?t)cr:rizrclififss a:zz:ed,
20 2 from ADMS/ Inaccurate tariffs X p .
L (higher-than-ideal session
DERMS/utility
cost)
CSMS gets tariffs \c/\lljg('zgrizarrcljfif: a:f;z:ed,
21 2 from ADMS/ Inaccurate tariffs (hi her-than-Fi)deaI session
DERMS/utility &
cost)
CSMS gets tariffs \cl\tljgfc)giza:'rzljfifss ?,F;ZEEd,
22 2 from ADMS/ Inaccurate tariffs (hi her-than-’i)deal session
DERMS/utility e
cost)
Dot
23 2 from ADMS/ Inaccurate tariffs pplied, . .
o (lower-than-ideal session
DERMS/utility
cost)
ot
24 2 from ADMS/ Inaccurate tariffs pplied, . .
. (lower-than-ideal session
DERMS/utility
cost)
ot s
25 2 from ADMS/ Inaccurate tariffs pplied,

DERMS/utility

(lower-than-ideal session
cost)

52

Potential Cause
of Failure

Multiple sources
of truth

Unstable
connection/
communication
loss

Network
congestion

Server
downtime

Time zone
mismatch

Data packet
loss/corruption

Internal failure
within tariff
server, encoding
issues

CSMS
processing
issue, decoding
issues
Incorrect/
incomplete
protocol
implementation

Time zone
mismatch

Data packet
loss/corruption

Internal failure
within tariff
server, encoding
issues
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Seq Process Potential Failure Potential Effects of Customer  Utility Overa.ll
ID . . . . Severity
# Step/Function Modes Failure Severity Severity (Avg.)
e
26 2 from ADMS/ Inaccurate tariffs pplied, ) )
. (lower-than-ideal session
DERMS/utility
cost)
ot
27 2 from ADMS/ Inaccurate tariffs pplied, : .
L (lower-than-ideal session
DERMS/utility
cost)
CSMS gets tariffs . .
28 2 from ADMS/ Inaccurate tariffs gi:ﬁ:eg:c?rfllfaftstzgilridéurve
DERMS/utility
CSMS gets tariffs . .
29 2 from ADMS/ Inaccurate tariffs }/;/i:z:eg :jrfll];ftst:m:?edc’urve
DERMS/utility
CSMS gets tariffs . .
30 2 from ADMS/ Inaccurate tariffs gi:ﬁ:eg:c?rfllfaftstzgilridéurve
DERMS/utility
CSMS gets tariffs . .
31 2 from ADMS/ Inaccurate tariffs }/;/53?5 :c?:‘:zf:t:Eri:?edéurve
DERMS/utility
CSMS gets tariffs . .
32 2 from ADMS/ Inaccurate tariffs gi:ﬁ:f:jrf:g:tzgﬁuidéurve
DERMS/utility
CSMS gets tariffs Undercharging customer,
33 2 fromADMS/ Outdated tariffs """ Ioi & '
DERMS/utility
CSMS gets tariffs Overcharging customer
34 2 from ADMS/ Outdated tariffs legal comg Iifnce risks !
DERMS/utility & P
. Latency in
M
CSMS gets tariffs retrieving tariff Delayed transactions, user
35 2 from ADMS/ . - o .
o information from dissatisfaction
DERMS/utility
server
. Latency in
CSMS gets tariffs retrieving tariff Delayed transactions, user
36 2 from ADMS/ information from dissatisfaction
DERMS/utility
server
CSMS gets tariffs ES,c\iAaS:cefatlzlasritf?s
37 2 from ADMS/ P . Incorrect tariffs
o based on location-
DERMS/utility .
specific rules
CSMS gets tariffs SS't\:I/IaSt:atlaI\iitf(f)s Regulator
38 2 from ADMS/ bgsed on location- noﬁcom I\i/ance
DERMS/utility a P
specific rules
CsMS forwards o disptes
39 3 tariff information to = Inaccurate tariffs P

charge station/EVSE

(higher-than-ideal session
cost)

53

Potential Cause
of Failure

CSMS
processing
issue, decoding
issues
Incorrect/
incomplete
protocol
implementation

Time zone
mismatch

Data packet
loss/corruption

Internal failure
within tariff
server, encoding
issues

CSMS
processing
issue, decoding
issues
Incorrect/
incomplete
protocol
implementation
Internal failure
within tariff
server

Internal failure
within tariff
server

High query load

Inefficient
routing

Missed location-
specific policy
changes in tariff
server

Missed location-
specific policy
changes in tariff
server

Incorrect/
incomplete
protocol
implementation
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D Seq | Process Potential Failure Potential Effects of
# Step/Function Modes Failure
CsMs forwards e disptos
40 3 tariff information to = Inaccurate tariffs . p .
. (higher-than-ideal session
charge station/EVSE
cost)
CsMS forwards e disputes
41 3 tariff information to = Inaccurate tariffs . p .
. (higher-than-ideal session
charge station/EVSE
cost)
cous s ey
42 3 tariff information to  Inaccurate tariffs X p .
. (higher-than-ideal session
charge station/EVSE
cost)
CSMS forwards . .
43 3 tariff information to = Inaccurate tariffs }/Zizzpeg:jrfllzftst:mﬁdéurve
charge station/EVSE
CSMS forwards . .
a4 3 tariff information to  Inaccurate tariffs X:;S:eg ::rfllgftstzglzll:zdéurve
charge station/EVSE
CSMS forwards . .
45 3 tariff information to = Inaccurate tariffs }/Zizzpeg:jrfllzftst:mﬁdéurve
charge station/EVSE
CSMS forwards . .
46 3 tariff information to  Inaccurate tariffs X:;S:f :jrfllzf:t:?;u?edéurve
charge station/EVSE
CSMS forwards . .
47 3 tariff information to = Inaccurate tariffs \r/i\::(c;ng tariff applied, legal
charge station/EVSE
CSMS forwards . .
48 3 tariff information to  Inaccurate tariffs \rli\g(c;ng tariff applied, legal
charge station/EVSE
CSMS forwards . .
49 3 tariff information to = Inaccurate tariffs \r/i\g:;ng tariff applied, legal
charge station/EVSE
CSMS forwards . .
50 3 tariff information to  Inaccurate tariffs \rli\:::ng tariff applied, legal
charge station/EVSE
initial EV-to-EvsE  E/EVSEfailto
communication establish a data
51 4 link Failed charge session
handshake (pre- .
. communication
V2G session) .
session
initial EV-to-EvsE  E/EVSEfailto
communication establish a data
52 4 link Failed charge session
handshake (pre- .
. communication
V2G session) .
session
. EV/EVSE fail to
Icr:)l;c\inarlniri::::clii:/:E establish a data
53 4 link Failed charge session
handshake (pre- communication
V2G session)

session

54

Customer
Severity

Utility
Severity

Overall
Severity
(Avg.)

Potential Cause
of Failure

Data packet
loss/corruption

Internal failure
within CSMS,
encoding issues

EVSE processing
issue, decoding
issues

Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within CSMS,
encoding issues
EVSE processing
issue, decoding
issues
Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within CSMS,
encoding issues
EVSE processing
issue, decoding
issues

Faulty hardware
(PLC chip inside
EV/EVSE)

Incompatible
protocols

Connector issue
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D Seq Process Potential Failure Potential Effects of
# Step/Function Modes Failure
Initial EV-to-Evse | CV/EVSEfailto
communication establish a data
54 4 link Failed charge session
handshake (pre- communication
V2G session) .
session
Initial EV-to-EvsE | CV/EVSE fail to
communication establish a data
55 4 link Failed charge session
handshake (pre- communication
V2G session) .
session
Initial EV-to-gvse | Co/EVSE fail to
communication establish a data
56 4 link Failed charge session
handshake (pre- communication
V2G session) .
session
CSMS and EVSE Failed charge session
EVSE updates its cannot reliably ONLY if EVSE is not
57 5 R . . .
status to CSMS communicate with | configured to charge in
each other offline mode
CSMS and EVSE Failed charge session
58 5 EVSE updates its cannot reliably ONLY if EVSE is not
status to CSMS communicate with | configured to charge in
each other offline mode
CSMS and EVSE Failed charge session
59 5 EVSE updates its cannot reliably ONLY if EVSE is not
status to CSMS communicate with | configured to charge in
each other offline mode
CSMS and EVSE Failed charge session
EVSE updates its cannot reliably ONLY if EVSE is not
60 5 R . . .
status to CSMS communicate with | configured to charge in
each other offline mode
CSMS does not have
. Inaccurate accurate information
61 5 EVSE updates its connectorStatus about status of EVSE and
status to CSMS . .
communicated its connector, sequence
failure
CSMS does not have
. Inaccurate accurate information
62 5 EVSE updates its connectorStatus about status of EVSE and
status to CSMS . .
communicated its connector, sequence
failure
CSMS does not have
. Inaccurate accurate information
63 5 EVSE updates its connectorStatus about status of EVSE and
status to CSMS . .
communicated its connector, sequence
failure
CSMS does not have
. Inaccurate accurate information
64 5 EVSE updates its connectorStatus about status of EVSE and

status to CSMS

communicated

its connector, sequence
failure

55

Customer
Severity

Utility
Severity

Overall
Severity
(Avg.)

Potential Cause
of Failure

4.5

4.5

4.5

Signal integrity
issue (noise)

Electric vehicle
communications
controller
(EVCC) firmware
crash

Supply
equipment
communications
controller (SECC)
firmware crash

4.5

4.5

4.5

4.5

Unstable
connection/
communication
loss

Network
congestion

CSMS downtime

Charger
firmware crash

Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within EVSE
firmware,
encoding issues

CSMS
processing
issue, decoding
issues
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Seq Process Potential Failure Potential Effects of Customer  Utility vera. Potential Cause
ID . . . ! Severity R
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
CSMS assigns
connectolritatus to the Incorrect/
EVSE updates its Inaccurate evseld/ incomplete
65 5 wrong EVSE and
status to CSMS connectorlD . protocol
connector, incorrect . .
. . implementation
availability tracking
CSMS assigns
. connectorStatus to the
EVSE updates its Inaccurate evseld/ Y Data packet
66 5 wrong EVSE and .
status to CSMS connectorlD . loss/corruption
connector, incorrect
availability tracking
CSMS assigns .
connectorStatus to the Internal failure
67 5 EVSE updates its Inaccurate evseld/ wrong EVSE and within EVSE
status to CSMS connectorlD & . firmware,
connector, incorrect encoding issues
availability tracking g
CSMS assigns CSMS
. connectorStatus to the .
68 5 EVSE updates its Inaccurate evseld/ wrong EVSE and processing
status to CSMS connectorlD g . issue, decoding
connector, incorrect issues
availability tracking
CSMS assigns
g Incorrect/
. connectorStatus to the .
EVSE updates its Inaccurate evseld/ incomplete
69 5 wrong EVSE and 2 1 1.5
status to CSMS connectorlD . protocol
connector, potential . .
. implementation
conflict error
CSMS assigns
. connectorStatus to the
70 5 EVSE updates its Inaccurate evseld/ wrong EVSE and 2 1 15 Data packet
status to CSMS connectorlD g . : loss/corruption
connector, potential
conflict error
Smse?tsjlrgsr'::tus to the Internal failure
EVSE updates its Inaccurate evseld/ within EVSE
71 5 wrong EVSE and 2 1 1.5 ¥
status to CSMS connectorlD . firmware,
connector, potential .
. encoding issues
conflict error
CSMS assigns CSMS
EVSE updates its Inaccurate evseld/ connectorstatus to the rocessin
72 5 P wrong EVSE and 2 1 1.5 p & .
status to CSMS connectorlD . issue, decoding
connector, potential .
. issues
conflict error
M EVSE Fail h i |
EVSE indicates the CSMS and' VS ailed 'c arge 'sesswn Unstabt'e
cannot reliably ONLY if EVSE is not connection/
73 6 start of a new . . . . 2 1 1.5 S
. communicate with | configured to charge in communication
transaction to CSMS .
each other offline mode loss
EVSE indicates the CSMS and.EVSE Failed .charge .se55|on
cannot reliably ONLY if EVSE is not Network
74 6 start of a new . . . . 2 1 1.5 .
. communicate with | configured to charge in congestion
transaction to CSMS .
each other offline mode
Cutingotestre | SHTINSE | Tt e crrer
75 6 start of a new v 2 1 1.5 g

transaction to CSMS

communicate with
each other

configured to charge in
offline mode

56

firmware crash
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Seq Process Potential Failure Potential Effects of Customer  Utility vera. Potential Cause
ID . . . ! Severity R
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
M h |
EVSE indicates the Inaccurate CSMS does not have 'ncorrect/
accurate status of the incomplete
76 6 start of a new eventType/ . 2 1 1.5
. . transaction, sequence protocol
transaction to CSMS | triggerReason . . .
failure implementation
EVSE indicates the Inaccurate CSMS does not have
accurate status of the Data packet
77 6 start of a new eventType/ . 2 1 1.5 .
- . transaction, sequence loss/corruption
transaction to CSMS | triggerReason .
failure
EVSE indicates the Inaccurate CSMS does not have In‘ter.nal failure
accurate status of the within EVSE
78 6 start of a new eventType/ . 2 1 1.5 .
. . transaction, sequence firmware,
transaction to CSMS  triggerReason . L
failure encoding issues
EVSE indicates the Inaccurate gcscl\ﬁfa(::i:aqzz :;?Zﬁe Cfclzﬂcsessin
79 6 start of a new eventType/ ; 2 1 1.5 p & .
. . transaction, sequence issue, decoding
transaction to CSMS | triggerReason . .
failure issues
EVSE indicates the Inaccurate CSMS tracks status of the ::zg:r:elc(te{e
80 6 start of a new . wrong Transactionld, P
. transactionld . . protocol
transaction to CSMS incorrect tracking . .
implementation
EVSE indicates the CSMS tracks status of the
Inaccurate . Data packet
81 6 start of a new . wrong Transactionld, .
. transactionld . . loss/corruption
transaction to CSMS incorrect tracking
EVSE indicates the CSMS tracks status of the In.ter.nal failure
Inaccurate . within EVSE
82 6 start of a new . wrong Transactionld, )
. transactionld . . firmware,
transaction to CSMS incorrect tracking L
encoding issues
EVSE indicates the CSMS tracks status of the CSMS .
Inaccurate . processing
83 6 start of a new . wrong Transactionld, . .
. transactionld . . issue, decoding
transaction to CSMS incorrect tracking .
issues
EVSE indicates the Inaccurate CSMS tracks status of the ::zgrr;elc;{e
84 6 start of a new . wrong Transactionld, 2 1 1.5 P
; transactionld . . protocol
transaction to CSMS potential conflict error . .
implementation
EVSE indicates the CSMS tracks status of the
Inaccurate . Data packet
85 6 start of a new transactionld wrong Transactionld, 2 1 1.5 loss/corruption
transaction to CSMS potential conflict error P
- Internal failure
EVSE indicates the CSMS tracks status of the s t
Inaccurate . within EVSE
86 6 start of a new . wrong Transactionld, 2 1 1.5 )
. transactionld . . firmware,
transaction to CSMS potential conflict error .
encoding issues
- CSMS
EVSE indicates the Inaccurate CSMS tracks status of the rocessin
87 6 start of a new transactionld wrong Transactionld, 2 1 1.5 iisue decidin
transaction to CSMS potential conflict error . ’ B
issues
CSMS may go into an
. tat hen it .
EVSE indicates the Inaccurate serLZirvSe:tE:In:xrl I"ha Intermittent
88 6 start of a new PPy 2 1 1.5 data packet

transaction to CSMS

transactionld

path" message because it
thinks the transaction has
not started
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ID . . . ! Severity .
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
CSMS may go into an
EVSE indicates the Inaccurate (:;Zirvs:et:tﬁgv::xnt I'Fha Data packet
89 6 start of a new . " ppY 2 1 1.5 P .
. transactionld path" message because it loss/corruption
transaction to CSMS . .
thinks the transaction has
not started
CSMS may go into an
EVSE indicates the error state when |f In_ter.nal failure
Inaccurate receives the next "happy within EVSE
90 6 start of a new . ; A 2 1 1.5 )
. transactionld path" message because it firmware,
transaction to CSMS . ) L
thinks the transaction has encoding issues
not started
CSMS may go into an
EVSE indicates the Inaccurate ngz:vzt::f\gv::xrl I'Fha Cfgﬂ;sin
91 6 start of a new . " ppy_l 2 1 1.5 p & .
. transactionld path" message because it issue, decoding
transaction to CSMS . . .
thinks the transaction has issues
not started
EVSE indicates the CSMS aHSS|gns Transaction !ncorrect/
Inaccurate evseld/ | started" to the wrong incomplete
92 6 start of a new 2 1 1.5
. connectorld EVSE and connector, protocol
transaction to CSMS . . . .
incorrect tracking implementation
EVSE indicates the CSMS a"55|gns Transaction
Inaccurate evseld/ | started" to the wrong Data packet
93 6 start of a new 2 1 1.5 .
. connectorld EVSE and connector, loss/corruption
transaction to CSMS . .
incorrect tracking
EVSE indicates the CSMS a"55|gns Transaction In_ter.nal failure
Inaccurate evseld/ | started" to the wrong within EVSE
94 6 start of a new 2 1 1.5 .
. connectorld EVSE and connector, firmware,
transaction to CSMS . . L
incorrect tracking encoding issues
EVSE indicates the CSMS a"55|gns Transaction CSMS .
Inaccurate evseld/ | started" to the wrong processing
95 6 start of a new 2 1 1.5 . .
. connectorld EVSE and connector, issue, decoding
transaction to CSMS . . .
incorrect tracking issues
EVSE indicates the CSMS a"55|gns Transaction !ncorrect/
Inaccurate evseld/ | started" to the wrong incomplete
96 6 start of a new . . 2 1 1.5
. connectorld evseld, potential conflict protocol
transaction to CSMS . .
error implementation
EVSE indicates the CSMS a"55|gns Transaction
Inaccurate evseld/ | started" to the wrong Data packet
97 6 start of a new connectorld evseld, potential conflict 2 1 e loss/corruption
transaction to CSMS P P
error
EVSE indicates the CSMS a"55|gns Transaction In.ter.nal failure
Inaccurate evseld/ | started" to the wrong within EVSE
98 6 start of a new . . 2 1 1.5 )
. connectorld evseld, potential conflict firmware,
transaction to CSMS L
error encoding issues
EVSE indicates the CSMS al‘55|gns Transaction CSMS _
Inaccurate evseld/ | started" to the wrong processing
99 6 start of a new . . 2 1 1.5 . .
. connectorld evseld, potential conflict issue, decoding
transaction to CSMS .
error issues
EV/EVSE fail to
establish a Incorrect
V2G i . . SDP/ESDP
100 7 session successful V2G Failed charge session 1 4.5 . / .
handshake implementation

communication
session
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D Seq Process Potential Failure Potential Effects of
# Step/Function Modes Failure
EV/EVSE fail to
. establish a
101 7 V26 session successful V2G Failed charge session
handshake L
communication
session
EV/EVSE fail to
establish a
V2 i
102 7 G session successful V2G Failed charge session
handshake .
communication
session
EV/EVSE fail to
. establish a
103 7 V2G session successful V2G Failed charge session
handshake L
communication
session
V2G
. communication
104 7 V26 session session timeout Failed charge session
handshake
(message/
sequence)
V2G
. communication
105 7 V2G session session timeout Failed charge session
handshake
(message/
sequence)
V2G
. communication
106 7 V26 session session timeout Failed charge session
handshake
(message/
sequence)
V2G session Incompatible . .
107 7 handshake charger Failed charge session
V2G session Incompatible . .
108 7 handshake charger Failed charge session
V2G session Incompatible . .
109 7 handshake charger Failed charge session
V2G session Incompatible . .
110 7 handshake charger Failed charge session
V2G session Incompatible . .
111 7 handshake charger Failed charge session
:3:/;:-:-?1:itcation/ Failure to
112 8 authenticate Failed charge session
charge

authorization

charge session
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Customer
Severity

Utility
Severity

Overall
Severity
(Avg.)

Potential Cause
of Failure

4.5

4.5

4.5

4.5

4.5

4.5

4.5

4.5

4.5

4.5

4.5

Signal integrity
issue (noise)

EVCC firmware
crash

SECC firmware
crash

Mismatch in
thresholds for
message/
sequence
timeout

EVCC processing
bottlenecked

SECC processing
bottlenecked

Incompatible
application
protocol
Mismatch in
supported
energy transfer
modes (single-
phase/three-
phase)
Incorrect
adapter used
Internal failure
within EVCC,
encoding/
decoding issues
Internal failure
within SECC,
encoding/
decoding issues

15

Payment system
is offline
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ID . . . ! Severity .

# Step/Function Modes Failure Severity Severity (Avg.) of Failure
Payment . .
au:lhentication/ Failure to Expired/

113 8 charge authenticate Failed charge session 2 1 1.5 incorrect
& o charge session certificates
authorization
Payment . Cha.rger 'S
authentication/ Failure to offline and
114 8 charge authenticate Failed charge session 2 1 1.5 cannot
& _— charge session authenticate
authorization o
certificates
:3:;2?:&“]0[1/ Failure to CSMS takes too
115 8 charee authenticate Failed charge session 2 1 1.5 long to
& N charge session authenticate
authorization
[
alajzl::ei:itcation/ Failure to Backend server
116 8 authenticate Failed charge session 2 1 1.5 .
charge . issue
o charge session
authorization
Payment Failure to
117 8 authentication/ authenticate Failed charge session 2 1 1.5 Faulty RFID/card
charge charge session reader
authorization g
EVSE updates CSMS and EVSE Failed charge session Unstable
transaction status cannot reliably ONLY if EVSE is not connection/
118 9 . e i i i ) 2 1 1.5 S
as "Authorized" to communicate with | configured to charge in communication
CSMS each other offline mode loss
EVSE updates CSMS and EVSE Failed charge session
transaction status cannot reliably ONLY if EVSE is not Network
119 9 y S i ) ) . 2 1 1.5 )
as "Authorized" to communicate with | configured to charge in congestion
CSMS each other offline mode
EVSE updates CSMS and EVSE Failed charge session
transaction status cannot reliably ONLY if EVSE is not Charger
120 9 " o . . ) . 2 1 15 !
as "Authorized" to communicate with | configured to charge in firmware crash
CSMS each other offline mode
EVSE updates CSMS does not have Incorrect/
transaction status Inaccurate accurate status of the incomplete
21 9 r ' stat chargingState/ : 2 1 1.5 P
as "Authorized" to triceerReason transaction, sequence protocol
CSMS g8 failure implementation
EVSE updates CSMS does not have
transaction status Inaccurate accurate status of the Data packet
122 9 N N chargingState/ . 2 1 1.5 .
as "Authorized" to trigeerReason transaction, sequence loss/corruption
CSMS g8 failure
EVSE updates CSMS does not have Internal failure
transaction status Inaccurate accurate status of the within EVSE
123 9 " - chargingState/ . 2 1 1.5 )
as "Authorized" to triceerReason transaction, sequence firmware,
CSMS g8 failure encoding issues
EVSE updates CSMS does not have CSMS
transaction status Inaccurate accurate status of the rocessin
124 9 N - chargingState/ } 2 1 1.5 p &
as "Authorized" to triceerReason transaction, sequence issue, decoding
CSMS g8 failure issues
fr\;SnEs:cF;::Jar:esiatus Inaccurate CSMS tracks status of the ::zg:r:ei{ce
125 9 " - . wrong Transactionld, 2 1 1.5 P
as "Authorized" to transactionld protocol

CSMS

incorrect tracking
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ID . . . ! Severity .
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
EVSE updates
up_ CSMS tracks status of the
transaction status Inaccurate . Data packet
126 " o . wrong Transactionld, 1.5 .
as "Authorized" to transactionld incorrect trackin loss/corruption
CSMS §
EVSE updat Int | fail
up. ates CSMS tracks status of the n. er.na arure
transaction status Inaccurate . within EVSE
127 N o . wrong Transactionld, 1.5 )
as "Authorized" to transactionld incorrect trackin firmware,
CSMS g encoding issues
EVSE updat CSMS
trans:créioan iiatus Inaccurate CSMS tracks status of the rocessin
128 " i . wrong Transactionld, 1.5 p & .
as "Authorized" to transactionld incorrect trackin issue, decoding
CSMS & issues
EVSE updat | t
up. ates CSMS tracks status of the .ncorrec /
transaction status Inaccurate . incomplete
129 " o . wrong Transactionld, 1.5
as "Authorized" to transactionld . . protocol
potential conflict error . .
CSMS implementation
EVSE updat
UP. ates CSMS tracks status of the
transaction status Inaccurate . Data packet
130 " - . wrong Transactionld, 15 .
as "Authorized" to transactionld . . loss/corruption
potential conflict error
CSMS
EVSE t Int | fail
> up.da es CSMS tracks status of the n_ er.na arure
transaction status Inaccurate . within EVSE
131 " o . wrong Transactionld, 15 )
as "Authorized" to transactionld otential conflict error firmware,
CSMS P encoding issues
EVSE updat CSMS
UP. ates CSMS tracks status of the .
transaction status Inaccurate . processing
132 N o . wrong Transactionld, 1.5 . .
as "Authorized" to transactionld . . issue, decoding
potential conflict error .
CSMS issues
CSMS may go into an
EVSE updates error state when it .
transaction status Inaccurate receives the next "happy Intermittent
133 " - . » . 1.5 data packet
as "Authorized" to transactionld path" message because it loss/corruption
CSMS thinks the transaction is P
not authorized
CSMS may go into an
EVSE updates error state when it
134 transaction status Inaccurate receives the next "happy 15 Data packet
as "Authorized" to transactionld path" message because it ' loss/corruption
CSMS thinks the transaction is
not authorized
CSMS may go into an
EVSE updates error state when it Internal failure
135 transaction status Inaccurate receives the next "happy 15 within EVSE
as "Authorized" to transactionld path" message because it ' firmware,
CSMS thinks the transaction is encoding issues
not authorized
CSMS may go into an
EVSE updates error state when it CSMS
transaction status Inaccurate receives the next "happy processing
136 " S . " 4 1.5 ! .
as "Authorized" to transactionld path" message because it issue, decoding
CSMS thinks the transaction is issues

not authorized
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# Step/Function Modes Failure Severity
EVSE updates CSMS assigns
137 9 transaction status Inaccurate evseld/ | "Authorized" to the wrong 2
as "Authorized" to connectorld EVSE and connector,
CSMS incorrect tracking
EVSE updates CSMS assigns
138 9 transaction status Inaccurate evseld/ | "Authorized" to the wrong 2
as "Authorized" to connectorld EVSE and connector,
CSMS incorrect tracking
EVSE updates CSMS assigns
139 9 transaction status Inaccurate evseld/ | "Authorized" to the wrong 2
as "Authorized" to connectorld EVSE and connector,
CSMS incorrect tracking
EVSE updates CSMS assigns
140 9 transaction status Inaccurate evseld/ | "Authorized" to the wrong 2
as "Authorized" to connectorld EVSE and connector,
CSMS incorrect tracking
EVSE updates CSMS assigns EV's
141 9 transaction status Inaccurate evseld/ = charging needs to the 2
as "Authorized" to connectorld wrong evseld, potential
CSMS conflict error
EVSE updates CSMS assigns EV's
142 9 transaction status Inaccurate evseld/ | charging needs to the 2
as "Authorized" to connectorld wrong evseld, potential
CSMS conflict error
EVSE updates CSMS assigns EV's
143 9 transaction status Inaccurate evseld/ | charging needs to the 2
as "Authorized" to connectorld wrong evseld, potential
CSMS conflict error
EVSE updates CSMS assigns EV's
transaction status Inaccurate evseld/ | charging needs to the
144 9 y e : 2
as "Authorized" to connectorld wrong evseld, potential
CSMS conflict error
EVSE forwards EV's CSMS and'EVSE Failed .charge .se55|on
. cannot reliably ONLY if EVSE is not
145 10 charging needs to . . . .
communicate with | configured to charge in
CSMS ;
each other offline mode
EVSE forwards EV's CSMS and.EVSE Failed .charge .se55|on
. cannot reliably ONLY if EVSE is not
146 10 charging needs to . . ) .
communicate with = configured to charge in
CSMS .
each other offline mode
EVSE forwards EV's CSMS and_EVSE Failed 'charge 'sessmn
. cannot reliably ONLY if EVSE is not
147 10 charging needs to . . . .
communicate with | configured to charge in
CSMS .
each other offline mode
EVSE forwards EV's E:Iavrlsisssr:ger:esdi\:;the
148 10 charging needs to Inaccurate evseld e .
wrong evseld, incorrect
CSMS )
tracking
EVSE forwards EV's (c::g/rlsisssgger:di\'i;the
149 10 charging needs to Inaccurate evseld ging

CSMS

wrong evseld, incorrect
tracking
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Utility
Severity

Overall
Severity
(Avg.)

Potential Cause
of Failure

4.5

4.5

4.5

4.5

1.5

15

15

15

Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within EVSE
firmware,
encoding issues
CSMS
processing
issue, decoding
issues
Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within EVSE
firmware,
encoding issues
CSMS
processing
issue, decoding
issues

Unstable
connection/
communication
loss

Network
congestion

Charger
firmware crash

Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption
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D Seq Process Potential Failure Potential Effects of
# Step/Function Modes Failure
150 10 charging needs to Inaccurate evseld gIng .
CSMS wrong evseld, incorrect
tracking
151 10 charging needs to Inaccurate evseld ging .
CSMS wrong evseld, incorrect
tracking
o ssrsevs
152 10 charging needs to Inaccurate evseld ging .
CSMS wrong evseld, potential
conflict error
s
153 10 charging needs to Inaccurate evseld ging ;
CSMS wrong evseld, potential
conflict error
s ssets
154 10 charging needs to Inaccurate evseld ging .
CSMS wrong evseld, potential
conflict error
o ssrsevs
155 10 charging needs to Inaccurate evseld ging .
CSMS wrong evseld, potential
conflict error
EV and EVSE charge S;In?\r:)(: E(\e/IiSaEbI
156 11 negotiation (charge communicateywith Failed charge session
schedule and tariffs)
each other
EV and EVSE charge i;ln?]r:: E:IiSaEbI
157 11 negotiation (charge communicateywith Failed charge session
schedule and tariffs)
each other
EV and EVSE charge E;/na::gi Et\e/IiSaEbI
158 11 negotiation (charge communicateywith Failed charge session
schedule and tariffs)
each other
EV and EVSE charge | Inaccurate tariffs \cltljzfc’giza:'r:jfifsazfclelsed’
159 11 negotiation (charge = communicated by (hi her-than-’i)deal session
schedule and tariffs) = SECC e
cost)
EV and EVSE charge  Inaccurate tariffs \cltljgct)gritearr:ifsazfgsed'
160 11 negotiation (charge = communicated by (hi her-than-?deal session
schedule and tariffs) = SECC &
cost)
EV and EVSE charge  Inaccurate tariffs \Clngfgizarrgifsazzl:d’
161 11 negotiation (charge = communicated by (hi her—than—'i)deal session
schedule and tariffs) = SECC g
cost)
EV and EVSE charge  Inaccurate tariffs l’t’;’giir;fsaz?g:d'
162 11 negotiation (charge =~ communicated by (hi her-than-ri)deal session
schedule and tariffs) = SECC g
cost)
EV and EVSE charge  Inaccurate tariffs . .
163 11 negotiation (charge = communicated by Wrong tariff applied,

schedule and tariffs)

SECC

failure to flatten the curve
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Customer
Severity

Utility
Severity

Overall
Severity
(Avg.)

Potential Cause
of Failure

Internal failure
within EVSE
firmware,
encoding issues
CSMS
processing
issue, decoding
issues
Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within EVSE
firmware,
encoding issues
CSMS
processing
issue, decoding
issues

Signal integrity
issue (noise)

EVCC firmware
crash

SECC firmware
crash

Incorrect
protocol
implementation

Data packet
loss/corruption

Encoding issues
in EVCC

Decoding issues
in SECC

Incorrect
protocol
implementation
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ID . - . . Severity -
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
E EVSE i
v an<':l 'VS charge Inaccurat'e tariffs Wrong tariff applied, Data packet
164 | 11 negotiation (charge ~ communicated by failure to flatten the curve loss/corruption
schedule and tariffs) = SECC P
EV an(-:l E.VSE charge Inaccurat.e tariffs Wrong tariff applied, Encoding issues
165 11 negotiation (charge = communicated by failure to flatten the curve in EVCC
schedule and tariffs) =~ SECC
E EVSE i
v an<':| ,VS charge Inaccurat'e tariffs Wrong tariff applied, Decoding issues
166 11 negotiation (charge | communicated by failure to flatten the curve in SECC
schedule and tariffs) = SECC
V2G Mismatch in
EV and EVSE charge = communication thresholds for
167 11 negotiation (charge | session timeout Failed charge session message/
schedule and tariffs) = (message/ sequence
sequence) timeout
V2G
EV and EVSE charge = communication .
L . . . . EVCC processing
168 11 negotiation (charge | session timeout Failed charge session
. bottlenecked
schedule and tariffs) = (message/
sequence)
V2G
EV and EVSE charge = communication .
o . . . . SECC processing
169 11 negotiation (charge | session timeout Failed charge session
. bottlenecked
schedule and tariffs) = (message/
sequence)
EV ?alf:ulates . Nonoptimal charge = User needs are met but SCM
optimized charging R .
170 12 power schedule has to pay higher-than- optimization
schedule based on . . .
. calculated by EV optimal rate algorithm failure
tariffs
EV (falf:ulates . Nonoptimal charge SCM
optimized charging User needs are not met by L
171 12 power schedule . . optimization
schedule based on intended departure time . .
. calculated by EV algorithm failure
tariffs
Optional step where
172 13 EV pauses session Unsuccessful User has to pay higher- EV does not
to wait for optimal session pause than-optimal rate support pause
time to charge
Optional step where
173 | 13 EV pauses session Unsuccessful User has to pay higher- EVSE does not
to wait for optimal session pause than-optimal rate support pause
time to charge
Optional step where ::zg:ei{e
EV pauses session Unsuccessful User has to pay higher- P
174 13 . . . . protocol
to wait for optimal session pause than-optimal rate . .
time to charge implementation
in EVCC
Optional step where :Etc::)):r:e?:{e
175 13 EV pauses session Unsuccessful User has to pay higher- rotocpol
to wait for optimal session pause than-optimal rate p .
time to charge implementation
in SECC
Optional step where
176 | 13 EV pauses session Unsuccessful Failed charge session Signal integrity

to wait for optimal
time to charge

session pause

issue (noise)
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D Seq Process Potential Failure Potential Effects of
# Step/Function Modes Failure

Optional step where
EV pauses session Unsuccessful . .

177 13 P . . . Failed charge session
to wait for optimal session pause
time to charge
Optional step where

178 13 EV pa.uses sess'lon Unsgccessful Failed charge session
to wait for optimal session pause
time to charge
Optional step where
EV i U ful . .

179 13 pa.uses sess.lon nsyccess . Failed charge session
to wait for optimal session pause
time to charge
Optional step where
EV i U ful . .

180 13 pa.uses sess.lon nSl:JCCGSS . Failed charge session
to wait for optimal session pause
time to charge
Optional st h . .
E\? I(a)zie: seeF;:ivo:re EVSE assumes EV Charging session

181 13 P . : disconnected terminates instead of
to wait for optimal instead of sleepin ausin
time to charge ping | P &
Optional st h . .
E\? IZE:e: SeeF)S;’;IO:re EVSE assumes EV Charging session

182 13 P . . disconnected terminates instead of
to wait for optimal instead of sleepin ausin
time to charge ping P J
Optional step where

183 | 13 EV pauses session EV does not go to EV battery drain, user
to wait for optimal sleep unable to operate vehicle
time to charge
Optional step where

184 13 EV pauses session EV does not go to EV battery drain, user
to wait for optimal sleep unable to operate vehicle
time to charge
Optional step where

185 | 13 EV pauses session EV does not go to EV battery drain, user
to wait for optimal sleep unable to operate vehicle
time to charge
Optional step where

186 | 13 EV pauses session EV does not go to User charging needs are
to wait for optimal sleep not met
time to charge
Optional step where

187 13 EV pauses session EV does not go to User charging needs are
to wait for optimal sleep not met
time to charge
Optional step where

188 13 EV pauses session EV does not go to User charging needs are

to wait for optimal
time to charge

sleep

not met
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Customer
Severity

Utility
Severity

Overall
Severity
(Avg.)

Potential Cause
of Failure

EVCC firmware
crash

SECC firmware
crash

Incorrect/
incomplete
protocol
implementation
in EVCC
Incorrect/
incomplete
protocol
implementation
in SECC
Incorrect/
incomplete
protocol
implementation

EVSE does not
support pause

Conditions for
sleep not met

EV does not
support going to
sleep when
connector is
plugged in

EVCC software
bug

Conditions for
sleep not met

EV does not
support going to
sleep when
connector is
plugged in

EVCC software
bug
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Seq Process Potential Failure Potential Effects of Customer  Utility Overa.ll Potential Cause
ID . - . . Severity -
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
Optional step where
189 13 EV pauses session EV does not wake User charging needs are EVCC software
to wait for optimal up not met bug
time to charge
Optional step where
190 13 EV pa.uses sess'ion EV does not wake User charging needs are Internal error
to wait for optimal up not met
time to charge
Optional step where
191 | 13 EV pauses session EV does not wake User charging needs are Internal timer
to wait for optimal up not met failure
time to charge
Optional step Yvhere ' EVSE does not
192 13 EV pauses session EV unable to User charging needs are support pilot
to wait for optimal "wake up" EVSE not met wake
time to charge
. Mismatch in
Optional step where
EV pauses session EV unable to User charging needs are restart .
193 13 . . mechanisms
to wait for optimal "wake up" EVSE not met
time to charge between EV and
EVSE
Optional step where SESSIOS not
194 13 EV pa.uses sess.ion EV unablezlto User charging needs are :faucseefully, £V
to wait for optimal wake up" EVSE not met .
time to charge |gr10res wake
stimulus
Optional step where
195 | 13 EV pauses session EV unable to User charging needs are SECC software
to wait for optimal "wake up" EVSE not met bug
time to charge
EVCC does not re-
initialize the
Optional step where = session using the SECC goes into an error Incorrect/
196 13 EV pauses session previous state and does not allow a incomplete
to wait for optimal SessionlID, new session without a re- protocol
time to charge payment options, plug implementation
or
SAScheduleTuple
EVCC does not re-
initialize the
Optional step where | session using the SECC goes into an error
197 | 13 EV pauses session previous state and does not allow a Data packet
to wait for optimal SessionlID, new session without a re- loss/corruption
time to charge payment options, plug
or
SAScheduleTuple
EVCC does not re-
initialize the
Optional step where | session using the SECC goes into an error
198 13 EV pauses session previous state and does not allow a Encoding issues
to wait for optimal SessionlID, new session without a re- in EVCC

time to charge

payment options,
or
SAScheduleTuple

plug
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Step/Function

Potential Failure
Modes

Potential Effects of
Failure

[0} ]
Customer  Utility S:\/eeer;ty

Severity Severity (Avg.)

Potential Cause
of Failure

199

200

201

202

13

13

13

13

Optional step where
EV pauses session
to wait for optimal
time to charge

Optional step where
EV pauses session
to wait for optimal
time to charge
Optional step where
EV pauses session
to wait for optimal
time to charge
Optional step where
EV pauses session
to wait for optimal
time to charge

EVCC does not re-
initialize the
session using the
previous
SessionlID,
payment options,
or
SAScheduleTuple

EV wakes up at the
wrong time

EV wakes up at the
wrong time

EV wakes up at the
wrong time

SECC goes into an error
state and does not allow a
new session without a re-

plug

User has to pay higher-

than-optimal rate

User has to pay higher-

than-optimal rate

User has to pay higher-

than-optimal rate

Decoding issues
in SECC

Internal timer
failure

EVCC software
bug

EV clock drift/
not
synchronized

203

204

205

206

207

208

209

210

14

14

14

14

14

14

14

14

EVSE forwards EV's
charge schedule for
the session to CSMS

EVSE forwards EV's
charge schedule for
the session to CSMS

EVSE forwards EV's
charge schedule for
the session to CSMS

EVSE forwards EV's
charge schedule for
the session to CSMS

EVSE forwards EV's
charge schedule for
the session to CSMS

EVSE forwards EV's
charge schedule for
the session to CSMS

EVSE forwards EV's
charge schedule for
the session to CSMS

EVSE forwards EV's
charge schedule for
the session to CSMS

CSMS and EVSE
cannot reliably
communicate with
each other

CSMS and EVSE
cannot reliably
communicate with
each other

CSMS and EVSE
cannot reliably
communicate with
each other

Lower-than-actual
charging schedule
is communicated

Lower-than-actual
charging schedule
is communicated

Lower-than-actual
charging schedule
is communicated

Lower-than-actual
charging schedule
is communicated

Higher-than-actual
charging schedule
is communicated

Failed charge session
ONLY if EVSE is not

configured to charge in

offline mode
Failed charge session
ONLY if EVSE is not

configured to charge in

offline mode
Failed charge session
ONLY if EVSE is not

configured to charge in

offline mode

CSMS may communicate a
higher available power
schedule to other EVSE,
grid overload/safety issue
CSMS may communicate a
higher available power
schedule to other EVSE,
grid overload/safety issue
CSMS may communicate a
higher available power
schedule to other EVSE,
grid overload/safety issue
CSMS may communicate a
higher available power
schedule to other EVSE,
grid overload/safety issue
CSMS communicates a

lower available power

schedule to other EVSE,

suboptimal SCM

performance for other

EVs
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Unstable
connection/
communication
loss

Network
congestion

Charger
firmware crash

Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within EVSE
firmware,
encoding issues
CSMS
processing
issue, decoding
issues

Incorrect/
incomplete
protocol
implementation
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ID . . . ! Severity R
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
CSMS communicates a
, . lower available power
EVSE forwards EV's H|ghe.r-than-actual schedule to other EVSE, Data packet
211 14 charge schedule for | charging schedule . 1 4 2.5 .
. . . suboptimal SCM loss/corruption
the session to CSMS = is communicated
performance for other
EVs
CSMS communicates a
\ . lower available power Internal failure
EVSE forwards EV's nghe_r-than-actual schedule to other EVSE, within EVSE
212 14 charge schedule for | charging schedule . 1 4 2.5 )
. . . suboptimal SCM firmware,
the session to CSMS = is communicated .
performance for other encoding issues
EVs
CSMS communicates a
EVSE forwards EV's Higher-than-actual lower available power CSMS .
. schedule to other EVSE, processing
213 14 charge schedule for | charging schedule . 1 4 2.5 . .
. . . suboptimal SCM issue, decoding
the session to CSMS = is communicated .
performance for other issues
EVs
EVSE indicates start CSMS and.EVSE Failed .charge .sessmn UnstabI(.e
cannot reliably ONLY if EVSE is not connection/
214 15 of energy transfer . . . . -
communicate with | configured to charge in communication
to CSMS -
each other offline mode loss
EVSE indicates start CSMS and.EVSE Failed ‘charge .sessmn
cannot reliably ONLY if EVSE is not Network
215 15 of energy transfer . . . . .
communicate with | configured to charge in congestion
to CSMS .
each other offline mode
EVSE indicates start CSMS and'EVSE Failed 'charge .sessmn
cannot reliably ONLY if EVSE is not Charger
216 15 of energy transfer . . . . .
communicate with | configured to charge in firmware crash
to CSMS .
each other offline mode
EVSE indicates start = Inaccurate gfxfafgziazzz E?Z:e ::zg:r:elc(te{e
217 15 of energy transfer eventType/ . P
R transaction, sequence protocol
to CSMS triggerReason . . .
failure implementation
M h
EVSE indicates start = Inaccurate CSMS does not have
accurate status of the Data packet
218 15 of energy transfer eventType/ . .
. transaction, sequence loss/corruption
to CSMS triggerReason .
failure
EVSE indicates start = Inaccurate CSMS does not have In.ter.nal failure
accurate status of the within EVSE
219 15 of energy transfer eventType/ . .
) transaction, sequence firmware,
to CSMS triggerReason . L
failure encoding issues
EVSE indicates start = Inaccurate ;:csxfafgi:a:zz :?\;Ee Cfc':ﬂtsessin
220 15 of energy transfer eventType/ . p & .
. transaction, sequence issue, decoding
to CSMS triggerReason . .
failure issues
EVSE indicates start CSMS tracks status of the !ncorrect/
Inaccurate ) incomplete
221 15 of energy transfer . wrong Transactionld,
transactionld . . protocol
to CSMS incorrect tracking . .
implementation
EVSE indicates start Inaccurate CSMS tracks status of the Data packet
222 15 of energy transfer wrong Transactionld, P

to CSMS

transactionld

incorrect tracking
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I fai
EVSE indicates start CSMS tracks status of the n'ter'nal ailure
Inaccurate . within EVSE
223 | 15 of energy transfer . wrong Transactionld, .
transactionld . . firmware,
to CSMS incorrect tracking Lo
encoding issues
EVSE indicates start Inaccurate CSMS tracks status of the Cftln\il:(sessin
224 15 of energy transfer . wrong Transactionld, p B .
transactionld . . issue, decoding
to CSMS incorrect tracking .
issues
EVSE indicates start Inaccurate CSMS tracks status of the :Ezgrr\:efet{e
225 15 of energy transfer . wrong Transactionld, P
transactionld . . protocol
to CSMS potential conflict error . .
implementation
EVSE indicates start CSMS tracks status of the
Inaccurate . Data packet
226 | 15 of energy transfer transactionld wrong Transactionld, loss/corruption
to CSMS potential conflict error P
EVSE indicates start CSMS tracks status of the In.ter.nal failure
Inaccurate . within EVSE
227 15 of energy transfer . wrong Transactionld, .
transactionld . . firmware,
to CSMS potential conflict error .
encoding issues
- CSMS
EVSE indicates start Inaccurate CSMS tracks status of the rocessin
228 15 of energy transfer . wrong Transactionld, p & .
transactionld . . issue, decoding
to CSMS potential conflict error .
issues
CSMS may go into an
EVSE indicates start erro'r state when ',:c Intermittent
Inaccurate receives the next "happy
229 15 of energy transfer . " . data packet
transactionld path" message because it .
to CSMS ) loss/corruption
thinks energy transfer has
not started
CSMS may go into an
EVSE indicates start erro.r state when I:
Inaccurate receives the next "happy Data packet
230 15 of energy transfer . " - .
transactionld path" message because it loss/corruption
to CSMS }
thinks energy transfer has
not started
CSMS may go into an
EVSE indicates start erro.r state when I: In.ter.nal failure
Inaccurate receives the next "happy within EVSE
231 15 of energy transfer . " . .
transactionld path" message because it firmware,
to CSMS . L
thinks energy transfer has encoding issues
not started
CSMS may go into an
EVSE indicates start erro.r state when I: CSMS .
Inaccurate receives the next "happy processing
232 15 of energy transfer . » . . .
transactionld path" message because it issue, decoding
to CSMS . .
thinks energy transfer has issues
not started
EVSE indicates start CSMS afmgns Charging !ncorrect/
Inaccurate evseld/ | started" to the wrong incomplete
233 15 of energy transfer . .
connectorld evseld, potential conflict protocol
to CSMS . .
error implementation
- CSMS assigns "Chargin
EVSE indicates start N 's ging
Inaccurate evseld/ | started" to the wrong Data packet
234 15 of energy transfer . . .
to CSMS connectorld evseld, potential conflict loss/corruption

error
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v T —
EVSE indicates start CSMS afS|gns Charging
Inaccurate evseld/ | started" to the wrong
235 115 of energy transfer connectorld evseld, potential conflict
to CSMS P
error
EVSE indicates start CSMS af5|gns Charging
Inaccurate evseld/ | started" to the wrong
236 | 15 of energy transfer connectorld evseld, potential conflict
to CSMS P
error
EVEVSE EV and EVSE
communications cannot reliabl
237 16 during energy . v . Failed charge session
. communicate with
transfer (includes
. . each other
metering receipt)
EVEVSE EV and EVSE
communications cannot reliabl
238 16 during energy . v . Failed charge session
. communicate with
transfer (includes
. . each other
metering receipt)
EVEVSE EV and EVSE
communications cannot reliabl
239 16 during energy . v . Failed charge session
. communicate with
transfer (includes
. . each other
metering receipt)
EV-EVSE Inaccurate
communications maximum current .
240 16 during energy communicated by S;::Ieoverload/ safety
transfer (includes EVSE (higher than
metering receipt) actual)
EV-EVSE Inaccurate
communications maximum current
. . Grid load/ safet
241 16 during energy communicated by is:lueover oad/ safety
transfer (includes EVSE (higher than
metering receipt) actual)
EV-EVSE Inaccurate
communications maximum current
i | fet
242 16 during energy communicated by i(i::eover oad/ safety
transfer (includes EVSE (higher than
metering receipt) actual)
EV-EVSE Inaccurate
communications maximum current
. . Grid overload/ safet
243 16 during energy communicated by isslue v / ¥
transfer (includes EVSE (higher than
metering receipt) actual)
EV-EVSE Inaccurate
communications maximum current
244 16 during energy communicated by User needs not met
transfer (includes EVSE (lower than
metering receipt) actual)
EV-EVSE Inaccurate
communications maximum current
245 16 during energy communicated by User needs not met

transfer (includes
metering receipt)

EVSE (lower than
actual)
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Customer
Severity

Utility
Severity

Overall

Severity
(Avg.)

Potential Cause
of Failure

Internal failure
within EVSE
firmware,
encoding issues
CSMS
processing
issue, decoding
issues
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Signal integrity
issue (noise)

EVCC firmware
crash

SECC firmware
crash

Incorrect
protocol
implementation

Data packet
loss/corruption

Encoding issues
in SECC

Decoding issues
in EVCC
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protocol
implementation

Data packet
loss/corruption
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ID . - - - Severity .
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
EV-EVSE Inaccurate
communications maximum current Encoding issues
246 16 during energy communicated by User needs not met in SECC g
transfer (includes EVSE (lower than
metering receipt) actual)
EV-EVSE Inaccurate
communications maximum current Decoding issues
247 16 during energy communicated by User needs not met in EVCC g
transfer (includes EVSE (lower than
metering receipt) actual)
EV-EVSE Inaccurate
communications maximum current Incorrect
248 16 during energy communicated by Inefficient charging (time) protocol
transfer (includes EVSE (lower than implementation
metering receipt) actual)
EV-EVSE Inaccurate
communications maximum current Data packet
249 16 during energy communicated by Inefficient charging (time) Ioss/cF:)rru tion
transfer (includes EVSE (lower than P
metering receipt) actual)
EV-EVSE Inaccurate
communications maximum current Encoding issues
250 | 16 during energy communicated by Inefficient charging (time) . €
. in SECC
transfer (includes EVSE (lower than
metering receipt) actual)
EV-EVSE Inaccurate
communications maximum current Decoding issues
251 16 during energy communicated by Inefficient charging (time) in EVCC €
transfer (includes EVSE (lower than
metering receipt) actual)
EV-EVSE o . EVSE does not indicate
communications Invalid that siened receiot is Incorrect
252 | 16 during energy ChargingStatusRes . 8 P . protocol
. required, EV does not sign . .
transfer (includes message . implementation
. . meter receipt
metering receipt)
EV-EVSE N . EVSE does not indicate
communications Invalid that signed receipt is Data packet
253 16 during energy ChargingStatusRes . € i . P .
. required, EV does not sign loss/corruption
transfer (includes message .
. . meter receipt
metering receipt)
EV-EVSE
> N . EVSE does not indicate
communications Invalid that signed receipt is Encoding issues
254 16 during energy ChargingStatusRes . g P . . &
. required, EV does not sign in SECC
transfer (includes message .
. . meter receipt
metering receipt)
EV-EVSE N . EVSE does not indicate
communications Invalid that signed receipt is Decoding issues
255 16 during energy ChargingStatusRes . e P . . g
. required, EV does not sign in EVCC
transfer (includes message .
. . meter receipt
metering receipt)
EVSE forwards CSMS and_EVSE Failed .charge §e55|on Unstablt.e
. cannot reliably ONLY if EVSE is not connection/
256 17 signed meter values . . . . -
communicate with | configured to charge in communication
to CSMS .
each other offline mode loss
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ID . . . ! Severity .
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
CSMS and EVSE Failed charge session
EVSE fi
VSE forwards cannot reliably ONLY if EVSE is not Network
257 17 signed meter values . . . . 5 .
communicate with | configured to charge in congestion
to CSMS .
each other offline mode
EVSE forwards CSMS and.EVSE Failed .charge .sessmn
. cannot reliably ONLY if EVSE is not Charger
258 17 signed meter values . . . . 5 !
communicate with | configured to charge in firmware crash
to CSMS .
each other offline mode
CSMS intermittently
eVsE forwards  JARHEE cearate sesuon cos ncomples
259 17 signed meter values . P 4 P
triggerReason, charge to user and/or protocol
to CSMS . . . .
intermittent revenue loss (depends on implementation
measurand type)
CSMS intermittently
EVSE forwards Inaccurate mlsses meter v§lue,
. eventType/ inaccurate session cost Data packet
260 17 signed meter values . 4 .
triggerReason, charge to user and/or loss/corruption
to CSMS . .
intermittent revenue loss (depends on
measurand type)
CSMS intermittently
Inaccurate misses meter value, Internal failure
EVSE forwards . . s
. eventType/ inaccurate session cost within EVSE
261 17 signed meter values . 4 )
triggerReason, charge to user and/or firmware,
to CSMS . . Lo
intermittent revenue loss (depends on encoding issues
measurand type)
CSMS intermittently
eVsE forwards - [ARHEE cearate sesuon cos orocessin
262 17 signed meter values . P 4 p & .
triggerReason, charge to user and/or issue, decoding
to CSMS . . .
intermittent revenue loss (depends on issues
measurand type)
| |
EVSE forwards er:/aecnc:rrat:/ CSMS misses meter value, i:zgr::elcé{e
263 17 signed meter values . P falls back to other sources 2.5 P
triggerReason, - . protocol
to CSMS . of metering information . .
persistent implementation
EVSE forwards Ier:/aec::rrat:/ CSMS misses meter value, Data packet
264 17 signed meter values tri erKZason falls back to other sources 25 |OSS/CF:.')I’I’U tion
to CSMS g8 ’ of metering information P
persistent
EVSE forwards Lr:lzcnc;_rat: / CSMS misses meter value, Iwnittiri:aé\f/zglllzure
265 17 signed meter values . P falls back to other sources 2.5 )
triggerReason, . . firmware,
to CSMS : of metering information .
persistent encoding issues
EVSE forwards Ier:IaecnctuTrat:/ CSMS misses meter value, szZssin
266 @ 17 signed meter values tri erKZason falls back to other sources 2.5 iF;sue decidin
to CSMS gg. ! of metering information . ! g
persistent issues
EVSE forwards Inaccurate CSMS misses meter value !ncorrect/
. eventType/ and has no fallback incomplete
267 17 signed meter values . .
triggerReason, sources for metering protocol
to CSMS . . ) . .
persistent information implementation
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ID . . . ! Severity R
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
| M i |
EVSE forwards naccurate CSMS misses meter value
. eventType/ and has no fallback Data packet
268 17 signed meter values . . .
triggerReason, sources for metering loss/corruption
to CSMS . . .
persistent information
Inaccurate CSMS misses meter value Internal failure
EVSE forwards .
. eventType/ and has no fallback within EVSE
269 17 signed meter values . . X
to CSMS triggerReason, sources for metering firmware,
persistent information encoding issues
Inaccurate CSMS misses meter value CSMS
EVSE forwards .
. eventType/ and has no fallback processing
270 17 signed meter values . . . .
triggerReason, sources for metering issue, decoding
to CSMS . . . .
persistent information issues
CSMS tracks status of the Incorrect/
EVSE forwards wrong Transactionld, user .
. Inaccurate incomplete
271 17 signed meter values . overcharged compared to
transactionld . protocol
to CSMS actual session cost, legal . .
L implementation
liability
CSMS tracks status of the
EVSE forwards wrong Transactionld, user
. Inaccurate Data packet
272 | 17 signed meter values transactionld overcharged compared to loss/corruption
to CSMS actual session cost, legal P
liability
CSMS tracks status of the Internal failure
EVSE forwards wrong Transactionld, user L
. Inaccurate within EVSE
273 17 signed meter values . overcharged compared to X
transactionld . firmware,
to CSMS actual session cost, legal .
L encoding issues
liability
CSMS tracks status of the CSMS
EVSE forwards Inaccurate wrong Transactionld, user rocessin
274 17 signed meter values . overcharged compared to p & .
transactionld . issue, decoding
to CSMS actual session cost, legal .
. issues
liability
CSMS assigns "Meter
EVSE forwards Values" to the wrong !ncorrect/
. Inaccurate evseld/ = EVSE and connector, user incomplete
275 17 signed meter values
t0 CSMS connectorld overcharged compared to protocol
actual session cost, legal implementation
liability
CSMS assigns "Meter
Values" to the wrong
EVSE forwards
. Inaccurate evseld/ = EVSE and connector, user Data packet
276 17 signed meter values .
connectorld overcharged compared to loss/corruption
to CSMS .
actual session cost, legal
liability
CSMS assigns "Meter
EVSE forwards Values" to the wrong In'ter'nal failure
. Inaccurate evseld/ = EVSE and connector, user within EVSE
277 | 17 signed meter values

to CSMS

connectorld

overcharged compared to
actual session cost, legal
liability
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# Step/Function Modes Failure
CSMS assigns "Meter
EVSE forwards Values" to the wrong
R Inaccurate evseld/ EVSE and connector, user
278 17 signed meter values
connectorld overcharged compared to
to CSMS .
actual session cost, legal
liability
CSMS assigns "Meter
EVSE forwards Values" to the wrong
. Inaccurate evseld/ | EVSE and connector, user
29 |17 signed meter values connectorld undercharged compared
to CSMS ged comp
to actual session cost,
revenue loss
CSMS assigns "Meter
EVSE forwards Values" to the wrong
. Inaccurate evseld/ | EVSE and connector, user
280 | 17 signed meter values connectorld undercharged compared
to CSMS ged comp
to actual session cost,
revenue loss
CSMS assigns "Meter
EVSE forwards Values" to the wrong
. Inaccurate evseld/ | EVSE and connector, user
281 | 17 signed meter values connectorld undercharged compared
to CSMS ged comp
to actual session cost,
revenue loss
CSMS assigns "Meter
EVSE forwards Values" to the wrong
. Inaccurate evseld/ | EVSE and connector, user
282 | 17 signed meter values connectorld undercharged compared
to CSMS ged comp
to actual session cost,
revenue loss
EVSE forwards User overcharged
. Inaccurate meter
283 17 signed meter values information compared to actual
to CSMS session cost, legal liability
EVSE forwards User overcharged
. Inaccurate meter
284 17 signed meter values | . . compared to actual
information . o
to CSMS session cost, legal liability
EVSE forwards User overcharged
. Inaccurate meter
285 17 signed meter values information compared to actual
to CSMS session cost, legal liability
EVSE forwards User overcharged
. Inaccurate meter
286 17 signed meter values information compared to actual
to CSMS session cost, legal liability
EVSE forwards User undercharged
. Inaccurate meter
287 17 signed meter values | . . compared to actual
information .
to CSMS session cost, revenue loss
EVSE forwards Inaccurate meter User undercharged
288 17 signed meter values compared to actual

to CSMS

information

session cost, revenue loss
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Overa.ll Potential Cause
Severity of Failure
(Avg.)

CSMS
processing
issue, decoding
issues

Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within EVSE
firmware,
encoding issues

CSMS
processing
issue, decoding
issues

Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within EVSE
firmware,
encoding issues
CSMS
processing
issue, decoding
issues

Incorrect/

4 incomplete
protocol
implementation
Data packet

4 p

loss/corruption
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EVSE forwards User undercharged In'ter'nal failure
. Inaccurate meter within EVSE
289 | 17 signed meter values | . . compared to actual 4 4 4 )
information . firmware,
to CSMS session cost, revenue loss L
encoding issues
EVSE forwards Inaccurate meter User undercharged Cftln\fl:(sessin
290 17 signed meter values | . compared to actual 4 4 4 p & .
information . issue, decoding
to CSMS session cost, revenue loss .
issues
EVSE forwards CSMS cannot CSMS falls back to other ::zgrrr:EIC;{e
291 17 signed meter values | authenticate sources of metering 1 1 1 rotocF;I
to CSMS signature information p .
implementation
EVSE forwards CSMS cannot CSMS falls back to other
292 17 signed meter values = authenticate sources of metering 1 1 1 Invalid signature
to CSMS signature information
EVSE forwards CSMS cannot CSMS falls back to other
. . . Data packet
293 17 signed meter values | authenticate sources of metering 1 1 1 .
. . . loss/corruption
to CSMS signature information
EVSE forwards CSMS cannot CSMS falls back to other Iwn:tTwri:aé\flzllliure
294 17 signed meter values = authenticate sources of metering 1 1 1 .
. . . firmware,
to CSMS signature information o
encoding issues
CSMS
EVSE forwards CSMS cannot CSMS falls back to other rocessin
295 17 signed meter values = authenticate sources of metering 1 1 1 p g .
. . . issue, decoding
to CSMS signature information .
issues
EVSE forwards CSMS cannot CSMS has no fallback ::Eg;:elc;{e
296 | 17 signed meter values = authenticate sources for metering P
. . . protocol
to CSMS signature information . .
implementation
EVSE forwards CSMS cannot CSMS has no fallback
297 17 signed meter values = authenticate sources for metering Invalid signature
to CSMS signature information
EVSE forwards CSMS cannot CSMS has no fallback
. . . Data packet
298 17 signed meter values | authenticate sources for metering .
. . . loss/corruption
to CSMS signature information
EVSE forwards CSMS cannot CSMS has no fallback In.ter.nal failure
. . . within EVSE
299 17 signed meter values = authenticate sources for metering )
. . . firmware,
to CSMS signature information L
encoding issues
CSMS
EVSE forwards CSMS cannot CSMS has no fallback rocessin
300 17 signed meter values = authenticate sources for metering p & .
. . . issue, decoding
to CSMS signature information .
issues
EV and EVSE
301 18 Ren'egotiate V2G cannot rt?liably . Failed charge session 'Signal int.egrity
session communicate with issue (noise)
each other
EV and EVSE
302 18 Rem.agotlate V2G cannot retllably . Failed charge session EVCC firmware
session communicate with crash

each other
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D Seq Process Potential Failure Potential Effects of
# Step/Function Modes Failure
EV and EVSE
R i V2 liabl
303 18 enggotlate G cannot rg iably . Failed charge session
session communicate with
each other
304 18 Renegotiate V2G Failed to initiate Charging session ends,
session renegotiation user needs not met
305 18 Renegotiate V2G Failed to initiate Charging session ends,
session renegotiation user needs not met
306 18 Renegotiate V2G Failed to initiate Charging session ends,
session renegotiation user needs not met
307 18 Renegotiate V2G Failed to initiate Charging session ends,
session renegotiation user needs not met
EVSE informs CSMS CSMS and.EVSE Failed .charge .se55|on
cannot reliably ONLY if EVSE is not
308 19 about the end of . . . .
enerav transfer communicate with | configured to charge in
&Y each other offline mode
EVSE informs CSMS CSMS and'EVSE Failed 'charge .sessmn
cannot reliably ONLY if EVSE is not
309 19 about the end of . . ) .
eneray transfer communicate with | configured to charge in
gy each other offline mode
EVSE informs CSMS CSMS and.EVSE Failed .charge .se55|on
cannot reliably ONLY if EVSE is not
310 19 about the end of . . . .
energy transfer communicate with | configured to charge in
each other offline mode
EVSE informs CSMS Inaccurate g::ﬂfaf:i:azzz ::\;Ee
311 19 about the end of chargingState/ L
energy transfer triggerReason transaction, incorrect
tracking/sequence failure
EVSE informs CSMS Inaccurate i:ﬂfaf:i:a:zz :;:\;Ee
312 | 19 about the end of chargingState/ L
energy transfer triggerReason transaction, incorrect
gy ge tracking/sequence failure
EVSE informs CSMS Inaccurate g:xfa(:§§:a:3§ :?\;Ee
313 19 about the end of chargingState/ L
energy transfer triggerReason transaction, incorrect
&Y &8 tracking/sequence failure
M h
EVSE informs CSMS Inaccurate gfcufa(tjgiiarlzz o?\'zﬁe
314 19 about the end of chargingState/ L
energy transfer triggerReason transaction, incorrect
tracking/sequence failure
EVSE informs CSMS CSMS tracks status of the
Inaccurate .
315 19 about the end of . wrong Transactionld,
transactionld . .
energy transfer incorrect tracking
EVSE informs CSMS Inaccurate CSMS tracks status of the
316 | 19 about the end of . wrong Transactionld,
transactionld . .
energy transfer incorrect tracking
EVSE informs CSMS CSMS tracks status of the
Inaccurate .
317 19 about the end of wrong Transactionld,

energy transfer

transactionld

incorrect tracking
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Customer
Severity

Utility
Severity

Overall
Severity
(Avg.)

Potential Cause
of Failure

SECC firmware
crash

Data packet
loss/corruption
EVCC/SECC does
not support
renegotiation
Incorrect/
incomplete
protocol
implementation
Encoding/
decoding issues
with EVCC/SECC

Unstable
connection/
communication
loss

Network
congestion

Charger
firmware crash

Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within EVSE
firmware,
encoding issues
CSMS
processing
issue, decoding
issues
Incorrect/
incomplete
protocol
implementation

Data packet
loss/corruption

Internal failure
within EVSE
firmware,
encoding issues
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ID . . Severity R
# Step/Function Modes Failure of Failure
(Avg.)
M
EVSE informs CSMS Inaccurate CSMS tracks status of the Cfoczssin
318 19 about the end of . wrong Transactionld, 4.5 p g .
transactionld . . issue, decoding
energy transfer incorrect tracking .
issues
EVSE informs CSMS Inaccurate CSMS tracks status of the ::zgrr;elc;{e
319 19 about the end of . wrong Transactionld, 3 P
transactionld . . protocol
energy transfer potential conflict error . .
implementation
EVSE informs CSMS Inaccurate CSMS tracks status of the Data packet
320 19 about the end of . wrong Transactionld, 3 P .
transactionld . . loss/corruption
energy transfer potential conflict error
EVSE informs CSMS Inaccurate CSMS tracks status of the Iwnittiri:aEl\flzllEure
321 19 about the end of . wrong Transactionld, 3 )
transactionld . . firmware,
energy transfer potential conflict error .
encoding issues
. CSMS
EVSE informs CSMS Inaccurate CSMS tracks status of the rocessin
322 19 about the end of . wrong Transactionld, 3 p & .
transactionld . . issue, decoding
energy transfer potential conflict error .
issues
CSMS may go into an
EVSE informs CSMS Inaccurate (:;Zirvset::fme\:v::xnt I'Fha Intermittent
323 19 about the end of . " ppY 3 data packet
eneray transfer transactionld path" message because it loss/corruption
gy thinks the energy transfer P
is still ongoing
CSMS may go into an
EVSE informs CSMS Inaccurate féEZirvset:tﬁe\:N::xnt I'Fha Data packet
324 19 about the end of . " ppY 3 P .
transactionld path" message because it loss/corruption
energy transfer .
thinks the energy transfer
is still ongoing
CSMS may go into an
EVSE informs CSMS Inaccurate ?erzc;irvis tf\:’ :eexnt I'Fha Ix:telwz:all\flzllliure
325 19 about the end of . » ppy_l 3 )
transactionld path" message because it firmware,
energy transfer ) .
thinks the energy transfer encoding issues
is still ongoing
CSMS may go into an
EVSE informs CSMS Inaccurate (ra;(;irvj:tf\:v::xnt I"'(ha Cfcln\ﬂtsassin
326 19  about the end of , ) PPy 3 P &
transactionld path" message because it issue, decoding
energy transfer . .
thinks the energy transfer issues
is still ongoing
EVSE informs CSMS CSMS assgps EV !ncorrect/
Inaccurate evseld/ = Connected" to the wrong incomplete
327 19 about the end of 4.5
connectorld EVSE and connector, protocol
energy transfer . . . .
incorrect tracking implementation
EVSE informs CSMS CSMS assigns "EV
Inaccurate evseld/ | Connected" to the wrong Data packet
328 19 about the end of 4.5 .
connectorld EVSE and connector, loss/corruption
energy transfer . .
incorrect tracking
EVSE informs CSMS CSMS assgps EV In.telinal failure
Inaccurate evseld/ | Connected" to the wrong within EVSE
329 19 about the end of 4.5 )
connectorld EVSE and connector, firmware,

energy transfer

incorrect tracking
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ID . . . ! Severity .
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
EVSE informs CSMS Inaccurate evseld/ Ezgﬂnseiizlg'?:o Er\\/e wron Cfc':ﬂcsessin
330 19 about the end of g 3 6 4.5 p g .
connectorld EVSE and connector, issue, decoding
energy transfer . . .
incorrect tracking issues
EVSE informs CSMS CSMS a55|gps EV !ncorrect/
Inaccurate evseld/ = Connected" to the wrong incomplete
331 19 about the end of 3 3 3
connectorld EVSE and connector, protocol
energy transfer . . . .
potential conflict error implementation
EVSE informs CSMS CSMS assigns "EV
Inaccurate evseld/ | Connected" to the wrong Data packet
332 19 about the end of 3 3 3 .
connectorld EVSE and connector, loss/corruption
energy transfer . .
potential conflict error
EVSE informs CSMS CSMS assgps EV In.telinal failure
Inaccurate evseld/ | Connected" to the wrong within EVSE
333 19 about the end of 3 3 3 )
connectorld EVSE and connector, firmware,
energy transfer . . L
potential conflict error encoding issues
EVSE informs CSMS Inaccurate evseld/ Ezlr\\ﬂnseiizgf]:o El'\mle wron Cf:)\ﬂzssin
334 19 about the end of & 3 3 3 p & .
connectorld EVSE and connector, issue, decoding
energy transfer . . .
potential conflict error issues
CSMS and EVSE Failed charge session Unstable
335 20 EVSE updates its cannot reliably ONLY if EVSE is not 3 3 3 connection/
status to CSMS communicate with | configured to charge in communication
each other offline mode loss
CSMS and EVSE Failed charge session
336 20 EVSE updates its cannot reliably ONLY if EVSE is not 3 3 3 Network
status to CSMS communicate with | configured to charge in congestion
each other offline mode
CSMS and EVSE Failed charge session
EVSE updates its cannot reliably ONLY if EVSE is not Charger
337 20 . . . . 3 3 3 .
status to CSMS communicate with | configured to charge in firmware crash
each other offline mode
EVSE communicates Incorrect/
EVSE updates its Inaccurate inaccurate connector incomplete
2
338 0 status to CSMS connecto_rStatus status to CSMS, sequence 3 3 3 protocol
communicated . . .
failure implementation
Inaccurate EVSE communicates
339 20 EVSE updates its connectorStatus inaccurate connector 3 3 3 Data packet.
status to CSMS . status to CSMS, sequence loss/corruption
communicated .
failure
Inaccurate EVSE communicates Internal failure
EVSE updates its inaccurate connector within EVSE
340 | 20 status to CSMS connectqutatus status to CSMS, sequence & & & firmware,
communicated . .
failure encoding issues
EVSE communicates CSMS
EVSE updates its Inaccurate inaccurate connector processing
341 20 torStat 3 3 3 . .
status to CSMS connec o.r atus status to CSMS, sequence issue, decoding
communicated . :
failure issues
EVSE communicates Incorrect/
EVSE updates its Inaccurate inaccurate connector incomplete
342 | 20 connectorStatus . 3 3 3
status to CSMS status to CSMS, incorrect protocol

communicated

availability tracking
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CHARGE
. . . - Overall .
Seq @ Process Potential Failure Potential Effects of Customer  Utility R Potential Cause
ID . . . ! Severity .
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
Inaccurate EVSE communicates
EVSE updates its inaccurate connector Data packet
343 20 torStat
status to CSMS connec o_r atus status to CSMS, incorrect = = g loss/corruption
communicated o .
availability tracking
Inaccurate EVSE communicates Internal failure
EVSE updates its inaccurate connector within EVSE
44 | 2
3 0 status to CSMS connecto_rStatus status to CSMS, incorrect 3 3 g firmware,
communicated o . L
availability tracking encoding issues
EVSE communicates CSMS
EVSE updates its Inaccurate inaccurate connector processing
345 | 20 connectorStatus . 3 3 3 . .
status to CSMS R status to CSMS, incorrect issue, decoding
communicated o . .
availability tracking issues
CSMS assi
connejtsslrirt]:tus to the Incorrect/
EVSE updates its Inaccurate evseld/ incomplete
346 20 EVSE and 4.
status to CSMS connectorlD wrong . an 3 6 > protocol
connector, incorrect . .
. . implementation
availability tracking
CSMS assigns
connectorStatus to the
EVSE i D
347 20 VSE updates its Inaccurate evseld/ wrong EVSE and 3 6 45 ata packet'
status to CSMS connectorID . loss/corruption
connector, incorrect
availability tracking
CSMS assigns .
connectorStatus to the Internal failure
318 20 EVSE updates its Inaccurate evseld/ wrong EVSE and 3 6 45 vy|th|n EVSE
status to CSMS connectorlD . firmware,
connector, incorrect encoding issues
availability tracking i3
CSMS assigns CSMS
EVSE updates its Inaccurate evseld/ connectorstatus to the rocessin
349 20 P wrong EVSE and 3 6 a5 P &
status to CSMS connectorlD . issue, decoding
connector, incorrect .
. . issues
availability tracking
CSMS assi
connectscj:“irt]:tus to the Incorrect/
350 20 EVSE updates its Inaccurate evseld/ wrong EVSE and 3 6 45 incomplete
status to CSMS connectorlD . protocol
connector, potential . .
. implementation
conflict error
CSMS assigns
. torStatus to th
EVSE updates its Inaccurate evseld/ connectorstatus to the Data packet
351 20 wrong EVSE and 3 6 4.5 .
status to CSMS connectorlD . loss/corruption
connector, potential
conflict error
CSMS assigns .
connectorStatus to the Internal failure
352 20 EVSE updates its Inaccurate evseld/ wrong EVSE and 3 6 45 v§/ithin EVSE
status to CSMS connectorlD . firmware,
connector, potential .
. encoding issues
conflict error
CSMS assigns CSMS
EVSE updates its Inaccurate evseld/ connectorstatus to the rocessin
353 20 P wrong EVSE and 3 6 4.5 P g

status to CSMS

connectorlD

connector, potential
conflict error

issue, decoding
issues
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CHARGE
. . . - Overall .
Seq @ Process Potential Failure Potential Effects of Customer  Utility R Potential Cause
ID . . . ! Severity .
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
EVSE i i
EVSE indicates the CSMS and. VS Failed .charge .sessmn Unstablﬁe
. cannot reliably ONLY if EVSE is not connection/
354 21 end of transaction . . . . 3 3 3 .
communicate with | configured to charge in communication
to CSMS .
each other offline mode loss
EVSE indicates the CSMS and.EVSE Failed .charge .sessmn
. cannot reliably ONLY if EVSE is not Network
355 21 end of transaction . . . . 3 3 3 .
communicate with | configured to charge in congestion
to CSMS -
each other offline mode
EVSE indicates the CSMS and_EVSE Failed _charge .sessmn
. cannot reliably ONLY if EVSE is not Charger
356 21 end of transaction - . . . 3 3 3 .
communicate with | configured to charge in firmware crash
to CSMS .
each other offline mode
EVSE indicatesthe | Inaccurate cccurate st of he meommiete
357 21 end of transaction chargingState/ L 3 3 3 P
. transaction, incorrect protocol
to CSMS triggerReason . . . .
tracking/sequence failure implementation
358 21 end of transaction chargingState/ L 3 3 3 P .
. transaction, incorrect loss/corruption
to CSMS triggerReason . .
tracking/sequence failure
M h | | fail
359 21 end of transaction chargingState/ T 3 3 3 )
. transaction, incorrect firmware,
to CSMS triggerReason . . Lo
tracking/sequence failure encoding issues
EVSE indicates the Inaccurate ;:cscMufa?:(Z:arjczz Z?ZEe Cfgﬁzssin
360 21 end of transaction chargingState/ L 3 3 3 p & .
. transaction, incorrect issue, decoding
to CSMS triggerReason . . .
tracking/sequence failure issues
EVSE indicates the Inaccurate CSMS tracks status of the ::zz:r:elcze
361 21 end of transaction . wrong Transactionld, 3 6 4.5 P
transactionld . . protocol
to CSMS incorrect tracking . .
implementation
EVSE indicates the Inaccurate CSMS tracks status of the Data packet
362 | 21 end of transaction transactionld wrong Transactionld, 3 6 4.5 Ioss/cF:)rru tion
to CSMS incorrect tracking P
EVSE indicates the CSMS tracks status of the In_ter.nal failure
. Inaccurate . within EVSE
363 | 21 end of transaction . wrong Transactionld, 3 6 4.5 )
transactionld . . firmware,
to CSMS incorrect tracking L
encoding issues
EVSE indicates the Inaccurate CSMS tracks status of the Cfgﬂzssm
364 21 end of transaction . wrong Transactionld, 3 6 4.5 p & .
transactionld . . issue, decoding
to CSMS incorrect tracking .
issues
EVSE indicates the Inaccurate CSMS tracks status of the ::zg;:eiie
365 | 21 end of transaction . wrong Transactionld, 3 3 3 P
transactionld . . protocol
to CSMS potential conflict error . .
implementation
EVSE indicates the Inaccurate CSMS tracks status of the Data packet
366 | 21 end of transaction . wrong Transactionld, 3 3 3 P .
transactionld . . loss/corruption
to CSMS potential conflict error
EVSE indicates the CSMS tracks status of the In.ter.nal failure
. Inaccurate . within EVSE
367 21 end of transaction . wrong Transactionld, 3 3 3 )
transactionld firmware,

to CSMS

potential conflict error
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CHARGE
. . . - Overall .
Seq @ Process Potential Failure Potential Effects of Customer  Utility R Potential Cause
ID . . . ! Severity .
# Step/Function Modes Failure Severity Severity (Avg.) of Failure
EVSE indicates the Inaccurate CSMS tracks status of the CSMS processing
368 21 end of transaction . wrong Transactionld, 3 3 3 issue, decoding
transactionld . . .
to CSMS potential conflict error issues
CSMS is not aware that
EVSE indicates the Inaccurate the transaction has ended Intermittent
369 21 end of transaction transactionld and can cause a conflict 3 3 3 data packet
to CSMS with the next transaction loss/corruption
on that EVSE
CSMS is not aware that
EVSE indicates the Inaccurate the transaction has ended Data packet
370 21 end of transaction . and can cause a conflict 3 3 3 P .
transactionld . . loss/corruption
to CSMS with the next transaction
on that EVSE
CSMS is not aware that Internal failure
EVSE indicates the Inaccurate the transaction has ended within EVSE
371 21 end of transaction . and can cause a conflict 3 3 3 )
transactionld . . firmware,
to CSMS with the next transaction encoding issues
on that EVSE g
CSMS is not aware that CSMS
EVSE indicates the Inaccurate the transaction has ended rocessin
372 21 end of transaction . and can cause a conflict 3 3 3 p g .
transactionld . . issue, decoding
to CSMS with the next transaction issues
on that EVSE
EVSE indicates the Inaccurate evseld/ Eizﬂesdestsolg';i \I/:z:sagllgg ::Egrrrrlelctte{e
373 21 end of transaction . 8 3 6 4.5 P
t0 CSMS connectorld and connector, incorrect protocol
tracking implementation
EVSE indicates the Inaccurate evseld/ Ef\(’;ﬂesdﬁstsc;gtuse ;:2?153;322 Data packet
374 21 end of transaction . & 3 6 4.5 P .
connectorld and connector, incorrect loss/corruption
to CSMS .
tracking
EVSE indicates the CSMS :all55|gns Transaction In.ter.nal failure
. Inaccurate evseld/ | Ended" to the wrong EVSE within EVSE
375 21 end of transaction . 3 6 4.5 )
connectorld and connector, incorrect firmware,
to CSMS R .
tracking encoding issues
EVSE indicates the Inaccurate evseld/ Eigﬂesdﬁstsc;gt?; ;:2’;5323‘572 Cf:)\ﬂzssin
376 21 end of transaction . & 3 6 4.5 p & .
connectorld and connector, incorrect issue, decoding
to CSMS . .
tracking issues
EVSE indicates the Inaccurate evseld/ (E:iz/lesdﬁstzgtzz v-:-/:z:sag;g; ::zg;:elcze
377 21 end of transaction g . 3 3 3 P
connectorld and connector, potential protocol
to CSMS R . .
conflict error implementation
- CSMS assigns "Transaction
EVSE indicates th
indicates . N Inaccurate evseld/ | Ended" to the wrong EVSE Data packet
378 21 end of transaction . 3 3 3 .
connectorld and connector, potential loss/corruption
to CSMS ;
conflict error
EVSE indicates the CSMS 355|gns Transaction InFer.naI failure
. Inaccurate evseld/ | Ended" to the wrong EVSE within EVSE
379 21 end of transaction . 3 3 3 )
connectorld and connector, potential firmware,
to CSMS . L
conflict error encoding issues
EVSE indicates the Inaccurate evseld/ EidMes(iastS;gtr;\Z \;;Zr;saggg Cfclnvlctsassin
380 21 end of transaction g 3 3 3 P g

to CSMS

connectorld

and connector, potential
conflict error

issue, decoding
issues
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CHARGE

consortium

About the ChargeX Consortium

The National Charging Experience Consortium (ChargeX Consortium) is a collaborative
effort between Argonne National Laboratory, Idaho National Laboratory, National Laboratory
of the Rockies, electric vehicle charging industry experts, consumer advocates, and other
stakeholders. The ChargeX Consortium’s mission is to work together to measure

and significantly improve public charging reliability and usability by June 2025.

For more information, visit chargex.inl.gov.
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