Windows: How to connect to GlobalProtect

Look for the GlobalProtect gray globe in the bottom right corner of your screen.

I &16 AM

Monday E

. )] 411872022

Click on the globe to open the GlobalProtect window, then click Connect.

GlobalProtect

Click Connect to initiate a new connection to the virtual private network (VPN).

GlobalProtect

Connecting...

Still Working...

You will be redirected to the Okta page where you will need to click on PIV Card option.
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Make sure your badge or PIV card is inserted in the card reader. Then enter your PIV or badge pin
number and click OK.
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Please enter your PIN.

PIN

OK Cancel

After you enter you pin, you will need to select the Entrust certificate with your name.
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Select a certificate
Select a centficate to authenticate yoursef o inlmtis.okta comA43
Subject lesue Sera
2726260:5099-4d71-8835-632033...  MS-Organization-Acc... ABCIIE2ACAIECEBGS
SARAH KNIGHT (Affate) Entrust 61DCaD74
PIVCard
Please insert your PIV card and select the uses
certfcate
Sign Out

Note: If you have multiple certificates, you will need to ensure you are using the correct one by
following the below steps. Highlight one of the Entrust certificates and click Certificate Information.
Then click the arrow next to Details tab. Look for Extended Key Information or Authentication to select
the correct certificate. Once you have identified the correct certificate, click OK.
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Chrome: Look for Enhanced Key Usage as shown below, which indicates you are using the correct

certificate.

] Certificate x
General Details  Certification Path
Show: | <all> ~
Field Value ~
[=]subject ALEN MAGLAJAC (Affiliate}, 8...
[=] public key RSA (2048 Bits)
DPubhc key parameters 0500
GiEnhanced key Usage  “Wglient Authentication (1.3.6.1....
@Cerﬁﬁcabe Policies [1]Certificate Policy:Palicy Ide...
Gil2.16.840.1.101.3.6.9.1 010100
{55 | Authority Information Access  [1]Authority Info Access: Acc...
el ihiect Alternative Name Other Name-Princinal Name=z ¥
(Client Authentication (1.3.6.1.5.5.7.3.2)
'Smart Card Logon (1.3.6.1.4.1.311.20.2.2)
InTunekerberosClientAuth (1.3.6,1.5.2.3.4)
Unknown Key Usage {1.3.5.1.5.5.7.3.21)
Edit Properties... Copy to File...
OK

Edge: Select the certificate that says Authentication.

Select a certificate for authentication
Site inl.mtls.okta.com:443 needs your credentials:

alee20al-e607-4cal-bb5e-efd3decl8eT9
rganization-Access
2021

Alen Maglajac
Alen Maglajac

/172021

ALEN MAGLAJAC (Affiliate)

Entrust

Authentication - ALEN MAGLAJAC (Affiliate)
6/29/2021

You are now connected to GlobalProtect and will have access to INL resources. The gray globe in the
bottom right-hand corner will also be blue and green with a check mark once you have successfully

connected.

GlobalProtect

Connected
You are securely connected to the
corporate network

Disconnect




